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Abstract: Classifier ensembles have been utilized in the industrial cybersecurity sector for many
years. However, their efficacy and reliability for intrusion detection systems remain questionable in
current research, owing to the particularly imbalanced data issue. The purpose of this article is to
address a gap in the literature by illustrating the benefits of ensemble-based models for identifying
threats and attacks in a cyber-physical power grid. We provide a framework that compares nine
cost-sensitive individual and ensemble models designed specifically for handling imbalanced data,
including cost-sensitive C4.5, roughly balanced bagging, random oversampling bagging, random
undersampling bagging, synthetic minority oversampling bagging, random undersampling boosting,
synthetic minority oversampling boosting, AdaC2, and EasyEnsemble. Each ensemble’s performance
is tested against a range of benchmarked power system datasets utilizing balanced accuracy, Kappa
statistics, and AUC metrics. Our findings demonstrate that EasyEnsemble outperformed significantly
in comparison to its rivals across the board. Furthermore, undersampling and oversampling strategies
were effective in a boosting-based ensemble but not in a bagging-based ensemble.

Keywords: imbalanced data; cost-sensitive learning; ensemble-based models; intrusion detection;
industrial control networks

1. Introduction

As of today, a large number of cyber-attack vectors have put many organizations’
critical infrastructure in jeopardy. A successful attack could have serious consequences,
such as revenue loss, operational halting, and the disclosure of sensitive information.
Furthermore, the complex nature of the infrastructure may lead to vulnerabilities and other
unexpected risks. As a result, security mitigation and protection techniques should be
prioritized. A potential defense system, such as an intrusion detection and prevention
system, is required because it provides an alert when a signature match is detected and
actively blocks traffic. It is deployed to supplement firewalls and access control to filter out
any malicious activities within the computer network.

Classifier ensembles combine numerous weak learners, for example, base classifiers,
to form a more robust learner. Each base learner is programmed and decides concerning a
certain target class, while a combiner helps in making estimations [1]. Any classification
method, such as decision trees, lazy classifiers, neural networks, or other types of learners,
may be used as the base learner. According to its diversity, an ensemble scheme may use
a single classifier to create a homogenous ensemble. In contrast, others may employ a
variety of learners to create a heterogeneous ensemble [2]. Kuncheva [3] defined ensemble
learners on four different perspectives—mixture level, learning algorithm level, attribute
level, and data level. Similarly, Rokach [2] argued that an ensemble approach could be
characterized by five critical components, namely mixer, diversification, orchestration
structure, orchestration size, and commonality.
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Such ensemble learners have been used in intrusion detection systems (IDSs) for
decades, leading to increased detection accuracy as compared to any individual learners
that comprise the ensemble [4]. Creating IDS aims to provide a security system that
includes preventative actions against network attack activities. As the primary backbone of
an IDS, a machine learning algorithm must be developed and configured appropriately to
provide optimum security protection [5]. Because an IDS does not just need performance
enhancement, the efficiency of the classifier (e.g., reduced computational cost) is also
beneficial in providing a real-time detection method.

Intrusion detection in critical infrastructure (e.g., industrial control networks) is a
domain research problem, where choosing a seemingly and computationally efficient algo-
rithm is very challenging. It is a problematic task as each intrusion dataset is unique in terms
of network architecture and skewed cyber-attack distributions (e.g., imbalanced data). Rec-
ognizing the importance of the aforementioned issues, this article conducts a comparative
analysis of various class imbalance ensemble-based intrusion detection models, allowing re-
searchers in this field to understand better the available best-performing ensemble models
developed specifically for dealing with imbalanced data. This study focuses on class imbal-
ance individual, bagging, boosting, and hybrid ensemble-based learners applied to power
system attack detection, an area that has actually gained insufficient consideration in the
present studies. In this work, we examine nine implementations, including cost-sensitive
decision tree (CC4.5) [6], roughly balanced bagging (RBBagging) [7], random oversampling
bagging (ROSBagging), random undersampling bagging (RUSBagging), synthetic minority
oversampling bagging (SMOTEBagging) [8], random undersampling boosting (RUSBoost-
ing) [9], synthetic minority oversampling boosting (SMOTEBoosting) [10], AdaC2 [11], and
EasyEnsemble [12].

The aims of the paper lie in two different axes:

¢ To evaluate the effectiveness of class imbalance learners over a range of imbalance ratios.
¢ To provide an informed choice in choosing best-performing methods for identifying
attacks in terms of performance accuracy and computational complexity.

The rest of this article is divided into four parts. The state-of-the-art techniques for
detecting intrusion into a cyber-physical system are summarized in Section 2. Section 3
has a concise summary of the datasets and techniques utilized. Section 4 examines and
delves into the result of the experiment benchmark, while Section 5 brings the study to
a conclusion.

2. Related Work

A review study usually attempts to identify and classify previously published stud-
ies to represent their findings visually. Such an approach is restricted to reviewing the
literature on the most frequent techniques for detecting attacks. It is, however, regarded
as an unreliable guideline for identifying the best-performing classifiers. For instance,
Alimi et al. [13] provided a survey map of research addressing supervised machine learn-
ing approaches for intrusion detection and classification in SCADA networks. The study
analyzes and contrasts various conventional machine learning methods without consider-
ing other essential factors such as class imbalance. By using five publicly available standard
intrusion datasets, Shahraki et al. [14] compared three different Adaboost ensembles, i.e.,
Real Adaboost, Gentle Adaboost, and Modest Adaboost. The study has several limitations
despite providing an informed decision about using a boosting-based ensemble for intru-
sion detection. The performance benchmark is restricted to a small number of ensemble
models and the absence of a statistical significance test. Modest Adaboost, on the other
hand, has a greater prediction error than the rest algorithms.

Next, we present the most recent solutions for identifying threats and malicious activi-
ties in industrial control networks using ensemble techniques. The work of Anton et al. [15]
compared SVM and random forest, finding that random forest outperformed SVM marginally.
Khan et al. [16] used SMOTE algorithm to tackle the issue of class imbalance. At the same
time, a two-level classifier is considered for classifying network anomalies in a gas pipeline
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SCADA system. More recently, Upadhyay et al. [17] coupled recursive feature elimina-
tion using XGBoost and majority rule aggregation approaches for intrusion detection in a
SCADA-based power grid. A total of nine base classifiers were considered to enhance the
heterogeneity of the proposed ensemble model.

3. Material and Methods
3.1. Datasets

We use power grid datasets developed by the Oak Ridge National Laboratories to
verify the effectiveness of benchmark classification models. There are 128 features in total
in the power grid datasets. Such features were derived from four Phasor Measurement
Units (PMUs), which estimate electrical pulses in a junction utilizing a standard time
reference to guarantee proper time synchronization. The last feature denotes the marker
that distinguishes between normal and attack occurrences. Around 5000 examples are
included in each collection, with 294 examples of no occurrences, 1221 samples of natural
occurrences, and 3711 samples of malicious occurrences, respectively, indicating that the
provided datasets are imbalanced in nature (see Table 1). In this study, a total of fifteen
binary datasets are considered, where each dataset is labeled with a letter from a to o.
In addition, we estimate the imbalance ratio (IR) for each dataset, which is defined as a
proportion of examples in the minority classes to majority classes. Consequently, highly
skewed datasets have a low IR, and vice versa. We consider an IR > 0.4 criteria to indicate
datasets with less severe imbalance. The IR value for each dataset is depicted in Figure 1.

Table 1. The characteristics of the power grid datasets w.r.t. the number of samples that belong to attack or natural class.

Class

Datasets

a

b c d e f g h i j k 1 m n o

# of natural examples
# of attack examples

1100
3866

1544 1604 1800 1481 1477 1326 1544 1770 1648 1282 1771 1153 1353 1861
3525 3811 3402 3680 3490 3910 3771 3570 3921 3969 3453 4118 3762 3415

0.50 9

0.454

0.401

Imbalance ratio

a b c d e f ] Ir1 i i k m n o
Datasets
Figure 1. A plot illustrating imbalance ratio for each dataset in the power grid datasets. With the
exception of dataset a, g, k, m, and n, all other datasets exhibit a less severe imbalance (e.g., IR > 0.4
in our case).

3.2. Methods

This study includes the implementation of nine class imbalance learning models in
R [18]. The following section summarizes all classifiers. Each classifier is grouped by the
family to which it belongs. Throughout the experiment, all hyperparameters were searched
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in order to find the optimal ones. Unless otherwise specified, the default learning settings
are utilized.

¢ Cost-sensitive tree learner.
We apply a pruning procedure and a minimum number of samples for splitting is 2.
Additionally, cost ratio is determined by the IR of each dataset.

—  Cost-sensitive decision tree (CSC4.5) [6]. It is a cost associated with misclassifying
minority occurrences and is used to alter the training set’s class distribution in
order to coerce cost-sensitive trees. This mechanism often results in a reduction
in the overall misclassification cost, high-cost misclassification, and the size of
the tree in a binary prediction task. When training datasets contain a reasonably
skewed distribution of classes, smaller trees are a logical byproduct of the tree
induction technique.

*  Cost-sensitive bagging.

For the following bagging-based ensemble techniques, we used decision tree (e.g., J48)

as a base classifier and set the number of bags to 100. Parallel technique is used to

accelerate the training process.

- RBBagging [7]. Compared to conventional bagging-based approaches for im-
balanced data, which employ the same amount of dominant and less dominant
samples for each training subset, individual models in RBBagging exhibit a
greater degree of diversity, which is one of the essential characteristics of en-
semble models. Additionally, the suggested strategy fully utilizes all minority
examples through under-sampling, which is accomplished quickly through the
use of negative binomial distributions.

- ROSBagging and RUSBagging [8]. Each subset Sy is constructed in ROSBagging
by randomly oversampling minority classes in order to form the k-th classifiers.
Similarly, RUSBagging creates each subset by randomly under-sampling majority
classes. A majority vote is applied when a new instance occurs after construction
and each classifier votes. The class with the most votes ends up making the
final decision.

-  SMOTEBagging [8]. It entails the production of synthetic instances as part of
the subset formation process. According to SMOTE, two components must be
determined: the number of nearest neighbors k and the extent to which the less
majority class is over-sampled.

*  Cost-sensitive boosting.
A large number of trees (100) is employed as a base learner, and the decision tree
method is applied. The cost ratio is varied according to the IR of each dataset.

- RUSBoosting [9]. It combines the Adaboost algorithm and random undersam-
pling technique, which reduces examples from the dominant class at random
intervals once that sufficient balance is attained.

- SMOTEBoosting [10]. It incorporates SMOTE into the Adaboost algorithm.
SMOTE creates new minority samples by extrapolating previous samples. SMOTE-
Boosting exacerbates higher model training time limitation as SMOTE is a more
sophisticated and time-consuming data sampling strategy.

- AdaC2[11]. Introducing the cost items into the AdaBoost by incorporating the
cost items into the weights update approach, AdaC2 directs the learning towards
instances of the marginalized class. It thus increases the effectiveness of the
learning framework. The resampling strategy of AdaC2 is based on the principle
that false negatives gain more weight than false positives, whereas true positives
lose more weight than true negatives.

e Cost-sensitive hybrid ensemble.
Similarly, 100 decision trees were used to construct the ensemble, while the cost ratio
varies depending on the dataset’s IR.
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—  EasyEnsemble [12]. It employs a two-stage ensemble technique that incorporates
random undersampling during bagging iterations and trains the base classifier
using AdaBoost. It trains the base classifier by doing bagging in an unsupervised
manner.

4. Result and Discussion

In this study, we used nine cost-sensitive learners to analyze fifteen power grid-based
intrusion datasets, resulting in a total of 135 classifier-dataset combinations. In order to
avoid bias results due to performance results that could be acquired by chance, we used
stratified multiple hold-outs (also known as subsampling). Subsampling is carried out by
several runs (ten times in our case), partitioning the data set D into a training and a test set
by a predetermined proportion, e.g., 75% training and 25% test set in our case. This stratified
process allows us to keep the IR of the original dataset. The results of the test are the mean
of ten different elements. Since we dealt with the imbalanced classification problem, we
adopted three different metrics to measure the classifiers” performance: balance accuracy,
Cohen’s kappa, and area under ROC curve (AUC). These metrics are calculated in the
following ways:

TPR +TNR
Balanced accuracy = %N 1
Kavon — 2 x (TP x TN — FN x FP) @
PPE= (TP FP) x (FP+ TN) + (TP + FN) x (EN + TN)
1 TP Fp
Auc*/o TP+TNdFP+FN @)

The average performance of all classifiers over the benchmarked datasets is depicted in
Figure 2. CSC4.5 exhibits greater variability in performance compared to other algorithms.
This result is similar to that of [19], where the cost-sensitive tree such as CSC4.5 should
be designed not only by considering the misclassification cost but also by considering
the cost of the tests. Furthermore, our experiment revealed that EasyEnsemble is the top
performer across all validation metrics, while AdaC2 is the worst performer in terms of
balanced accuracy and kappa metrics. The results are pretty reasonable since EasyEnsemble
is built using a two-level ensemble which is more advantageous than other standard
ensemble models.

We run hierarchical clustering of classifiers and datasets based on their average
performance value (see Figure 3). An Euclidean distance and Ward’s clustering criterion
were utilized to carry out the clustering task. Our study reveals three different clusters of
classifiers and datasets. The clusters of classifiers are generally consistent with the original
groups, such as bagging and boosting-based ensembles. However, the performance of
AdaC2 does not appear to belong to any clusters when it is measured by balanced accuracy
and kappa metrics. On the contrary, AdaC2 is somewhat comparable to other boosting and
hybrid-based ensemble models w.r.t. AUC metric. The clusters also revealed significant
performance differences across power grid datasets. For instance, the first cluster (e.g.,
red dendrogram) consists of the highly imbalanced datasets with low IR score, while,
on the other hand, the third cluster (e.g., blue dendrogram) is comprised of less severe
imbalanced datasets.
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Figure 2. Violin plot showing a full performance distribution of classifiers as measured by balanced
accuracy (a), Cohen’s kappa (b), and AUC (c) metrics. Classifiers are arranged in descending order
based on their mean value (shown as dots in the figure).

Consecutively, we assess the performance differences of classifiers across datasets
based on the Nemenyi test. When the corresponding average ranks of two classifiers differ
by at least the critical difference (CD), two classifiers are considered significantly different.
Figure 4 confirms that EasyEnsemble is on the top rank, followed by RUSBoosting, and
SMOTEBoosting. The performance of the top three algorithms is significantly different
from any other algorithms in terms of balanced accuracy and kappa metrics. For overall
assessment, the performance of EasyEnsemble is rather predictable, since it is a two-level
ensemble method that involves bagging and boosting. In addition, our experimental
findings confirm that oversampling strategies perform well in boosting-based ensemble,
despite having the risk of adding extra noise to the training data sets. In similar fashion,
introducing an undersampling strategy to boosting ensemble demonstrates an advantage,
aside from its self-evident issue: by excluding examples from the dominant class, the
classifier may overlook essential concepts associated with the dominant class. The per-
formance difference of AdaC2 in various metrics implies that AUC is not necessarily the
best metric for evaluating classification performance for the IDS data problem, particularly
anomaly-based IDS that demands a low false alarm rate [20,21].
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Figure 3. Hierarchical clusters of classifiers and datasets in terms of balanced accuracy (a), kappa (b),
and AUC (c) metrics. The clusters are shown by three colors of dendrogram branches.

Finally, we report each algorithm’s complexity concerning the time required for train-
ing and testing. Note that training and testing time were captured at one time hold-out. As
shown in Figure 5 and Table 2, CSC4.5 took a larger amount of time to complete the training
but a shorter amount of time during the testing. The result is rather intuitive, as during the
training stage of a dataset with n samples and d features, CSC4.5 is required to sort the data
and determine the right threshold, which takes O(n x log(n) x d). The classifier is quite
fast (e.g., O(nodes)) during the testing stage as it only identifies the nodes that are normally
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stored as if-then rules. For overall comparison, despite outperforming other algorithms,
EasyEnsemble took approximately 2.7 s to complete the testing task. EasyEnsemble is not
the best choice, given that IDS models typically require a real-time detection approach. We
suggest that RUSBoosting may be a viable method for implementing IDS in real-world

industrial control networks settings.

CcD
1 2 3 4 9
| | | | J
EasyEsemble — RLUSBagging
RUSBoosting ROSBagging
SMOTEBoosting SMOTEBagging
RBBagging CSC45
- AdaC2
(a)
CD
1 2 3 4 9
| | |
EasyEsemble — REBagging
RUSBoosting RUSBagging
SMOTEBoosting ROSBagging
SMOTEBagging CSCas
AdaC2
(b)

Figure 4. Cont.
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Figure 4. Comparison of the average performance values such as balanced accuracy (a), kappa (b),

and AUC (c), across all datasets attained by all classifiers using the Nemenyi critical difference plot.
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Figure 5. Time required by each classifier in the training and testing stage.

Table 2. Average training and testing time required for each algorithm measured in seconds.

Algorithm Training Time Testing Time
CSC4.5 370.09 0.097
RBBagging 19.39 0.887
ROSBagging 44.06 0.948
RUSBagging 19.16 0.881
SMOTEBagging 47.88 1.137
RUSBoosting 60.74 0.562
SMOTEBoosting 183.01 0.557
AdaC2 86.92 0.560
EasyEnsemble 105.10 2.736
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5. Conclusions

This study filled the research gap by reporting the pros and cons of cost-sensitive
ensemble-based classifiers for classifying and detecting cyberattacks in industrial control
networks. Nine cost-sensitive classifiers and fifteen power grid datasets were utilized in the
experiment. Despite being faster than the competitors, EasyEnsemble still took the most
time throughout the testing stage, leading us to assume that this classifier is unsuitable for
this application domain. Additionally, we identify the limitation of our study. This study
concentrated on a small number of classifiers and datasets, making it unable to provide
a complete validation. We believe that expanding the number of classifiers and datasets
would be interesting for future works.
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inyeria de Serveis i Sistemes d'Informacio, Universitat Politecnica de Catalunya, BarcelonaTech, Barcelona, Spain
Interests: advanced data management; big data management; business intelligence; database management systems; data pre-processing; data stream management; data-
intep®Me flows; data warehousing; metadata management; NOSQL tools; OLAP tools % 2 (toggle_desktop_layout_cookie) Q. =

Mﬁite (ﬁttp:/lwww.essi.upc.edu/dtim/peoplelalberto) SciProfiles (https://sciprofiles.com/profile/2243797)
De

Dr. Moulay A. Akhloufi
Website (http://vision.gel.ulaval.ca/en/people/ld_584/index.php) SciProfiles (https://sciprofiles.com/profile/309135)
Department of Computer Science, University of Moncton, Moncton, NB E1A 3E9, Canada
Interests: machine learning; deep learning; computer vision; robotics; medical imaging
Special Issues, Collections and Topics in MDPI journals
Special Issue in Big_Data and Cognitive Computing: Machine Learning and Data Analysis for Image Processing_(/journal/BDCC/special_issues/image_detection)

Special Issue in Sensors: Deep Learning Methods for Remote Sensing_(/journal/sensors/special_issues/deep_learn_method_RS)
Topics: Deep Learning and Transformers’ Methods Applied to Remotely Captured Data (/topics/remo_data_deep_lear)

®

Prof. Dr. Danilo Ardagna
Website (http://ardagna.faculty.polimi.it) SciProfiles (https://sciprofiles.com/profile/379063)
Dipartimento di Elettronica, Informazione e Bioingegneria, Politecnico di Milano, 20133 Milano, Italy
Interests: resource provisioning; optimization algorithms; performance modelling; cloud computing; big data management
Special Issues, Collections and Topics in MDPI journals
Special Issue in Algorithms: Algorithms for the Resource Management of Large Scale Infrastructures (/journal/algorithms/special_issues
[Algorithms_Resource Management)

Prof. Dr. Martin Atzmueller

Website (https://martin.atzmueller.net/)
Department of Cognitive Science and Artificial Intelligence, Tilburg University, PO Box 90153, 5000 LE Tilburg, The Netherlands
Interests: complex network analysis; explicative data science; machine learning; social sensing; social signal processing

Prof. Dr. Fabrizio Baiardi
Website (http://pages.di.unipi.it/tonelli/baiardi/index.html)
Department of Philology, Literature, and Linguistics, University of Pisa, 56127 Pisa, Italy
Interests: risk assessment and management; intrusion detection; adversary simulation; distributed ledger
Special Issues, Collections and Topics in MDPI journals
Special Issue in Big_Data and Cognitive Computing: Cyber Security in Big Data Era (/journal/BDCC/special_issues/cyb_bd)

©

Dr. Pablo Basanta Val

Website (https://www.researchgate.net/profile/Pablo-Basanta-Val) SciProfiles (https://sciprofiles.com/profile/258486)
UC3M-BS Institute of Financial Big Data (IFiBiD), Departamento de Ingenieria Telematica, Universidad Carlos Il de Madrid, 28911 Madrid, Spain
Interests: big data; industrial informatics; real-time systems; real-time Java; distributed systems

Dr. Khalid Belhajjame
Website (https://sites.google.com/site/kbelhajjame/)
Computing and Mathematics Department, Université Paris-Dauphine-PSL, 75016 Paris, France
Interests: data wrangling and integration; scientific workflows; data and process provenance; knowledge graphs; eScience

Prof. Dr. Nik Bessis

Website (https://www.edgehill.ac.uk/computerscience/academic-staff/nik-bessis/) SciProfiles (https://sciprofiles.com/profile/1901510)
Department of Computer Science, Faculty of Arts and Sciences, Edge Hill University, Ormskirk, Lancashire L39 4QP, UK
Interests: cloud computing; Internet of Things; social graphs; big data; future internet; resource provisioning
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Website1 (https://eric.univ-lyon2.fr/~boussaid/) Website2 (https://scholar.google.fr/citations?user=1UiTIdQAAAAJ&hi=en)

SciProfiles (https://sciprofiles.com/profile/263947)

Laboratoire ERIC, Institut de Communication, Université de Lyon, Lyon 2, 5 avenue Pierre Mendés, 69676 Bron CEDEX, France

Interests: business intelligence & big data management; business analytics & data discovery; distributed data warehousing; intensive queries in big data warehouses;

mapreduce and spark technologies; text warehousing & OLAP text cubes; semantic OLAP & social OLAP; analysis of social graphs cubes; community detection and

evaluation

Special Issues, Collections and Topics in MDPI journals

Special Issue in Electronics: Applications and Methodologies of Artificial Intelligence in Big Data Analysis (/journal/electronics/special_issues/applications_)

e
Dr. Antonio Celesti
Website1 (https://www.unime.it/it/persona/antonio-celesti/curriculum) Website2 (http://mdslab.unime.it/acelesti)
SciProfiles (https://sciprofiles.com/profile/208704)
MIFT Department, University of Messina, Viale F. Stagno d'Alcontres, 31 98166 Messina, Italy
Interests: distributed systems; cloud computing; edge computing; Internet of Things (loT); machine learning; assistive technology; eHealth
Special Issues, Collections and Topics in MDPI journals
Special Issue in Computers: Artificial Intelligence for Health (/journal/computers/special_issues/Al_Health)
Special Issue in Future Internet: Advances on Cloud Computing and Internet of Things (/journal/futureinternet/special_issues/A_Cloud_Computing_loT)
Special Issue in Sensors: Intelligent Systems for Clinical Care and Remote Patient Monitoring_(/journal/sensors/special_issuesl/intelligent_systems_ccrpm)
Special Issue in Sensors: Digital Healthcare Leveraging Edge Computing and the Internet of Things (/journal/sensors/special_issues/digihealth_loT)

Prof. Dr. Han-Chieh Chao
Website (http://hcc.dormvé.niu.edu.tw/)
Department of Electrical Engineering, National Dong Hwa University, Hualien, Taiwan

Interests: mobile computing; wireless communications; cloud computing; big data

Dr. Carmela Comito

Website (https://www.icar.cnr.it/persone/comito/)
Institute for High Performance Computing and Networking of the National Research Council of Italy (ICAR-CNR), 87036 Rende, Italy
Interests: big data analysis and mining; mobility mining; social network data analysis and mining; health informatics

Special Issue in Big_Data and Cognitive Computing: Machine Learning_ and Artificial Intelligence for Health Applications on Social Networks (/journal

[BDCCl/special_issues/health_applications)
Special Issue in Sensors: Current Trends and Practices in Smart Health Monitoring _(/journal/sensors/special_issues/SHM_Health_Monitoring)

Prof. Dr. Miguel Correia
Website (http://www.gsd.inesc-id.pt/~mpcl/index.html) SciProfiles (https://sciprofiles.com/profile/2213799)
INESC-ID, Instituto Superior Técnico, Universidade de Lisboa, 1649-004 Lisboa, Portugal
Interests: cyber-security; cloud computing; software security; big data analytics for security; critical infrastructure protection; distributed systems; machine learning for
security; intrusion tolerance; Blockchain and Byzantine consensus; mobile security

Prof. Dr. Alfredo Cuzzocrea

Website (https://www.researchgate.net/profile/Alfredo-Cuzzocrea-2) SciProfiles (https://sciprofiles.com/profile/152280)
Computer Engineering, University of Calabria, 87036 Rende, CS, Italy
Interests: big data; database systems; data mining; data warehousing; knowledge discovery

O

Prof. Dr. Magdalini Eirinaki

Computer Engineering Department, the College of Engineering, San Jose State University, San Jose, CA 95192, USA
Interests: recommender systems; social network analysis; machine learning; data mining
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Pro“r. Mohamed Elhoseny ¢ §-(ltoggle_desktop layout cookie) Q =
Y_(_https:/irecognition.webofscience.com/awards/highly-cited/2021/) Website (http://www.mohamedelhoseny.com/)

SciProfiles (https://sciprofiles.com/profile/1800540)

Department of Computer Science, College of Computer Information Technology, American University in the Emirates, Dubai, UAE

Interests: sensors & Ad-hoc networks; Internet of Things (IoT); data security; optimization algorithms; smart cities applications; intelligent systems

!

Prof. Dr. Alberto Fernandez Hilario
Website (https://sci2s.ugr.es/members#AFernandez)
Department of Computer Science and Atrtificial Intelligence, University of Granada, 18071 Granada, Spain
Interests: data science, big data analytics, explainable artificial intelligence, imbalanced classification; fuzzy rule based systems; evolutionary fuzzy systems; ensemble
learning

Prof. Dr. Bogdan Gabrys

Website (http://bogdan-gabrys.com/contact/)
Faculty of Engineering and Information Technology, University of Technology Sydney, PO Box 123, Broadway, NSW 2007, Australia
Interests: computational intelligence; data science; complex adaptive systems; machine learning; predictive analytics

Dr. Salvador Garcia Lépez

Website (http://decsai.ugr.es/index.php?p=profesores&id=15938) SciProfiles (https://sciprofiles.com/profile/1042224)
Department of Computer Science and Atrtificial Intelligence, University of Granada, CITIC-UGR, 18071 Granada, Spain
Interests: machine learning; data science; data preprocessing; computational intelligence; big data analytics; deep learning

2

Mr. Felix Gessert
Website (https://vsis-www.informatik.uni-hamburg.de/vsis/members/look/1264?lang=en)
Database and Information Systems Group, Computer Science Department, University of Hamburg, 20146 Hamburg, Germany
Interests: cloud computing, Database/Backend-as-a-Service; NoSQL, scalable databases, distributed Systems; Web Protocols, REST, Microservices; application
architecture, mobile; probabilistic data structures, stream processing; polyglot persistence

Prof. Dr. Venkat N. Gudivada
Website (http://www.cs.ecu.edu/gudivadal/) SciProfiles (https://sciprofiles.com/profile/394202)
Department of Computer Science, East Carolina University, Greenville, NC 27858 - 4353, USA
Interests: data management; computational analysis of natural languages; information retrieval; cognitive computing; high performance computing; natural language
processing; and personalized learning

Prof. Dr. Mohsen Guizani

Y _(_https:/irecognition.webofscience.com/awards/highly-cited/2021/) Website (https://vivo.nkn.uidaho.edu/vivo/display/n62284)
Department of Electrical and Computer Engineering, University of Idaho, Moscow, ID, USA
Interests: wireless communications and mobile computing; computer networks; mobile cloud computing; security and smart grid

Special Issues, Collections and Topics in MDPI journals
Special Issue in Sensors: Sensor Networks for Collaborative and Secure Internet of Things (/journal/sensors/special_issues/of Things)

2

Prof. Dr. Takahiro Hara
Website (http://www-nishio.ist.osaka-u.ac.jp/~haral) SciProfiles (https://sciprofiles.com/profile/404286)
Department of Multimedia Engineering, Osaka University, Osaka 565-0871, Japan
Interests: database systems; mobile computing; social computing; web mining; location privacy; time-series analysis Back to TopTop
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Sp, Issues, Collections and Topics in MDPI journals
Sp! je'in Sensors: Algorithm and Distributed Computing for the Internet of Things_(/journal/sensors/special_issues

[Algorithm_and_Distributed_Computing_for_loTs)

% % (toggle_desktop_layout_cookie) Q. =

Artificial Intelligence Lab, Department of Computer Science, Meiji University, Kawasaki, Kanagawa 214-8571, Japan

Interests: artificial intelligence; knowledge extraction; rule extraction; transparency of deep learning neural networks; medical informatics

Special Issue in Big_Data and Cognitive Computing: Big Data Analytic: From Accuracy to Interpretability (/journal/BDCC/special_issues/Big_Data_Analytic)
Special Issue in Machine Learning and Knowledge Extraction: Transparency_of Deep Neural Networks (/journal/make/special_issues/Transparency)

[interpretable_deep_learning)
Special Issue in Electronics: 10th Anniversary of Electronics: Recent Advances in Artificial Intelligence _(/journal/electronics/special_issues
[anniversary_in_Al_Electronics)

Prof. Dr. Denis Helic
Website (https://courses.isds.tugraz.at/dhelic/) SciProfiles (https://sciprofiles.com/profile/2213748)
Institute of Interactive Systems and Data Science, Graz University of Technology, 8010 Graz, Austria

Interests: data science; web and network science; user behavior; data mining; recommender systems; social computing; social media

f

AN

Prof. Dr. José Hernandez-Orallo

Website (https://josephorallo.webs.upv.es/) SciProfiles (https://sciprofiles.com/profile/277291)
Valencian Research Institute for Artificial Intelligence, Universitat Politécnica de Valencia, Cami de Vera 14, E-46022 Valéncia, Spain
Interests: data science; data mining; inductive programming; machine learning; artificial intelligence

4 »

Prof. Dr. Tzung-Pei Hong

Website (https://cse.nsysu.edu.tw/p/412-1205-19761.php?Lang=en) SciProfiles (https://sciprofiles.com/profile/412304)
Department of Computer Science and Information Engineering, National University of Kaohsiung, Nanzih District, Kaohsiung 811, Taiwan
Interests: artificial intelligence; data mining; soft computing; parallel processing
Special Issues, Collections and Topics in MDPI journals

Special Issue in Electronics: Recent Advances and Emerging_ Applications of Internet of Things in Industrial 4.0 Era_(/journal/electronics/special_issues
[BUHFOQHFIS)

1)

N
N

Prof. Dr. Newton Howard
Website (https://newtonhoward.com/) SciProfiles (https://sciprofiles.com/profile/348625)
Computational Neuroscience and Functional Neurosurgery, University of Oxford, Oxford OX3 9DU, UK
Interests: cognitive computing; machine learning; artificial intelligence; big data; biomedical devices
Special Issues, Collections and Topics in MDPI journals
Special Issue in Big_Data and Cognitive Computing: COVID-19: Medical Internet of Things and Big Data Analytics (/journal/BDCC/special_issues/medical_data)
Special Issue in Brain Sciences: Neuroinformatics and Signal Processing_(/journal/brainsci/special_issues/Neuroinformatics_Signal)

e

ow) d

Prof. Dr. Kai Hwang

Website (https://pressroom.usc.edu/kai-hwang/) SciProfiles (https://sciprofiles.com/profile/257309)
Department of Electrical Engineering, EEB-212, University of Southern California, Los Angeles, CA 90089-2562, USA
Interests: big data analytics; deep learning; cognitive computing; cloud computing; supercomputing

Dr. Kostas Karpouzis
Website (http://image.ece.ntua.gr/~kkarpou) SciProfiles (https://sciprofiles.com/profile/1234270)
Institute of Communication and Computer Systems, National Technical University of Athens, 157 80 Athens, Greece Back to TopTop
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Int, tgl (c?)chine learning; affective computing; computational culture; serious games; player modelling; education; sentiment analysis
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Prof. Dr. Kristian Kersting

% 2 (toggle_desktop_layout_cookie) Q. =

Department of Computer Science, TU Darmstadt, Hochschulstrasse 1, 64289 Darmstadt, Germany
Interests: data mining; machine learning; statistical relational artificial intelligence; lifted inference; web science; plant phenotyping

Department of Software and IT Engineering, Ecole de Technologie Supérieure (ETS), University of Québec, Montréal, QC, Canada
Interests: machine learning; big data analytics; deep architectures for audio analysis; multimodal deep learning

Special Issue in Big_Data and Cognitive Computing: Applied Deep Learning; Business and Industrial Applications (/journal/BDCC/special_issues
[Applied_Deep_Learning)

0

Prof. Dr. Yugyung Lee

Computer Science Electrical Engineering, School of Computing and Engineering, University of Missouri, Kansas City, MO, USA
Interests: big data analytics; cognitive robotics; semantic web; biomedical informatics; cloud-based mobile computing; machine learning; distributed and parallel computing;
deep learning

Prof. Dr. Ickjai Lee

Discipline of Information Technology, College of Science & Engineering, James Cook University, Cairns, QLD 4870, Australia

Interests: trajectory mining; geo-computation; geo-engineering; text data mining; Voronoi tessellation; Delaunay diagram; applied Atrtificial Intelligence; Clustering; Health
informatics; sentiment analysis

2

Prof. Dr. Victor C.M. Leung
_(_https:/irecognition.webofscience.com/awards/highly-cited/2021/) Website (http://www.ece.ubc.ca/~vleung/)
Department of Electrical & Computer Engineering, University of British Columbia, Vancouver, BC V6T1Z4, Canada
Interests: blockchain systems; telecommunication networks information systems personal communications networking cloud and edge computing
Special Issue in Big_Data and Cognitive Computing: Cognitive Services Integrating with Big_ Data, Clouds and loT (/journal/BDCC/special_issuesl/iot)
Special Issue in Sensors: The Architectures, Systems, and Applications of Internet of Things for Smart Cities (/journal/sensors/special_issues/smart_cities)
Special Issue in Sensors: Sensors for Information Technology, Electronics and Mobile Communication (/journal/sensors/special_issues/SITEMC)

Special Issue in Sensors: Al-Driven Sensing for Small Object Recognition (/journal/sensors/special_issues/W4741ZMB9S)

Prof. Dr. Carson K. Leung

Department of Computer Science, University of Manitoba, Winnipeg, MB R3T 2N2, Canada

Interests: data mining; big data processing; social network analysis

Special Issues, Collections and Topics in MDPI journals

Special Issue in Sensors: Selected papers from Smart Data 2018 & Big Data Service 2018 (/journal/sensors/special_issues/SmartData2018)

Special Issue in Applied Sciences: Big_Data Analysis and Visualization (/journal/applsci/special_issues/Big_Data_Visualization)

Topical Collection in Applied Sciences: Big Data Analysis and Visualization II (/journal/applsci/special_issues/Big_Data_Analysis)

Special Issue in Applied Sciences: Latest Advances and Prospects in Big Data (/journal/applsci/special_issues/Advances_and_Prospects_in_Big_Data)

Special Issue in Mathematics: Soft Computing for Social Media Data Analytics (/journal/mathematics/special_issues/Soft computing_data)

Topics: Social Computing_and Social Network Analysis (/topics/Social_Computing_Network_Analysis) Back to TopTop
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Pro“r. Massimo Marchiori ¢ §-(ltoggle_desktop layout cookie) Q =
Website (https://www.math.unipd.it/~massimo/) SciProfiles (https://sciprofiles.com/profile/941926)

1. Department of Mathematics, University of Padua, 35121 Padua, Italy;

2. European Institute for Science, Media and Democracy, 1040 Brussels, Belgium

Interests: complex systems and network science; data science; big data; cyber-physical systems; artificial intelligence

Special Issues, Collections and Topics in MDPI journals

Topics: Complex Systems and Network Science (/topics/Complex_Systems_Network_Science)

‘3

Prof. Dr. Dan Cristian Marinescu

Website (http://www.cs.ucf.edu/~dcm/)
Department of Electrical Engineering and Computer Science University of Central Florida, 4000 Central Florida Boulevard, Orlando, FI 32814, USA
Interests: cloud computing; Parallel and Distributed Systems; Scientific Computing; Quantum Information Processing

Dr. Fabrizio Marozzo

Website (https://scalab.dimes.unical.it/marozzo/) SciProfiles (https://sciprofiles.com/profile/1053872)
Department of Informatics, Modeling, Electronics, and Systems Engineering (DIMES), University of Calabria, 87036 Rende, Italy
Interests: big data analysis; social media analysis; cloud computing; data mining; machine learning

Special Issues, Collections and Topics in MDPI journals

Special Issue in Applied Sciences: Cloud Computing for Big_ Data Analysis (/journal/applsci/special_issues/Cloud_Computin_Big_Data_Analysis)

Special Issue in Algorithms: Scalable Programming Models and Algorithms for Big Data (/journal/algorithms/special_issues/Scalable_ Programming_Big_Data)
Special Issue in Electronics: Advances in Machine Learning, IoT and Big Data for Sustainable Communities (/journal/electronics/special_issues/IE_2022)

Special Issue in Big Data and Cognitive Computing: Review Papers in Big Data, Cloud-Based Data Analysis and Learning Systems (/journal/BDCC/special_issues
[Review_Big_Data)

Special Issue in Future Internet: Big Data Analytics in Green Supply Chain and Social Media Influences (/journal/futureinternet/special_issues/163853G02V)

Prof. Dr. Michele Melchiori
Website (http://dbwis.unibs.it/team/michele-melchiori)
Dipartimento di Ingegneria dell'Informazione, Universita degli Studi di Brescia, Via Branze, 38 25123 Brescia, Italy
Interests: data science; smart cities; blockchain
Special Issues, Collections and Topics in MDPI journals
Special Issue in Sensors: Applied Data Science and Intelligence (/journal/sensors/special_issues/ADSI)

v

Dr. Fabrizio Messina
Website (https://www.dmi.unict.it/messinal)
Department of Mathematics and Computer Sciences, University Of Catania, Catania, Italy
Interests: distributed systems; cloud computing; edge computing; Internet of Things (loT); trust; reputation; intelligent systems
Special Issues, Collections and Topics in MDPI journals
Special Issue in Big_Data and Cognitive Computing: Data Mining_and the Future of Cybersecurity (/journal/BDCC/special_issues/data_cybersecurity)

Prof. Dr. Fionn Murtagh
Website (https://hud.academia.edu/FionnMurtagh) SciProfiles (https://sciprofiles.com/profile/448157)
Centre of Mathematics and Data Science, School of Computing and Engineering, University of Huddersfield, Huddersfield HD1 3DH, UK
Interests: data science; big data analytics, geometry and topology of data and information; digital content analytics; computational science (including innovative models and
paradigms from digital humanities and quantitative and qualitative social sciences); applications in engineering, psychoanalysis, astronomy and in many fields
Special Issues, Collections and Topics in MDPI journals
Special Issue in Journal of Imaging: Big Visual Data Processing_and Analytics (/journal/jimaging/special_issues/processing_and_analytics)
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Dr. sa A. Oliveira
mW:l/www2.uab.ptlﬁpartamentoleCT/detaildocente.php?doc=66) SciProfiles (https://sciprofiles.com/profile/220735)
Department of Sciences and Technology, at the Open University in Lisbon (UAb), 1649-014 Lisbon, Portugal
Int s: experimental design; statistical quality control; risk analysis and risk assessment; statistical modelling; computational staﬁsj’%&?wm;_w@rﬁyﬁ
e-learning methodologies; computational statistics; Software R

o

Prof. Dr. Suely Oliveira
Website (http://homepage.cs.uiowa.edu/~oliveiral)
Department of Computer Science, 14 MLH, The University of lowa, lowa City, IA 52242-1419, USA
Interests: big data applications; parallel algorithms; clustering; machine learning algorithms
Special Issues, Collections and Topics in MDPI journals
Special Issue in Big_Data and Cognitive Computing: Learning with Big Data: Scalable Algorithms and Novel Applications (/journal/BDCC/special_issues

[Novel_Applications)

5]

Dr. Jun Pang

Faculty of Science, Technology and Communication (FSTC), Interdisciplinary Centre for Security, Reliability and Trust (SnT), University of Luxembourg, 4365 Esch-sur-
Alzette, Luxembourg
Interests: data mining; social media analysis; information networks; biological networks; security and privacy

Special Issue in Computers: Formal Methods (/journal/computers/special_issues/formal_methods)

3

Prof. Dr. Sabri Pllana

Website (https://sabripllana.eu/)
Center for Smart Computing Continuum, Forschung Burgenland, Campus 1, 7000 Eisenstadt, Austria
Interests: High-Performance Data Analytics (HPDA); cognitive computing in education

2

Prof. Dr. Christoph Reich

Institute of Data Science, Cloud Computing and IT Security, Furtwangen University of Applied Science, 78120 Furtwangen, Germany
Interests: distributed systems; machine learning; IT security; internet of things

Prof. Dr. Philippe Rigaux

Website (https://cedric.cnam.fr/lab/en/author/rigaux/)
CEDRIC Laboratory, Conservatoire national des arts et métiers (CNAM), Paris, France
Interests: music information retrieval; complex data modelling; temporal data

Dr. Morteza Saberi

Website (https://www.uts.edu.au/staff/morteza.saberi) SciProfiles (https://sciprofiles.com/profile/1121603)
School of Information, Systems and Modelling, Faculty of Engineering and IT, University of Technology Sydney, Sydney, NSW, Australia
Interests: data matching; machine learning; artificial intelligence; cognitive computing; crowdsourcing

Prof. Dr. Giuseppe Maria Luigi Sarne
Website (https://en.unimib.it/giuseppe-maria-luigi-sarne?__cf chl_captcha_tk_=0.4JJP_EoePZDdC3TtrXiUgNelS5z7 tDoeMRYmiJpY-1640788015-0-

gaNycGzNCCU) SciProfiles (https://sciprofiles.com/profile/994375)

Department of Psychology, University of Milan Bicocca, Piazza dell’Ateneo Nuovo, 1, 20126 Milano, Italy

Interests: trust and reputation systems; Internet of Things; distributed artificial intelligence; intelligent transportation systems; multiagent systems

Special Issue in Big_Data and Cognitive Computing: Data Mining_and the Future of Cybersecurity (/journal/BDCC/special_issues/data_cybersecurity)
Special Issue in Sensors: Security, Privacy, and Trust Management in loT (/journal/sensors/special_issues/SPTM_loT)

2
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Abs' though the focus of Virtual Reality (VR) lies predominantly on the visual world, acoustic components enhance the functionality of a 3D environment. To study the
integagtion between visual and auditory modalities in a 3D environment, we investigated the effect of auditory cues on [...] Read more.
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Automatic Diagnosis of Epileptic Seizures in EEG Signals Using Fractal Dimension Features and Convolutional Autoencoder Method (/2504-2289/5/4/78)
by ©) Anis Malekzadeh (https://sciprofiles.com/profile/author/TWVncEQycEtRZGpEZHZXNGFOM3B6QTJjVKEON2FNMGIvSW9uUWNIQUxVdz0=),
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Big Data Cogn. Comput. 2021, 5(4), 78; https://doi.org/10.3390/bdcc5040078 (https://doi.org/10.3390/bdcc5040078) - 13 Dec 2021
Cited by 3 (/2504-2289/5/4/78#citedby) | Viewed by 1668

Abstract This paper proposes a new method for epileptic seizure detection in electroencephalography (EEG) signals using nonlinear features based on fractal dimension
(FD) and a deep learning (DL) model. Firstly, Bonn and Freiburg datasets were used to perform experiments. The Bonn dataset consists of [...] Read more.
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DASentimental: Detecting Depression, Anxiety, and Stress in Texts via Emotional Recall, Cognitive Networks, and Machine Learning (/2504-2289/5/4/77)
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Viewed by 2165

Abstract Most current affect scales and sentiment analysis on written text focus on quantifying valence/sentiment, the primary dimension of emotion. Distinguishing broader,
more complex negative emotions of similar valence is key to evaluating mental health. We propose a semi-supervised machine learning model, DASentimental, to [...] Read
more.

(This article belongs to the Special Issue Knowledge Modelling and Learning through Cognitive Networks (/journal/BDCC/special_issues/knowledge_modelling))
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Abstract Advances in web technology and the widespread use of smartphones and PCs have proven that it is possible to optimize various services using personal data, such
as location information and search history. While considerations of personal privacy and legal aspects lead to situations [...] Read more.
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Abstract Coronavirus disease 2019 pandemic spreads rapidly and requires an acceleration in the process of drug discovery. Drug repurposing can help accelerate the drug

discovery process by identifying new efficacy for approved drugs, and it is considered an efficient and economical approach. Research in [...] Read more.
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Abstract The COVID-19 pandemic has resulted in a global health crisis. The rapid spread of the virus has led to the infection of a significant population and millions of deaths
worldwide. Therefore, the world is in urgent need of a fast and accurate COVID-19 [...] Read more.
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Abstract The coronavirus pandemic is spreading around the world. Medical imaging modalities such as radiography play an important role in the fight against COVID-19.
Deep learning (DL) techniques have been able to improve medical imaging tools and help radiologists to make clinical decisions for [...] Read more.
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Abstract Retention and dropout of higher education students is a subject that must be analysed carefully. Learning analytics can be used to help prevent failure cases. The
purpose of this paper is to analyse the scientific production in this area in higher education in [...] Read more.
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Abstract The COVID-19 pandemic elucidated that knowledge systems will be instrumental in cases where accurate information needs to be communicated to a substantial
group of people with different backgrounds and technological resources. However, several challenges and obstacles hold back the wide adoption of virtual [...] Read more.
(This article belongs to the Special Issue Knowledge Modelling and Learning through Cognitive Networks (/journal/BDCC/special_issues/knowledge_modelling))
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Abstract Automatically estimating the number of people in unconstrained scenes is a crucial yet challenging task in different real-world applications, including video
surveillance, public safety, urban planning, and traffic monitoring. In addition, methods developed to estimate the number of people can be adapted and [...] Read more.
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Abstract Recent advancements of Generative Adversarial Networks (GANs) pose emerging yet serious privacy risks threatening digital media’s integrity and trustworthiness,
specifically digital video, through synthesizing hyper-realistic images and videos, i.e., DeepFakes. The need for ascertaining the trustworthiness of digital media calls for
automatic yet [...] Read more.
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Abstract Rising demand for optimized digital marketing strategies has led firms in a hunt to harvest every possible aspect indicating users’ experience and preference.

People visit, regularly through the day, numerous websites using both desktop and mobile devices. For businesses to acknowledge device’s usage [...] Read more.
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