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ABSTRACT

Fine-grained logging of interactions in user studies is important for
studying user behaviour, among other reasons. However, in many
research scenarios, the way interactions are logged are usually
tied to a monolithic system. We present a generic, application-
independent service for logging interactions in web-pages, specif-
ically targetting user studies. Our service, Big Brother, can be
dropped-in to existing user interfaces with almost no configuration
required by researchers. Big Brother has already been used in sev-
eral user studies to record interactions in a number of user study
research scenarios, such as lab-based and crowdsourcing environ-
ments. We further demonstrate the ability for Big Brother to scale
to very large user studies through benchmarking experiments. Big
Brother also provides a number of additional tools for visualising
and analysing interactions.

Big Brother significantly lowers the barrier to entry for logging
user interactions by providing a minimal but powerful, no configu-
ration necessary, service for researchers and practitioners of user
studies that can scale to thousands of concurrent sessions. We have
made the source code and releases for Big Brother available for
download at https://github.com/hscells/bigbro.

CCS CONCEPTS

« Information systems — Traffic analysis.

KEYWORDS

user studies, interaction logging

ACM Reference Format:

Harrisen Scells, Jimmy, and Guido Zuccon. 2021. Big Brother: A Drop-In
Website Interaction Logging Service. In Proceedings of the 44th International
ACM SIGIR Conference on Research and Development in Information Retrieval
(SIGIR °21), July 11-15,2021, Virtual Event, Canada. ACM, New York, NY,
USA, 5 pages. https://doi.org/10.1145/3404835.3462781

1 PROBLEM, TARGET USERS & IMPORTANCE

Recording interactions in a user study setting is extremely impor-
tant for understanding user behaviour, among other reasons. How-
ever, writing the code to implement the recording of interactions
can be tedious and a burden on those who wish to run user studies.
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Figure 1: High-level overview of the system architecture.
Indeed, there is a considerable amount of software infrastructure
to be considered when logging user interactions: How to efficiently
process streams of interactions from multiple users/sessions? How
to store the logs? How to deal with all the types of interactions a
user might make? When we encountered these questions, it was
clear that a standard, simple, and drop-in service was required. The
requirement for the service to passively log interactions once loaded
into a web page also provides a generic way to capture events from
users no matter the framework or setting that the user study is
run. We present this service to the wider IR community as an Open
Source tool, dubbed Big Brother. An overview of the Big Brother
architecture is presented in Figure 1.

Fine-grained interaction logs enable researchers to more deeply
understand how users behave in their systems. Tracking and analysing
how users behave is important for a number of reasons:

Evaluation. While users self-reported measurements can provide
a weak indication of the effort required to complete tasks, tracking
user interactions can provide a stronger source of evidence for
how much effort, or how challenging a user found a task. For
example, by logging user interactions with Big Brother, Cross et
al. [2] found that user reported effort differed from the number
of interactions between two systems.

User Modelling. Recording how users interact with systems en-
ables a deeper understanding of user behaviour, and can lead
to models that better reflect the needs of users. In Information
Retrieval tasks, White [7] notes that modelling user behaviour
permits “better understanding the search process, estimating sat-
isfaction, identifying connections between queries and/or URLs,
and learning which results are relevant.”

Multi-Modal Interactions. Often it is desirable to analyse be-
havioural patterns between how users interact with the keyboard
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and mouse and other physiological interactions, such as e facial
expressions [1]. For example, using Big Brother, Jimmy et al. [4]
were able to better understand what users paid attention to by
combining interaction data like clicks and mouse movements
with eye-tracking.

Malicious Users. By tracking how frequently a user interacts with
elements on a page it is possible to identify behavioural patterns
that may correspond with malicious intent [3].

2 OPERATION OF THE SYSTEM

Big Brother has two main components: a high-throughput server
and a JavaScript client. The client listens to events that occur in a
web browser, and the server ingests them in real-time.

2.1 Client

The Big Brother client has been written to provide maximum
functionality with minimal setup and configuration. The small-
est amount of code to have Big Brother listen to events is presented
in Listing 1. By default, Big Brother is configured to listen to all
events on all elements on a page. This client has been put to the test
on multiple user studies with highly complex interfaces [2, 4, 5].
Practitioners of these studies and users of their systems noticed no
slowdown of their study as a result of using Big Brother.

Listing 1: Minimal example of code required to initialise
bigbro on the client-side. Note the session_id which should
already be initialised elsewhere.

<script src="bigbro.js"></script>

<script type="text/javascript">
BigBro.init(session_id, "localhost:1984");
</script>

Often, however, the practitioner of a user study may only be inter-
ested in a subset of events. Listing 2 presents the JavaScript code
required on the client-side to restrict Big Brother to listen to two
events: mousemove and onload, which will record the coordinates
of the users’ mouse, and the time the session began respectively.

Listing 2: Initialising bigbro to listen on only certain global
events. HTML code removed for brevity.

BigBro.init(session_id,
"localhost:1984",

["mousemove", "onload"]);

Sometimes, the practitioner of a user study may wish to capture
custom interactions or events from their user. For example, logging
a custom event for when a user clicks a specific button on the page.
Listing 3 presents the JavaScript code required on the client-side
to wire the processing of a custom event to Big Brother’s exposed
custom logging functionality.

Listing 3: Wiring up bigbro to listen to click events and to
log a custom event.

let bb

BigBro.init(session_id,
"localhost:1984");

let w window;
w.addEventListener ("click",
bb.log(e,

function (e) {
"custom_event");
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Component  Description of Component

Target The HTML element that has caused the event
to trigger.

Name The name attribute of the HTML element in
Target.

ID The id attribute of the HTML element in Target

Method The name of the method that caused the event
to trigger.

Location The web-page location on the server (URL, with
query string and anchors).

Comment Any additional custom information that may
be useful to interpreting the event.

X The x-position within the web browser that the
event occurred at.

Y The y-position within the web browser that the
event occurred at.

ScreenWidth The width of the web browser the event oc-
curred within.

ScreenHeight The height of the web browser the event oc-
curred within.

Time The time the event happened.

Actor An identifier that can be used to refer to the

user that caused the event, e.g., session ID.

Table 1: The components of an event.

1))

Finally, it is possible to record the screen using Big Brother. List-
ing 4 presents the minimum JavaScript code required to start a live
capture of the browser window a user is looking at. Because of
browser security, screen capture cannot be started automatically,
and must be initiated by clicking an element (as seen in the argu-
ment provided to the function in Listing 4). Captures are saved as a
series of images. The time between each capture can be configured,
and captures can be taken in response to events. The images can
be stitched together into a video later, or can be used to highlight
specific interactions from the logs.

Listing 4: Wiring up bigbro to listen to click events and to
log a custom event.

let bb

BigBro.init(session_id,
"localhost:1984");

bb.startCaptureOnClick ("capture");

The Big Brother client has been specifically designed to require
very minimal configuration and setup. Likewise, the server is de-
signed to be run independently of components such as the web
server a user study is hosted on.

2.2 Server

The server is written in the Go programming language. This pro-
vides a number of advantages, primarily the ability for the server
code to be compiled into a high-performance single-binary file for
multiple platforms (macOS, Windows, Linux, etc.). The server can
be configured using command-line options. It can also be integrated
into existing web servers as library code, so long as those servers
are written in Go.
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The server processes interactions from users as events. The com-
ponents that comprise an event are summarised in Table 1. An
event captures information about the HTML elements that were
interacted with (Target, Name, ID), how the event was triggered
(Method), what the URL was on the page that the event occurred
(Location), additional custom comments (Comment), positional
information to "replay” interactions (X, Y, ScreenWidth, Screen-
Height), the time that the event occurred (Time), and the user that
caused the event (Actor).

Events are streamed from the user’s web browser to a centralised
server over websockets. This enables the real-time ingestion of
interactions. Currently, Big Brother can output logs to a local csv
file as well as directly indexing them to Elasticsearch. A small,
real example of logs captured during a user study is presented in
Listing 5. The researcher who ran this study decided to output their
interaction logs directly to a csv file. The ordering of components
in these events is how they are produced by bigbro . Listing 6
shows the ordering of components in the csv file output. These
logs show the interactions of two user sessions from a human
intelligence task (HIT) on a popular crowdsourcing platform. This
slice of interaction logs begins when the A1 user starts a HIT, and
ends when they finish the HIT. At the same time, another user (A2)
is in the middle of another HIT. The researcher running this user
study records when their users click on a multiple select dropdown.
The very final line in the log, when user A1 finishes the HIT, also
logs the recorded answers to the questionnaire using the Comment
component: T|T|T|T|T.

In addition to allowing the researcher to see in real-time how
users are interacting with their experiments (and potentially throw
away sessions from users who completed the study too quickly),
it provides a second way to record responses that users make to
questionnaires.

2.3 Throughput Benchmark

We demonstrate the ability of Big Brother to scale and accommodate
very large user studies by providing a throughput benchmark of log-
ging user interactions directly to a csv file. To make the benchmark
more realistic, we simulate the time it takes to process an event
by encoding and decoding the event, and populate the event with
random data. Each event has Target, Method, Location, X, Y, Screen-
Height, ScreenWidth, Time and Actor components. To benchmark
the code, we use the standard benchmarking framework included
in the Go language (as this is the language that the server is written
in). In this framework, a loop containing the process described
earlier is run N times until it takes a second for the benchmark
to complete. We report the total number of events processed, the
average time it takes to process one event in microseconds, and the
throughput in MB/s. We run the benchmark ten times and report
both each run and the overall statistics. The benchmarks were run
on a 2.7GHz Intel Core i7 8-core 2018 MacBook Pro with 16GB
of LPDDR3 RAM and solid-state flash storage. Table 2 presents
the results of the benchmark. On average, Big Brother can process
approximately 70,000 events per second, with each event processed
in approximately 26us, and write the interactions to a file at a speed
of approximately 5MB/s. In practice, while we never came close to
this amount of interactions per second, bigbro did remain resilient
and experienced no faults over the course of a number of studies.
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Processed Events  pus/Event Throughput (MB/s)
79,026 22.21 5.58
71,455 29.51 4.27
37,600 32.79 3.87
84,356 31.22 4.07
60,418 19.31 6.53
82,922 23.70 5.36
72,714 30.97 4.10
83,862 27.30 4.61
86,094 24.86 5.07
51,250 24.37 5.21
70,969.70+16,326.29 26.60%0.27 4.87+0.34

Table 2: Benchmark results of logging events. The last row
indicates average across the runs, with standard deviation.
The processed events column indicates the number of events
processed in one second.

2.4 Other Tools within Big Brother

The Big Brother family also includes other tools for visualising
and manipulating data produced by the bigbro tool. These include
bbheat and bbstat , which are compatible with CSV formatted
logs produced by bigbro . If Elasticsearch is used as the storage
medium for logs, it is possible to use the infrastructure that has
been developed for it, including Kibana, a data visualization dash-
board. Note that it is possible to use the Big Brother tools and the
Elasticsearch tools by allowing bigbro to write to a CSV file and in-
gesting that file into Elasticsearch using software such as Logstash.
For details on how to use these tools, please refer to the GitHub
repository.

2.5 bbheat

Often it is useful to be able to visualise the interactions of users
over user interfaces. For this, the bbheat tool can be used. This
tool allows one to produce a static or animated heat map of mouse
movements. The tool has several options for filtering interactions,
for example by actor, time, and browser window size. An example of
one of the heat maps produced by this tool is presented in Figure 2.
Using the screen recording functionality of Big Brother, it becomes
trivial to visualise how different users interact with a system, or
how changes in interface design can impact user behaviour.

2.6 bbstat

Analysing log data can be tedious, especially processing the data
for analysis. The bbstat tool provides common functionality for
processing interaction logs for later analysis. The functionality
provided by the bbstat tool include filtering: interaction logs can
be split into multiple files based on actor, time, or comment, and
aggregation: production of reports such as how long a user spent
on different pages or how many times certain elements in a page
were clicked.

2.7 Kibana

Kibana is a product that is developed by the same company that built
Elasticsearch. It provides tools for visualising and manipulating
data. Kibana has been developed with time series logs in mind. A
deeper description of Kibana is not provided here for space reasons,
but it can be a powerful alternative to the tools provided by Big
Brother.
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Listing 5: Example log file capturing two user sessions at the same time. Note that there were far more interactions captured
during the study and that this is a small contrived slice of the data. Much of the information from the URL has been redacted.

19-01-03 06:12:45,A1,hit_start,,,,https://example.com?assignmentId=XYZ123&hitId=HIT1,0,0,1319,646,
19-01-03 06:12:47 ,A1,click,SELECT,ql,,https://example.com?assignmentId=XYZ123&hitId=HIT1,1079,299,1319,646,
19-01-03 06:12:48,A1,click,SELECT,ql,,https://example.com?assignmentId=XYZ123&hitId=HIT1,0,0,1319,646,
19-01-03 06:12:49,A1,click,SELECT,q2,,https://example.com?assignmentId=XYZ123&hitId=HIT1,1067,328,1319,646,
19-01-03 06:12:46,A2,click,SELECT,q4,,https://example.com?assignmentId=ABC789&hitId=HIT2,806,233,1063,306,
19-01-03 06:12:46,A2,click,SELECT ,q4,,https://example.com?assignmentId=ABC789&hitId=HIT2,0,0,1063,306,
19-01-03 06:12:50,A1,click,SELECT,q2,,https://example.com?assignmentId=XYZ123&hitId=HIT1,0,0,1319,646,
19-01-03 06:12:50,A1,click,SELECT,q3,,https://example.com?assignmentId=XYZ123&hitId=HIT1,1067,354,1319,646,
19-01-03 06:12:51,A1,click,SELECT,q3,,https://example.com?assignmentId=XYZ123&hitId=HIT1,0,0,1319,646,
19-01-03 06:12:49,A2,click,SELECT,q5,,https://example.com?assignmentId=ABC789&hitId=HIT2,779,260,1063,306,
19-01-03 06:12:52,A1,click,SELECT,q4,,https://example.com?assignmentId=XYZ123&hitId=HIT1,1069,390,1319,646,
19-01-03 06:12:50,A2,click,SELECT,qg5,,https://example.com?assignmentId=ABC789&hitId=HIT2,0,0,1063,306,
19-01-03 06:12:53,A1,click,SELECT,q4,,https://example.com?assignmentId=XYZ123&hitId=HIT1,0,0,1319,646,
19-01-03 06:12:54,A1,click,SELECT,q5,,https://example.com?assignmentId=XYZ123&hitId=HIT1,1074,424,1319,646,
19-01-03 06:12:55,A1,click,SELECT,q5,,https://example.com?assignmentId=XYZ123&hitId=HIT1,0,0,1319,646,
19-01-03 06:12:56,A1,hit_end, INPUT,,submit,https://example.com?assignmentId=XYZ123&hitId=HIT1,659,617,1319,646,T|T|T|T|T
Listing 6: Order of event components in Listing 5
Time,Actor ,Method, Target ,Name,ID,Location,X,Y,ScreenWidth,6 ScreenHeight ,Comment
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Figure 2: Heat map of mouse interactions overlaid on top
of an image of a search interface captured using the screen
recording functionality of Big Brother.

3 COMPARISON WITH EXISTING SYSTEMS

The idea to capture interactions in user study scenarios is not new.
For example, Zuccon et al. [8] proposed a system for evaluating In-
formation Retrieval systems using interactions from crowdsourced
workers. They observe interactions such as the length of sessions,
the number of elements clicked, and the number of items examined.
However, they do not measure fine-grained interactions such as
mouse movements, and these measurements are built into the un-
derlying interface, unlike Big Brother which can log interactions
independently of the underlying interface. Bierig et al. [? ] pro-
posed an end-to-end system for designing user studies and logging
multi-modal interactions within those studies. The downside to
this system is that it may not provide the flexibility afforded by be-
spoke user study systems. Big Brother is able to be integrated easily
into highly bespoke web-based systems. Atterer and Albrecht [?
] proposed a similar interaction logging system to ours by using
AJAX requests instead of web sockets. However, their events con-
tain fewer components than ours, and it is unlikely that this older
technology would scale for large user studies of today. More re-
cently, Maxwell and Hauff [6] have developed fine-grained logging
infrastructure for web-based experiments that use similar modern
technology to ours. While the architecture of their system may
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strates its robustness in different user study scenarios. We further
contrast Big Brother to their LogUI system by demonstrating the
additional ability to record the screen of users and the associated
tools for visualising and manipulating interactions.

Lettner and Holzmann [? ] and Kokemore and Hutter [? ] both
proposed toolkits for automatically logging user interactions in
mobile applications. Their frameworks differ from ours as they
target mobile settings (e.g., Android or iOS apps) instead of web-
based interfaces. Note however that Big Brother is compatible with
touch events in a mobile browser. In a similar vein, Jeong et al. [? ]
proposed a framework for visualising how users transition from
one mobile application screen to the next. This system captures a
screenshot each time the user transitions to a new interface in the
app. This functionality is exposed in Big Brother, but this system
can provide a transition graph visualisation, which we do not.

4 IMPACT OF BIG BROTHER

The Big Brother logging system has been used already in several
user studies and has been ‘battle tested’. We demonstrate the ability
of the bigbro server to scale to tens of thousands of interactions
per second. We have developed the Big Brother ecosystem to allow
researchers to integrate interaction logging into any web-based
system. Furthermore, we have designed the entire system to be
extremely easy to use, while providing highly sophisticated func-
tionality, such as screen recording. These attributes, we believe,
will significantly lower the barrier to entry for capturing user in-
teractions in many research settings.
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ACM SIGIR 2021 Chairs’ Welcome

Welcome to the 44th Annual International ACM SIGIR Conference on Research and Development in
Information Retrieval (SIGIR 2021). SIGIR is the premier scientific conference in the broad area of
information retrieval. SIGIR 2021 was originally planned to be held in Montréal, Quebec, but, due to the

global pandemic, had to be shifted to a virtual conference.

In addition to the traditional technical program familiar to the SIGIR community, SIGIR 2021 has
successfully launched two new tracks: Resource and Perspectives. Across all tracks, SIGIR continues to

grow in terms of the number of submissions, as shown in the table below.

Valid submissions | Accepted Acceptance rate (%)
Full papers 720 151 209
Short papers 526 145 27.6
Demo papers 39 21 53.8
Resource papers (new track) 60 27 45.0
Perspectives papers (new track) 11 3 27.3
SIRIP papers 20 9 45.0
Doctoral consortium papers 13 11 84.6
Workshop proposals 9 6 66.7
Tutorial proposals 12 9 75.0

Valid submissions came from a total of 6,335 authors from 54 countries. We are thankful to all of these
authors for choosing to submit to SIGIR 2021. In response to these high-quality papers, 976 reviewers
provided reviews and meta-reviews, resulting in a total of 4,241 reviews and meta reviews. We thank
the program committees for their diligence. The accepted papers and proposals are contributions from a

total of 2,454 authors from 40 countries.

SIGIR 2021’s technical program is highlighted by three invited keynote presentations and the 2021
Salton Award keynote. We thank our invited speakers, Eszter Hargittai (University of Zurich,
Switzerland), Hang Li (ByteDance, China), and Helen Nissenbaum (Cornell University, USA), for sharing
their scholarship and perspective with the SIGIR community.

Adding to this year’s agenda is the colocation of the ICTIR 2021 conference, 9 tutorials, 6 workshops,
two days of SIRIP, and newly established SIGIR Academy inductions. This year’s conference program
also includes presentations for 37 papers from ACM Transactions on Information Systems, Volumes 37
and 38, continuing the tradition of supporting knowledge transfer. We are also continuing with events

such as Women in IR and a panel on Diversity, Equity, and Inclusion (DEI).

But we are doing more than just a panel discussion on DEI this year. Taking advantage of the online
format and to continue making SIGIR a welcoming and inclusive space, we have paid special attention
to DEI efforts. This is reflected in several new programs and initiatives. This starts with having

considerably low registration fees across the board. Then, providing significant discounts to those

il



coming from least developed countries (as defined by the UN), and giving substantially discounted or
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