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e Indonesian overn ent li ited or s ut down internet access durin  
se arate riots in a arta and a ua in  e usti cation for bloc in  t e 
internet and disablin  certain features of social edia latfor s was to uell 
t e unrest by ceasin  t e s read of fa e news  evert eless, t e overn ent 
did not declare a state of e er ency in res onse to eit er situation, tri erin  
debate on w et er t e internet restrictions ad any  stron  constitutional basis 
or if t ey were out of ro ortion and unconstitutional  is study evaluates 
t e overn ent s olicy on internet s utdowns to reduce t e s read of fa e 
news a id riots, and e licates w en t e state of e er ency feature  i t 
be activated  e researc  et od of t is article is a doctrinal le al a roac , 
w ic  critically e a ines w et er t e overn ent olicy was e cessive, and to 
w at e tent a state of e er ency can be i le ented by ini u  standard 
re uire ents  e result of t is study s ows t e riots in a arta and a ua 
ou t not be cate ori ed as national t reats  ence, t e internet s utdown was 
out of ro ortion  Fa e news is art of t e rice we ay for a free society  t us 
t e article ar ues t at an internet s utdown is not a ro er way to co bat fa e 
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news  Furt er ore, t e overn ent as failed to ful ll t e ini u  standards to 
ustify t e internet s utdowns  ccess to t e internet is a new face of de ocratic 
illars, so bloc in  internet access wit out any su cient le al instru ents and 

correct constitutional inter retation i t indicate sy to s of a failure to 
u old de ocracy

Democracy, Fake News, Human Rights, Internet Shutdown, State of 
Emergency.

I. I I

e Indonesian overn ent restricted access to certain features of social 

edia latfor s in a arta and so e ot er cities over ay , , a id 

concerns t at disse ination of fa e news would e acerbate riots in t e city s center, 

followin  t e announce ent of t e results of t at year s residiental election  

Fro  u ust  to  Se te ber, , t e overn ent bloc ed1 internet access in 

a ua in res onse to wides read riotin  t at ad been s ar ed by t e arrest of 

a uan students in Surabaya, ast ava, for alle edly disres ectin  t e Indonesian 

a 2 e overn ent announced t e internet restrictions t rou  ress releases, 

u ber I F  and u ber I F , 

issued by t e inister of o unication and Infor ation 3 urin  t e unrest, 

t e overn ent also bloc ed ,  websites and restricted social edia access 

to counter t e s read of w at it dee ed to be fa e news  e s utdowns were 

critici ed as a otential violation of t e constitutional ri t to freedo  of access 

to infor ation  Indeed, t e edia and infor ation are illars of de ocracy, 

rotected under rticle F of Indonesia s  onstitution, w ic  states, very 

1 Internet shutdown means that an intentional disruption of internet or electronic communication, rendering them 
inaccessible or e ectively useless to e ert control over the ow of information, see edia Defence, hat is an 
Internet Shutdown , edia Defence, 2 2 , https://www.mediadefence.org/ereader/publications/introductory-
modules-on-digital-rights-and-freedom-of-e pression-online/module-3-access-to-the-internet/what-is-an-internet-
shutdown/, accessed on ay 3 , 2 22.

2 Desy Setyowati, ominfo Tutup 2.1  A un dan Situs Selama Pembatasan edia Sosial ominfo loses 2,1  
Accounts and Sites During Social edia estrictions ,  ata Data, 2 1 , https:// atadata.co.id/desysetyowati/
digital/ e a 1 f1e / ominfo-tutup-21 -a un-dan-situs-selama-pembatasan-media-sosial, accessed on April 
2 2 .

3 The inistry of ommunication and Information in 2 1  issued a series of press releases to announce social 
media restrictions and internet bans. The press release was used to become the legal basis of the inistry of 
Information and Technology to declare the state of emergency and internet shutdown in Papua. 
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erson as t e ri t to co unicate and to obtain infor ation for t e ur ose 

of self develo ent and social environ ent, and as t e ri t to see , obtain, 

ossess, store, rocess and convey infor ation usin  any c annels available

e internet s utdown s ar ed a a or debate over w et er internet 

s utdowns were ro er and constitutional w en erely usin  a ress release as 

a le al basis  rticle   of t e  onstitution states, In e ercisin  t eir 

ri ts and freedo s, every erson s all be sub ect to any restrictions establis ed 

by law solely for t e ur ose of ensurin  t e reco nition and res ect for t e 

ri ts and freedo s of ot ers and of eetin  t e ust re uire ents of orality, 

reli ious values, security, and ublic order in a de ocratic society  In ot er 

words, t e state ay li it a erson s u an ri ts, but suc  restrictions ust 

be re ulated by law and in accordance wit  considerations of orality, reli ion, 

security and ublic order  In addition, w en Indonesia wants to deter ine a state 

of e er ency, as re ulated in rticle  of t e  onstitution, t e resident 

declares a state of e er ency t rou  law

urin  t e eriods of bloc in  social edia features and t e internet, t e 

overn ent used Indonesia s ainstrea  edia to do inate covera e of t e 

events, as ost of t e country s edia owners are artisan and su ort t e 

coalition of t e incu bent resident  e country s edia t erefore carried t e 

overn ent s ress conferences and ress releases on t e issues  e underlyin  

reason for bloc in  social edia features, suc  as video and oto s arin , and 

us in  t e o cial news, was to co bat t e s read of fa e news  is a roac  

was not in line wit  t e international standard on rotectin  u an ri ts  

freedo  to access infor ation and freedo  of e ression

us, t is article critically evaluates several atters  First, it evaluates t e 

overn ent s action on t e social edia restrictions and t e internet s utdown  

It t en discusses t e relation between a state of e er ency and t e s read of 

fa e news  e t, t e analysis e licates t e ini u  standard and criteria of 

t e state of e er ency doctrine  It  also e a ines online s eec  freedo  and 

internet curbs in bot  India and t e United States of erica
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II. 

is article uses a doctrinal le al researc  et od wit  a conce tual and 

co arative a roac  to critically evaluate t e overn ent s olicy on t e social 

edia restrictions and internet s utdown durin  t e a arta and a ua riots 

to identify w et er suc  action was constitutional or unconstitutional  It also 

analy es in w at conditions and cases a state of e er ency feature  can be 

declared, as suc  a easure will a ect basic ri ts and freedo s  is study 

be ins by analy in  t e doctrine of t e state of e er ency and considers w et er 

t e overn ent s ould activate a state of e er ency to co bat fa e news  It also 

e licates t at t e local riots cannot be cate ori ed as a national t reat since t e 

i act was only at local level  e overn ent could use ordinary substitutional 

e orts rat er t an an internet s utdown  In addition, so e uris rudence fro  

ot er de ocratic societies indicate t at internet s utdowns to tac le fa e news 

are unconstitutional   recautionary rinci le lays an i ortant role rior to 

declarin  a state of e er ency  

 
III. I I

. . I

e Fa e ews allen e, a ro ect t at encoura es t e develo ent 
of al orit s ai ed at reducin  t e s read of isinfor ation, states t at 
fa e news eans an utterly fabricated clai  or story created and intended 
to deceive, often for secondary ain  Li ewise, econo ists unt llcott 
and att ew ent ow  ave said fa e news is news articles t at are 
intentionally and veri ably false and could islead readers  ventually, 
t e do ino i act of t is eno enon is social con ict, istrust toward 
t e edia, and defa ation

s a ro a anda tec ni ue, fa e news was fa ously ter ed a 
re ose of false ood  by ussia s Komitet Gosudarstvennoy Bezopasnosti 

 unt Allcott and atthew ent ow, Social edia and Fa e ews in the 2 1  Election,  Journal of Economic 
Perspective 31, no.2 2 1 : 213.
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o ittee for State Security  durin  t e anne ation of t e ri ean 
eninsula to disse inate artial trut s or outri t ctions  In t ese 

circu stances, risto er aul and iria  at ews5  ive so e analysis  
In t e re ose of false ood tec ni ue, t ere s all be i  volu e, re etitive 
and continuous infor ation, no co it ent to ob ective reality, and no 
co it ent to consistency

o anifest t e re ose of false ood tec ni ue, t e content creator 
as to roduce fa e news in u e uantities wit out considerin  t e trut  
efore discussin  ow overn ents or rivate entities ay address t e 

wides read issue of fa e news, it is necessary to de ne t e bac round 
t at contributes to t e current roble   de nition for fa e news 
s ould consider ast a earances of isinfor ation, disinfor ation, and 

ro a anda, analy e t eir ur oses, and e a ine t eir e ects for t e 
current incarnation to be addressed

. . I I

I

e internet and social edia are now classi ed as odern de ocratic 

foru s, even t ou  t ey carry t e ar ful ris s of fa e news, false state ents, 

isinfor ation, and isleadin  infor ation  es ite t ose ris s, t e edia is 

a art of t e de ocratic tools to e body t e soverei nty of t e eo le  Fa e 

news is one of t e ost tal ed about to ics in t e world, es ecially since t e 

 United States residential election, in w ic  onald ru  attac ed 

t e edia by labelin  critical covera e as fa e news , w ile at t e sa e ti e 

usin  social edia to disse inate ro a anda  e ublicans used fa e news as 

a ca ai n odel to in uence voters, a ove t at was ec oed in Indonesia s 

 residential election  

Fa e news causes ori ontal con ict, w ic  t reatens t e way of life of 

Indonesian society and can also a ect national security  is as ro ted t e 

5 hristopher Paul and iriam athews, The ussian Firehose of Falsehood  Propaganda odel: hy It ight 
or  and ptions to ounter It,  and orporation, 2 1 , https://www.rand.org/pubs/perspectives/PE1 .html, 

accessed on anuary 3 , 2 2 .
 ate Lamb, Fa e ews Spi es in Indonesia ahead of Elections,  The uardian,  arch 2 , 2 1 .
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overn ent of Indonesia to lter, bloc  and even s ut down t e internet, as well 

as restrict social edia  is re ressive olicy action is ta en on t e rounds 

of rotectin  t e ositive develo ent of t e internet and social edia fro  

suc  ne ative i acts  

. . . I

Freedo  of e ression e bodies t e s irit of de ocracy and is a funda ental 

ri t uaranteed by Indonesia s  onstitution  rticle  ara ra   of 

t e onstitution states t at every erson as t e ri t to freedo  of association, 

asse bly, and e ression  is freedo s of s eec  is li ited by rticle  

ara ra   and , w ic  state

 very erson s all res ect u an ri ts of ot ers in t e order of life 
of t e society, nation, and state

 In e ercisin  t eir ri ts and freedo s, every erson s all be sub ect 
to any restrictions establis ed by law solely for t e ur ose of ensurin  
t e reco nition and res ect for t e ri ts and freedo s of ot ers and 
of eetin  t e ust re uire ents of orality, reli ious values, security, 
and ublic order in a de ocratic society

ose two articles ean t at u an ri ts ful l ent in Indonesia can be 

restricted for t e sa e of rotectin  national security and t e ublic interest  

is restriction ay be construed as cultural relativis  or articularis , as it 

a ears contrary to t e universalis  rinci le  e overn ent as ar ued t at 

internet and social edia s utdowns were relevant because Indonesia faced t e 

t reat of violence, as well as se aratist senti ents in a ua rovince  

e ori inal intent of t e  onstitution s drafters allowed li itations 

on u an ri ts  en t e onstitution was a ended over , suc  

li itations were clearly sti ulated in rticle , w ic  co es at t e end of 

t e section on u an ri ts rovisions 1  e inter retation of rticle  can 

 I a arlina Idris, The Internet Shutdown in Papua Threatens Indonesia s Democracy and Its People s ight to 
Free Speech,  The a arta Post,  https://www.the a artapost.com/academia/2 1 / / 2/the-internet-shutdown-in-
papua-threatens-indonesias-democracy-and-its-peoples-right-to-free-speech.html, accessed September 2, 2 1 .

 The 1 5 onstitution of Indonesia Article 2 E Paragraph 3  and Article 2  Paragraph 1  and 2 .
 Idris, The Internet Shutdown.

1  olman Lynch, Indonesia s Use of apital Punishment for Drug-Tra c ing rimes: Legal bligations, E tralegal 
Factors, and the ali ine ase,  Columbia Human Rights Law Review , 2 : 5 2.
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be seen in t e onstitutional ourt s decision u ber UU I  on 

t e case of t e ali nine  eroin s u lers  e onstitutional ourt ar ued 

t at t e deat  enalty could be i osed in Indonesia by ta in  rticle  as 

a le al basis  is eans t at t e restriction of u an ri ts is lawful as lon  

as re ulated into law 11

Soe arto, a at ir o a ad, and Lee uan ew were t ree leaders of 

Sout east sian nations w o re ected t e universalist conce tion of u an 

ri ts and instead es oused sian values  t at ut co unitarian values over 

individual ri ts  ey believed t at universalis  co es fro  liberal estern 

u an ri ts, and t at articularis  is a nationalist ideolo y wit  local values  

 relatively si ilar view was s ared by for er Indonesian resident  abibie, 

w o led t e country over  to  in t e initial sta e of its transition fro  

aut oritarianis  to de ocracy  e ar ued t at t e international u an ri ts 

conce tion as no absolute value  e said t at even t ou  u an ri ts are 

in erent to all u an bein s, u ans do not live alone as a zoon politicon 

olitical ani al  or u an society  ence, eo le ust res ect t e ri ts of 

ot er eo le for t e sa e of social stability

onse uently, in addition to defendin  individual ri ts, u ans also ust 

res ect ot er eo le s ri ts, na ely t e obli ation of u an ri ts 12 ven 

t ou  u an ri ts are in erent in eac  individual, u ans cannot avoid 

social interaction  ecause of t at, under u an nature, a balance and ar ony 

between t e freedo  of individual ri ts and social res onsibility s ould be 

e t 13 not er rinci le t at ust be u eld is t e balance between universal 

u an ri ts values and reco nition of national values  is eans t at t e 

international co unity ust also reco ni e and a ree t at i le entin  

u an ri ts values is t e aut ority and res onsibility of t e overn ent or 

country concerned  abibie e asi ed t e i ortance of res ectin  t e ri ts 

11 onstitutional ourt Decision o. 21/PUU- I/2  2 .
12 Habibie, Deti -Deti  yang enentu an: alan Pan ang Indonesia enu u Demo rasi Decisive oments: Indonesia s 

Long oad Towards Democracy  a arta: TH  andiri, 2 : .
13 Ibid., .
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of ot ers  es ectin  ot er eo le s ri ts is an obli ation of u ans  ence, 

t ere is t e t eory of ri t and obli ation 1

e social obli ation conce t is also clearly sti ulated in ecree o  II

 on u an i ts, issued by t e eo le s onsultative sse bly, 

and in rticle  ara ra   of t e  onstitution  Indonesia reali es 

and reco ni es t at eac  individual is art of society  e co unity consists 

of eo le w o ave ri ts, w ic  eans t ey also ave to res ect t e ri ts 

of ot ers in order to balance t e nation s life  is eans t at in addition to 

avin  u an ri ts rotection, u ans ust also res ect, rotect, and ful l 

t e ri ts of ot ers as an obli ation for everyone

olari ation of t in in  about u an ri ts is also re ected in t e  

onstitution, wit  articularis  on u an ri ts ste in  fro  rticle  e 

t eoretical debate and i lications of u an ri ts rotection and obli ations 

also arise fro  e istin  law, es ecially in t e Indonesian ri inal ode, w ic  

was in erited fro  t e utc  colonial overn ent  rticle  and rticle  of 

t e ri inal ode re ulate articularis  t at restricts freedo  of t e ress  e 

ur ose of t ose articles is t e rotection of news a ers and ublis ers  s lon  

as t ey can rovide correct infor ation, t ey would be free fro  rosecution  

t erwise, t ey could face unis ent under cri inal law for defa ation 15 

is arran e ent is di erent fro  t e rinci le of freedo  of t e ress in a 

universal ers ective t at does not reco ni e any e ce tions  Universalis  ay 

be re arded an anot er na e of liberal u an ri ts

In , t e onstitutional ourt re ected a c allen e to rticle  of t e 

u an i ts ourt Law sub itted by for er ast i or overnor bilio ose 

sorio Soares, w o was bein  rosecuted for alle ed u an ri ts violations  

Soares wanted is trial at t e u an i ts ourt alted, ar uin  t ere was 

no le al basis for retroactive rosecution  is etition c allen ed rticle  

1  Ibid., .
15 Suparman ar u i, Perspe tif ah amah onstitusi Tentang Ha  Asasi anusia: a ian Tiga Putusan ah amah 

onstitusi: omor 5/PUU-II/2  omor 1 2/PUU- II/2  dan omor 1 /PUU- II/2  Perspective of the 
onstitutional ourt on Human ights: A Study of Three Decisions of the onstitutional ourt: umber 5/

PUU-II/2  umber 1 2/PUU- II/2  and umber 1 /PUU- II/2 ,  ournal of udisial , no. 3 2 13 : 
1 -1 5.
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ara ra   of t e u an i ts ourt Law as bein  contrary to rticle I 

of t e  onstitution  e ar ued t e u an i ts ourt ad no urisdiction 

to e a ine is case because t e alle ed violations ad occurred in , before 

t e u an i ts ourt e isted  Usin  t e retroactive rinci le, t e u an 

i ts ourt can e a ine aste cases of u an ri ts violations  

ccordin  to t e etition, t e u an i ts Law contradicts rticle I 

ara ra   of t e  onstitution on t e ri t not to be rosecuted on 

t e basis of a retroactive law  Soares s lawyers t erefore ar ued t at rticle  

ara ra   s ould declared be null and void  ut t e onstitutional ourt, in 

decision u ber UU II , decided t at rticle   is constitutional 

because t e ri t to be free fro  retroactive rosecution could be set aside under 

rticle  of t e onstitution

ven t ou  Indonesia reco ni ed cultural relativis  by avin  rticle  

ara ra s  and , w ic  beca e t e le al basis for t e overn ent to 

conduct internet and social edia s utdowns, t e overn ent failed to e lain or 

for ally declare a state of e er ency  e overn ent can bloc  internet access 

in a ua as lon  as it ful lls t e for al re uire ent of t e declaration of a state 

of e er ency, rescribed by law, es ecially t rou  a overn ent re ulation

in lieu of law  onstitutional e er ency owers ean t at t e e ecutive body 

under t e resident can declare a state of e er ency and rule by e traordinary 

actions and olicies  

. . . I I

e ri t to freedo  of e ression and access to infor ation is rovided in 

rticle  of t e Universal eclaration of u an i ts, statin  t at everyone 

as t e ri t to freedo  of o inion and e ression  e declaration re ulates 

t e ri t to old o inions wit out interference and see , receive, and i art 

infor ation and ideas t rou  any edia re ardless of frontiers  It was re ulated 

in t e International ovenant on ivil and olitical i ts I , rticle , 

t at everyone s all ave t e ri t to freedo  of e ression  is ri t s all 

include freedo  to see , receive and i art infor ation and ideas of all inds, 

re ardless of frontiers, eit er orally, in writin  or rint, in t e for  of art, or 
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t rou  any ot er edia of is c oice  erefore, t e internet as beco e an 

i ortant tool for e ression 1  

ll ri ts are universal, indivisible, interde endent and interrelated  ile 

international u an ri ts law allows le iti ate li itations, dero ations 

and reservations, t ey ust be e ercised under strict circu stances  ven in 

e ce tional situations, articular core u an ri ts ust a ly at all ti es 1  

ccordin  to t e I , w ic  Indonesia rati ed in , so e ri ts can never 

dero ate, even in ti es of ublic e er ency t at t reaten t e state s life  ose 

non dero able ri ts under t e I  are  t e ri t to life rticle  ro ibition 

of torture, cruel, in u an and de radin  treat ent rticle  ro ibition of 

edical or scienti c e eri entation wit out consent rticle  ro ibition 

of slavery, slave trade and servitude rticle  ro ibition of i rison ent 

because of inability to ful ll contractual obli ation rticle  rinci le of 

le ality in cri inal law rticle  reco nition everyw ere as a erson before t e 

law rticle  and freedo  of t ou t, conscience, and reli ion rticle  

ccordin  to eneral o ent  of t e I , t e United ations U  

u an i ts o ittee considers freedo  of o inion is an ele ent t at can 

be restricted  estrictions on u an ri ts need to follow certain rinci les to 

be le iti ate  e I  underlines t e criteria of necessity and trans arency  

e rinci le of ro ortionality is also cited

rticle  of t e Indonesian u an i ts Law states t at freedo  of 

e ression and t ou ts are art of non dero able ri ts  In t at article, 

freedo  of e ression and t ou ts ust ali n wit  social values and reli ion 1  

Furt er ore, t e restriction of u an ri ts ust be rescribed in t e law  

Unfortunately, t e Indonesian overn ent did not declare a state of e er ency 

and sti ulate it into law w en it cut or li ited internet access 1  e overn ent 

only acted t rou  t e inister of o unication and Infor ation, w o said 

1  lland, Freedom of E pression and pinion in artime: Assessing U raine s an on iti en Access to ussian-
wned ebsites,  American University of International Law Review 33, no.  2 1 : 55- 5 .

1  U H , ore Human ights in the Two ovenants, September 2 13 .
1  Indonesian Human ights Law 1 , .
1  Ibid., 3.
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a ua was in a serious situation, so t e overn ent would s ut down internet 

activity in t e rovince to revent rovocation t rou  t e internet and social 

edia 2

. .

e internet and social edia ave been sub ected to s utdowns in countries 

suc  as yan ar, ene uela, Sudan, Sri Lan a, and India 21 e ten countries 

wit  t e ost censors i  are ritrea, ort  orea, ur enistan, Saudi rabia, 

ina, ietna , Iran, uatorial uinea, elarus, and uba  e eneral otive 

of re ressive action to restrict t e internet, social edia and t e ress is to secure 

a re i e s ower and order 22 So e countries said t ey restrict t e internet to 

ensure t eir soverei nty a id a state of e er ency  

ere are various reasons for declarin  a state of e er ency  er an le al 

sc olars  a ann and ans rnst Fol  divided e er encies into seven 

cate ories  a ann identi ed t e  as  forei n invasion, ublic actions ai ed 

at subervsion of t e constitutional re i e coup d’état , serious violations t at 

t reaten ublic order and security, disasters, ublic riots in vital areas of t e 

econo y, ublic service disru tions, and roble s in nancial and econo ic 

develo ent  23 

In , t e Indonesian overn ent restricted access to certain social edia 

features in a arta and s ut down t e internet in a ua  e overn ent said 

t e action was necessary to revent t e s read of fa e news t at could rovo e 

a uans and destabili e a ua s olitical situation  Unrest ad occurred in a ua 

followin  t e racial abuse and arrest of  a uan students in Surabaya, ast 

ava, for alle edly disres ectin  t e Indonesian a  owever, t e riotin  was 

only at t e local level in a ua  e central overn ent could ave solved t e 

roble  in a ua wit out turnin  o  t e internet in t e rovince  overn ent 

2  inistry of ommunication and Information Press elease o. 15 /H / I F / /2 1 .
21 ichie och, All the Internet Shutdowns of 2 1  so far,  Security oulevard,  2 1 .
22 ommittee to Protect ournalists, 1  ost ensored ountries,  ommittee to Protect ournalists, September 

1 , 2 1 ., https://cp .org/reports/2 1 / /1 -most-censored-eritrea-north- orea-tur menistan- ournalist/, accessed 
April 1 , 2 21.

23 Domrin Ale ander, The Limits of Russian Democratisation Emergency Powers and State of Emergency (London: 
outledge, 2 12 : 2 .
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o cials in a ua and ast ava said t e unrest was due to isco unication 

between a uans and t e overn ent in Surabaya  In a arta, t e overn ent 

restricted social edia access in ay  in res onse to riots t at occurred after 

losin  residential election candidate rabowo Subianto ade unsubstantiated 

alle ations of assive, syste ic votin  fraud  S eci cally, t e s arin  of videos 

and i a es was slowed or sto ed on certain social edia latfor s, suc  

as ats  and Faceboo  onents of t e ove clai ed t e restrictions 

were un usti ed  e onstrations are a nor al situation in a de ocratic society 

and uaranteed as freedo  of e ression 2  erefore, t e reason to switc  

o  t e internet in a ua and curb social edia functions in a arta to uell 

de onstrations was dee ed baseless as it did not ful ll t e re uire ent of a 

state of e er ency  e riots were art of a do estic roble  and could be 

solved by t e res ective local overn ents  

e overn ent ust for ally declare t e enforce ent of a state of 

e er ency, describin  t e situation as an e er ency  is action as an i ortant 

role to let eo le now t e current condition, so t ey will see t e sco e of w at 

is oin  on wit  t e state and t e e ect on u an ri ts rotection 25 at action 

could be t e usti cation for t e overn ent to violate or restrict u an ri ts 

lawfully  at action also reduces t e ossibility of ne ative social reactions t at 

could ro t calls for i eac ent of t e overn ent  e uestion arises as 

to w o s ould be iven t e aut ority to decide t at t e country is e eriencin  

an e er ency  It is i ortant to aintain t e rinci les of le ality and le al 

certainty w en an e er ency is enacted  arl Sc itt ar ued t at t e aut ority 

to decide is t e older of soverei nty  e wrote,2

Sovereign is he who decides on the exception.… Every general norm demands 

a normal, everyday frame of life to which it can be factually applied and which is 

subjected to its regulations.… For a legal order to make sense, a normal situation 

2  Emily Howie, Protecting the Human ight to Freedom of E pression in International Law,  International Journal 
of Speech-Language Pathology 2 , no. 1 (2 1 : 13.

25 sgar S. atompo, Pembatasan Terhadap Ha  Asasi anusia Dalam Prespe tif eadaan Darurat estrictions 
on Human ights in the Perspective of Emergencies ,  ournal of edia Hu um 21, no. 1 (2 1 : - . 

2  Ibid., - .
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must exist, and he is sovereign who de nitely decides whether this normal situation 

actually exists.” 

ccordin  to t e rinci les above, Indonesia unfortunately did not ive a 

clear e lanation or r  le al basis w en curbin  or s uttin  down t e internet  

e aut ority to s ut down t e internet was e ercised by t e inistry of 

o unication and Infor ation by issuin  a ress release and oldin  a ress 

conference  Issuance of a inisterial ress release was not a stron  enou  basis 

to warrant suc  serious action  ccordin  to le al rinci le, if t e overn ent 

wants to s ut down t e internet, it ust declare rst t at Indonesia is in a state 

of e er ency and t e overn ent will ta e over all for s of ass co unication, 

includin  t e internet  ny internet s utdown ust also be sti ulated into law 

as artial law or e er ency law, as andated by rticle  of  onstitution 

on u an ri ts restriction   s utdown is only valid by rescri tion of t e law 

and t e restriction ust be in line wit  oral, social, and ublic order values  

 ress release or a ress conference by t e inister of o unication and 

Infor ation is not art of le islation and not e uivalent to law

Under rticle  of t e  onstitution, t e resident as t e ri t to 

declare a state of e er ency  e conditions for suc  a declaration and t e 

subse uent easures re ardin  a state of e er ency are re ulated by law  In 

t e case of t e internet restrictions in a arta and a ua, t e overn ent failed 

to s ow t at Indonesia was in a state of e er ency t at re uired a s utdown 

of t e internet

e conditions for li itin  and reducin  u an ri ts are inter reted in 

ore detail in t e Siracusa rinci les, w ic  state t at restrictions on u an 

ri ts ust not eo ardi e t e essence of t e ri ts  ll li itation clauses ust 

be inter reted e ressly and ai ed at su ortin  ri ts  is rinci les also 

e asi e t at ri ts restrictions ust not be enforced arbitrarily  estrictions on 

u an ri ts can only be done if t ey eet t e followin  inter retive rinci les  

rescribed by law, in a de ocratic society, ublic order, ublic ealt , ublic 

orals, national security, ublic safety, ri ts and freedo s of ot ers or t e 

ri ts or re utations of ot ers  
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eneral o ent o   on rticle  of I  outlines two re uire ents 

t at ust be et for t e restriction of u an ri ts  t e situation ust a ount 

to a ublic e er ency t at t reatens t e nation s life, and t e state arty ust 

ave o cially roclai ed a state of e er ency 2  If we o bac  to t e internet 

curbs in Indonesia, t e overn ent failed to describe t at Indonesia faced 

an e er ency t at would brin  t e country to a detri ental situation  e 

situation in a ua was a local con ict t at could be settled wit out violatin  

u an ri ts via t e internet s utdown  e overn ent said t e le al basis of 

its action was t e lectronic Infor ation and ransactions Law, but t at law is 

for ro ibitin  ille al electronic transactions and docu ents t at are dee ed 

i oral, defa atory or ate s eec

I le entin  a state of e er ency rinci le in a country is essential to 

le iti i e t e state action of declarin  an e er ency  e overn ent ust 

follow t e declaration rinci le, le ality rinci le, co unication rinci le, 

te orary rinci le, s ecial t reat rinci le, and ro ortionality rinci le 2  ose 

rinci les are notable because t ey will ive le al certainty, so t e restriction 

of u an ri ts will ave a stron  le al basis and reasonin  ue rocess ust 

also be res ected since it is t e eart of t e law  erefore, if t e state res ects 

u an ri ts, t e rule of law ust be i le ented, even in a state of e er ency

en t e Indonesian overn ent curbed social edia features in a arta 

and s ut down t e internet in a ua, it could not rove t at Indonesia was 

in an e er ency  e overn ent used its ower for olitical ur oses  en 

de onstrations too  lace in a arta in ay , t e overn ent was afraid 

t at t e rotesters would be rovo ed by t e s read of fa e news t at t e 

residential election was unfair 2

2  ennifer orrin, ultural elativism vs. Universalism: The South Paci c eality,  in The Universalism of Human 
Right, ed. ainer Arnold (Dortrecht: Springer, 2 13 : 1 3.

2  imly Asshiddi ie, Hu um Tata egara Darurat  Emergency onstitutional Law  ( a arta: a a ra ndo Persada, 
2 : .

2  Anthony uthbertston, Indonesia loc s Faceboo  and hatsapp Features after Fa e ews-Inspired  iots and 
Deaths , The Independent, ay 23, 2 1 , https://www.independent.co.u /tech/indonesia-faceboo -whatsapp-
ban-bloc ed-election-riots-a 2 .html, accessed August 1 th, 2 1 .
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. .

ero ation refers to t e le ally andated aut ority of states, w ic  are 

ot erwise bound by t e obli ations of treaties or constitutions, to sus end certain 

civil and olitical liberties in res onse to crises  ero ation can be usti ed solely 

by t e state s ai  to return to nor ality 3  is ec anis  as several ur oses 

 de nin  s eci c u an ri ts, allowin  states to dero ate fro  certain ri ts, 

and outlinin  t e situations in w ic  t ese actions are considered lawful  to 

rovide necessary e ibility wit  ini al or onitored ri ts infrin e ent  e 

le al conse uences of ado tin  international treaties into national law is t at 

t e state ust res ect and co it to t e a ree ent it si ned 31

ere are so e i ortant le al bases for dero atin  u an ri ts in Indonesia 

durin  an e er ency  ose t ree le al bases are t e I  eneral o ent 

o   on t e ero ations of u an i ts durin  a State of er ency, t e 

Siracusa rinci les, and rticles  and   of t e  onstitution  First, in 

I , t e dero ation of u an ri ts is allowed as lon  as e tre e conditions 

occur  Several re uire ents, outlined in t e revious section, ust be ful lled, 

suc  as warti e, ille al i eac ent, disasters, etc  ese rovisions are broadly 

re roduced in t e I , w ic  eans t at t e u an ri ts are not absolute  

s t e I  underlines, t e e ercise of t e ri ts rovided carries wit  it s ecial 

duties and res onsibilities  It ay, t erefore, be sub ect to certain restrictions, 

but t ese s all only be rovided by law as necessary

a  For res ect of t e ri ts or re utations of ot ers

b  For t e rotection of national security or ublic order, or ublic ealt  

or orals

Second, under eneral o ent o   on t e ero ations of u an 

i ts durin  a State of er ency, a situation ust a ount to a ublic 

e er ency t at t reatens t e nation s life, and t e state arty ust ave 

3  Emilie . Hafner- urton et al., Emergency and Escape: E plaining Derogations from Human ights Treaties,  
International rgani ation 5, no.  (2 11 , 3  See also . uestiau , Study of the Implications for Human 

ights of ecent Developments oncerning Situations nown as States of Siege or Emergency, U  ommission 
on Human ights, 35th Sess., Agenda Item 1  at 2 , U  Doc. E/ . Sub.2/1 2/15 (1 2 , . 

31 Hafner- urton et al., Emergency and Escape: E plaining Derogations from Human ights Treaties,  .
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o cially roclai ed a state of e er ency  e latter re uire ent is essential 

for aintainin  t e rinci les of le ality and t e rule of law w en t ey are 

ost needed  en roclai in  a state of e er ency wit  conse uences t at 

could entail dero ation fro  any rovision of t e I , states ust act wit in 

t eir constitutional and ot er rovisions of law t at overn suc  rocla ation 

and t e e ercise of e er ency owers  it is t e tas  of t e U  u an i ts 

o ittee to onitor t e laws in uestion, concernin  w et er t ey enable and 

secure co liance wit  rticle  of t e I  In order for t e o ittee to 

erfor  its onitorin  tas , state arties of t e I  s ould include in t eir 

re orts su cient and recise infor ation about t eir law and ractice in t e 

eld of e er ency owers 32

Loo in  at t e internet s utdown in arts of Indonesia, t e overn ent did 

not ful ll t ose criteria entioned above, suc  as declarin  an e er ency and 

rescribin  e er ency law  e overn ent only ade an announce ent based 

on its ers ective wit out considerin  t e voice of t e eo le  e overn ent 

decided t at Indonesia was in an e er ency, but t e a ua con ict is a local 

con ict t at t e local overn ent could ave andled  If t e overn ent was 

worried about t e rise of se aratis , it could use local olice to deal wit  t e 

issue  

Furt er ore, t ere are t e Siracusa rinci les on t e li itation and 

dero ation of rovisions in t e I  e U  i  o issioner for u an 

i ts noted t at national security and ublic order are often rete ts to 

safe uard a overn ent  ational security ay be used as a reason for arbitrary 

restrictions  ven su ressin  o inions in certain cases is allowed w en t ere is 

a severe olitical or ilitary dan er to t e state  o lete internet s utdowns 

will rarely eet t e necessity test 33 e afore entioned instru ents re uire 

states to co ly, for e a le, in restrictin  t e ri t to freedo  of e ression  

Suc  li itations ust ursue a le iti ate ai  and be necessary for a de ocratic 

society  

32 eneral omment o. 2  Article  on the Derogations of Human ights during a State of Emergency.
33 olfgang enede  and atthias, Freedom of Expression and The Internet (Strasbourg: ouncil of Europe Publishing, 

2 13 : 112.
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In Indonesia, t e onstitution states t at conditions for a declaration of 

e er ency and t e subse uent easures s all be re ulated by law  us, if t e 

overn ent intends to bloc  internet access, it ust declare and enact artial 

law or e er ency law  rticle   states t e u an ri ts ay be restricted 

under law  If t e restriction of u an ri ts is not establis ed by law, it is an 

abuse of ower w ic  is not in line wit  t e rule of law

erefore, if t e overn ent s uts down t e internet, it ust declare a 

state of e er ency to rove Indonesia is facin  a serious t reat w ic  a ects 

national security or ublic order, so e traordinary action is re uired to tac le t e 

roble  owever, t e internet curbs and s utdowns s owed t e overn ent 

refused to co ly wit  t e standards laid down in t e instru ents of le al basis  

e ri t to freedo  of e ression is not t e only ri t violated  t er ri ts 

suc  as access to infor ation, freedo  of association and asse bly and ri t to 

rivacy are violated to et er wit  ot er socio econo ic ri ts  If t e overn ent 

wants to dero ate suc  ri ts, t en t e above rinci les ust be followed  

Unfortunately, t is i ortant rere uisite was i nored by t e overn ent in 

s uttin  down t e internet  

ile t e Indonesian overn ent as le al bases, fro  international and 

national standards, for restrictions of u an ri ts, it ust ensure t ey are 

eeded  rticle  of t e onstitution allows t e resident to declare a state of 

e er ency, w ile rticle  ara ra   states t at every erson s all res ect 

u an ri ts of ot ers in t e order of life of t e society, nation, and state  

rticle  ara ra   states t at in e ercisin  t eir ri ts and freedo s, 

every erson s all be sub ect to any restrictions establis ed by law solely for 

t e ur ose of ensurin  t e reco nition and res ect for t e ri ts and freedo s 

of ot ers and of eetin  t e ust re uire ents of orality, reli ious values, 

security, and ublic order in a de ocratic society

n internet s utdown could be done if it eets t e absolute re uire ents 

t at ust be ful lled  If t e overn ent cannot ful ll t ose re uire ents, t en it 

as violated u an ri ts  ut si ly, t e internet s utdown is unconstitutional  

oreover, as Indonesia is a law based state, all state conduct ust ali n wit  



Fake News and Internet Shutdowns in Indonesia: Symptoms of Failure to Uphold Democracy

168 Constitutional Review, Volume 8, Number 1, May 2022

e istin  law  ccordin  to ulius Sta l, t e conce t of t e state of law as 

t ree c aracteristics  First, t e rotection of u an ri ts  is eans t ere is 

constitutional rotection of u an ri ts by a fair le al rocess  e establis ent 

of state and overn ent s all not dero ate t e core of funda ental ri ts  So, if 

t e state cannot ive fairness to eo le and fails to settle u an ri ts violations, 

t e state cannot be called a rule of law state rechtstaat

Second, is t e division of ower, w ic  eans dividin  owers wit in 

state or ans by i le entin  t e conce t of se aration of owers vertically or 

ori ontally  e se aration of owers to revent t e overn ent fro  avin  

absolute ower  s Lord cton said, ower tends to corru t and absolute ower 

corru ts absolutely  e se aration of ower is for avoidin  abusive overn ent 

action  In t is re ard, an internet s utdown is an abusive olicy as it is baseless

e t ird c aracteristic is a overn ent based on law  In e ercisin  its 

aut ority, t e overn ent ust obey various or ans of law in conductin  state 

olicy or eetin  t e state s needs, and t e last of t ese is t e d inistrative 

ourt  In every rechstaat t ere s all be trans arency for all eo le, so t ere will 

be scrutiny if t e overn ent e ecutive  co its isconduct in its decision

a in  3  is i li ts t at every overn ent action ust ave a le al basis  

In t e conte t of t e internet curbs and s utdown, w en t e overn ent as 

no le al basis for internet blac outs, it cons icuously dis layed aut oritarianis  

and violated t e conce t of t e rule of law state envisioned by Indonesia s 

foundin  fat ers  

. . I

Fa e news is a t reat to de ocracy  If t e eno enon of fa e news cannot 

be solved, it will lead to c aos  evert eless, if Indonesia is eavy anded in 

curbin  freedo s in its e ort to uas  fa e news, it ay be accused of de ocratic 

bac slidin  or be labeled as a awed de ocracy 35 any nations ave been 

3  ahder ohan asution, Negara Hukum dan Hak Asasi Manusia Rule of Law State and Human Rights  ( andung: 
andar a u, 2 11 : 1.

35 o  Aulia ahman, et al., alon Tunggal Pil ada: risis epemimpinan dan Ancaman agi Demo rasi Single 
andidate Pil ada: Leadership risis and Threat to Democracy ,  urnal onstitusi 1 , no. 2 (2 22 : .
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a icted by t e roble  of biased o ular edia  In Italy, for e a le, edia 

tycoon Silvio erlusconi, w o served t ree ti es as ri e inister, used is 

edia ower for is election ca ai ns  is edia co anies endorsed is 

olitical state ents wit  t e ai  of in uencin  voters, no atter w et er it was 

true or false news, re ardless of t e ne ative i act on society 3  Public trust 

in t e edia is essential for t e develo ent of de ocracy since t e ress is a 

illar of de ocracy t at can balance overn ent ower, beco in  a out iece 

of ublic o inion to deliver as irations to t e overn ent 3  ence, t e edia 

ust be inde endent and neutral, ensurin  its news is valid  

. . . I

n ay , , t e Indonesian overn ent artially restricted social 

edia and instant essa in  latfor  features in a arta  n u ust , , 

it bloc ed teleco unications data services in arts of Pa ua and est Pa ua 

rovinces, e ectively s uttin  down t e internet  

rou  Press elease o  I F  issued on ay , 

, o unication and Infor ation inister udiantara said t e overn ent 

ad te orarily and radually restricted access to social edia latfor s and 

instant essa es wit  t e ai  of li itin  t e s read or virality of oa  infor ation 

related to de onstrations followin  announce ent of t e results of t e  

residential election  e release said t e conse uence of t is restriction will 

be a slowdown in access, es ecially for u loadin  and downloadin  i a e and 

video content  It said t e restrictions were ai ed at avoidin  t e ne ative i act 

of t e disse ination of irres onsible and rovocative content and essa es  

e inister said t e restrictions are based on t e lectronic Infor ation and 

ransactions I  Law  So t e I  Law basically as two oints  First, increasin  

literacy, ability, ca acity and ca ability of t e co unity to o di ital  nd 

second, content ana e ent, one of w ic  is content restriction,  e said

3  oberto astroianni, Fa e ews, Free Speech and Democracy: A ( ad  Lesson from Italy  Southwestern Journal 
of International Law 25, no. 1 (2 1 : 5 .

3  Andrea utler, Protecting the Democratic ole of the Press: A Legal Solution to Fa e ews,  Washington 
University Law Review , no. 2 (2 1 : 2 .
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n ay , , t e inistry issued Press elease o  

I F , w ic  outlined t ree ste s t e overn ent was ta in  to 

ee  t e cyber world eaceful  

 loc in  access to content lin s or accounts t at are indicated to be 

s readin  oa es. 

 oo eratin  wit  di ital latfor  roviders to close accounts  

 estrictin  access to so e di ital latfor  features or le s arin

n u ust , , t e inister issued Press elease o  

I F , w ic  si ly stated t at teleco unication data services 

were bein  bloc ed in Pa ua and est Pa ua in order to s eed u  t e rocess 

of restorin  security and order in Pa ua and its surroundin s   follow u  ress 

release, issued on  u ust, said t e data bloc in  was continuin  It said at least 

 ieces of content and  oa  and rovocative infor ation lin s related to 

t e Pa ua issue ad been distributed to undreds of t ousands of social edia 

account olders on Faceboo , Insta ra , witter and ou ube

e overn ent usti ed its decisions on t e basis of t e inistry of 

o unication and Infor ation s e ulation o   of  on ontrollin  

Internet ebsites ontainin  e ative ontent, as well as on t e basis of t e 

I  Law  owever, t e I  Law does not cover a blan et s uttin  down of t e 

internet  e law was ori inally intended for validatin  electronic docu ents 

and transactions  ny internet s utdown ust be re ulated t rou  a s ecial 

law  If t ere is a state of e er ency, t e overn ent ust use t e constitutional 

e er ency owers sti ulated in a overn ent re ulation in lieu of law to declare 

Indonesia faces a serious t reat in settlin  t e roble  of a arta s ost election 

violence and t e unrest in Pa ua  Usin  inisterial ress releases and re ulations 

is t e wron  way to dero ate suc  ri ts  lso, t e re ulation as no le al basis 

for le ali in  t e internet s utdown, as Indonesia as never ad suc  a s eci c 

re ulation for t at ur ose 3  

3  Hesti i a, Dasar Hu um emen ominfo lo ir Internet The Legal asis of the inistry of ommunication 
and Information loc ing the Internet ,   Indonesia, September , 2 1 , https://www. cnnindonesia.com/
te nologi/2 1 13 -1 5- 2 33 /dasar-hu um- emen ominfo-blo ir-internet, accessed on February 15, 
2 2 .
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n anuary , , a arta State d inistrative ourt be an earin  a 

lawsuit, a ainst t e internet s utdown, led by t e Press Freedo  efender 

ea , w ic  consisted of t e lliance of Inde endent ournalists, Safe et, 

t e Indonesian Le al id Foundation L I , t e Le al id Institute for t e 

Press L  Pers , t e o ission for issin  Persons and icti s of iolence 

ontraS , t e Institute for Policy esearc  and dvocacy lsa , and t e 

Institute for ri inal ustice efor  I  Proceedin s co enced wit out 

t e resence of one of t e defendants, Indonesian President o o idodo  

e resident was sued for not e ercisin  due control and correction of is 

subordinates in t e internet s utdown

In t e absence of t e resident, t e court eard a res onse fro  t e co

defendant, t e inistry of o unication and Infor ation 3  e etitioners 

clai ed t e overn ent s action as violated t e freedo  of t e ress and t e 

core of de ocracy, w ic  is t e freedo  to obtain infor ation  ey said t e 

overn ent s ould never re eat suc  action because it was an abuse of ower

n une , , a arta State d inistrative ourt ruled t e overn ent 

violated t e  State of er ency Law because it ad conducted t e 

internet blac out wit out declarin  a state of e er ency  e benc  said t e 

overn ent failed to rove durin  t e trial t at Indonesia was in a state of 

e er ency t at re uired aut orities to s ut down t e internet  e ud es ruled 

t at t e act of t rottlin  and reinin  in internet access in arts of Pa ua and 

est Pa ua rovinces in u ust and Se te ber by efendant I t e inistry 

of o unication and Infor ation  and efendant II t e President of t e 

e ublic of Indonesia  was a ainst t e law  e ud es ordered t e defendants to 

ay t e court s costs of ,  Indonesian ru ia  e uivalent to about US

e ud es considered t e act of obstructin  access to t e internet violated 

several statutory rovisions  on  ot ers, rticle  Para ra s a  and b  of 

t e I  Law ad beco e t e le al basis for t e o unication and Infor ation 

3  Safenet, President o owi Is Absent from the First ourt of Internet Shutdown Lawsuit,  Safenet, anuary 22, 
2 2 , https://safenet.or.id/2 2 / 1/president- o owi-is-absent-from-the- rst-court-of-internet-shutdown-lawsuit/, 
accessed arch 21st, 2 2 .
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inistry in curbin  and bloc in  internet access  e anel of ud es viewed t at 

t e aut ority ranted in t e rticle was li ited to ter inatin  access or instructin  

t e electronic syste  o erators to ter inate access to electronic infor ation and 

or electronic docu ents wit  unlawful content  e inter retation rticle  

ara ra  b  of t e I  Law as rounds for restrictin  t e ri t to internet 

access only a lies to electronic infor ation and or electronic docu ents wit  

unlawful content and does not warrant ter ination of internet access, t e anel 

of ud es said in t eir rulin  

oreover, t e ud es said t e o unication and Infor ation inistry s 

reason of e ercisin  its discretion to obstruct and curb t e internet did not 

eet re uire ents re ulated in t e  overn ent d inistration Law  e 

discretionary arran e ent as re ulated in t e d inistration Law is a cu ulative 

unit, not an alternative, t at is to  strea line overn ent ad inistration, ll a 

le al vacuu , rovide le al certainty, and overco e overn ent sta nation in 

e ce tional circu stances for t e advanta e and bene t of t e ublic

e ud es considered t e o unication and Infor ation inistry s citin  

of a le al vacuu  as usti cation for t e internet bloc in  was ina ro riate  

easures t at restrict u an ri ts, suc  as curbin  and bloc in  t e internet, are 

only er issible w en based on law  for instance, t e  State of er ency 

Law, and not on anyt in  inferior to it  e overn ent did not a ly suc  a 

law w en dealin  wit  t e s read of oa es in Pa ua  e ud es believed t e 

ter ination of internet access did not follow t e rocedures to restrict u an 

ri ts as re ulated in t e onstitution and ot er u an ri ts conventions  

e internet s utdown was t erefore dee ed to be a ainst t ose re ulations

n ctober , , t e Indonesian onstitutional ourt ruled t e 

overn ent ad acted lawfully by i le entin  t e internet s utdown in 

Pa ua  e ourt decided t e overn ent s bloc in  and t rottlin  of t e 

internet is wit in reason and constitutionally acce table, as t e overn ent as a 

res onsibility of reventin  t e disse ination and use of electronic infor ation 

and or electronic docu ents t at ave ro ibited contents in accordance wit  

statutory rovisions
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In erican law, a de nition of fa e news cannot be too broad lest it co e 

under t e sco e of freedo  of s eec  rotected under t e First end ent  

False infor ation is rotected under US law because its su ression could also 

lead to t e curtail ent of factual infor ation and free e ression  ence, t e 

First end ent allows breat in  s ace  so t at individuals are not afraid to 

e ress t eir t ou ts and ideas  is e lains, in art, w y fa e news s ould 

be narrowly de ned  e internet ill switc  as been used in t e US several 

ti es to revent t e s read of fa e news 1

ccordin  to Sorous  osou i et al , false news stories are  ore li ely 

to be retweeted t an true stories, and it ta es true stories about si  ti es as 

lon  to reac  ,  eo le as it ta es false stories to ac ieve t e sa e nu ber 

of eo le  False oods are also retweeted ore widely t an true state ents at 

every de t  of a cascade  an unbro en tweet c ain  Suc  c ains travel  to  

ti es ore uic ly t an facts 2 The Washington Post s Fact ec er colu n in 

arc   calculated t at t en US President onald ru  ad ade ,  

isleadin  clai s u  to t at oint of is residency 3 isleadin  clai s by 

oliticians ave beco e an increasin  eno enon in t e US  

e First end ent of t e US onstitution rotects t e ri t to freely 

e c an e ideas and oints of view, re ardless of w et er t ey are controversial 

or false  ensors i  and rior restraint, a overn ent action ro ibitin  s eec  

or ot er e ressions before it can occur, are enerally unconstitutional  is 

i lies t at fa e news cannot be banned  is state ent is stren t ened by 

t e decision of t e US Su re e ourt in New York Times vs. Sullivan in  

t at false s eec  ust also be rotected to ensure t at t e First end ent 

is for everyone, but wit  a s ecial occasion, w ic  is actual alice and t e 

 Ahran Par  and yu Ho oum, Fa e ews from A Legal Perspective: The United States and South orea 
ompared,  Southwestern Journal of International Law 25, no. 1 (2 1 : 1 3.

1 illiam D. Toronto, Fa e ews and ill-Switches: The U.S. overnment s Fight to espond to and Prevent Fa e 
ews,  Air Force Law Review  (2 1 : 1 .

2 Soroush osoghi, et.al, The Spread of True and False ews nline,  Science 35 , no. 3  (2 1 : 11 -115 .
3 Fact hec er, The ashington Post, In  Days, PresidentTrump Has ade ,1  False or isleading laims,” 

The ashington Post,  arch 1 , 2 1 .
 ew or  Times o. v. Sullivan, 3  US 25  (1 .
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case was cate ori ed as defa ation  ctual alice is t e standard of roof 

t at ublic ures ust satisfy to win a defa ation lawsuit  ssentially, actual 

alice is resent w en a defendant nowin ly ublis es or broadcasts a false 

state ent as fact  ec less disre ard for t e trut  a ounts to actual alice in 

so e urisdictions

oreover, in ot er clai s, a lainti  ust rove actual alice to recover 

resu ed or unitive da a es 5 In lain n lis , actual alice is w en so eone 

deliberately lies to urt anot er erson  en fa ous eo le sue over lies, t ey 

ust rove t at t e endacity of t e defendants was intentional

 land ar  case involvin  free s eec  and false ood is The United States v. 

Alvarez  is case centered around avier lvare , w o falsely clai ed to ave 

received t e on ressional edal of onor for ilitary service, w en e ad 

actually never served in t e US ilitary  e was later convicted for violatin  t e 

Stolen alor ct of , w ic  a es it a cri e to lie about ilitary service or 

awards  lvare  a ealed, ar uin  t e statute ad violated is First end ent 

ri t to free s eec  e US Su re e ourt in  decided t at t e act was 

unconstitutional  ustice nt ony  ennedy ar ued t at false news is not 

un rotected by t e First end ent  e ourt e asi ed ot er ec anis s 

to counter t e false s eec  rat er t an cri inally unis in  t e s ea er  n 

alternative le al e ort to unis  fa e news or false news a ers is t rou  t e 

efa ation Law, ot erwise nown as slander and libel  efa ation involves 

t e ublication of aterial t at causes serious ar  to t e re utation of an 

individual  Libel can be in any for s, suc  as broadcasts and rinted edia, 

w ic  are er anent  Slander relates to t e s o en word

e US Su re e ourt as andled several cases related to internet access 

and bloc in  ne suc  case was Packingham v. North Carolina, in w ic  t e 

Su re e ourt considered a law t at ro ibited re istered se ual o enders 

fro  accessin  any social edia website  ile t e ourt found t e overn ent 

ay be er itted to restrict s eci c conduct on t e internet, it eld t at 

5  lac s Law Dictionary.
  United States v. Alvare , 5  U.S.  (2 12 .
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alto et er bannin  a erson fro  accessin  any websites inte ral to t e fabric 

of our odern society and culture violates t eir First end ent ri ts  e 

ourt s decision in Pac in a  eans t at even if t e overn ent identi es 

an individual res onsible for s readin  ar ful fa e news, it will not rotect 

t e ublic by bannin  t at erson s access to social edia  ustice Sa uel 

lito a reed wit  t e ud ent but warned t at t e Su re e ourt s ould be 

cautious in a lyin  our free s eec  recedents to t e internet

n instance of teleco unication bloc in  occurred w en obile one 

services in San Francisco ay rea subway stations were s ut down for t ree 

ours in uly  in an e ort to revent rotests after ay rea a id ransit 

 olice fatally s ot a an  e s utdown ro ted criticis  t at it was 

an e cessive restriction of free s eec

ivil libertarians contend t at fa e news is a necessary evil if a society is to 

be truly free  It is art of t e ar et lace of ideas, an econo ic analo y  ta en 

fro  ustice liver endell ol es s dissent in Abrams v. United States  t at 

as often been invo ed by US ud es to o ose censors i  In essence, it olds 

t at an o en battle between ideas will allow society to c oose w at is ri t  

e best test of trut  is t e ower of t e t ou t to et itself acce ted in t e 

co etition of t e ar et,  wrote ol es

e US as a law to tac le fa e news, as well as online defa ation, libel and 

slander  e issue of online content is covered in t e o unications ecency 

ct  of , Section  

o rovider or user of an interactive co uter service s all be treated as t e 
ublis er or s ea er of any infor ation rovided by anot er infor ation 

content rovider

In t is section, t e law rotects t e internet service rovider ISP , develo er, 

or re ublis er  e reason for t is is to revent ISPs, develo ers, and re ublis ers 

 Pac ingham v. orth arolina, 13  S. t. 1 3 , 1 , 1  L. Ed. 2d 2 3 (2 1 .
 See ennifer Spencer, o Service: Free Speech, the ommunications Act, and art s ell Phone etwor  

Shutdown,” Berkeley Technology Law Journal 2  (2 12 : .
 Ari E ra aldman, The ar etplace of Fa e ews”, University of Pennsylvania Journal of Constitutional Law 2 , 

no.  (2 1 : - .
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fro  bein  rosecuted under co on law defa ation  ven if t ey re ublis  

fa e news, t e users cannot be convicted under t e defa ation act because t eir 

status is not t e ublis er or s ea er  e ublis er or s ea er ere is t e one 

w o created t e news rst, no atter w et er false or actual news  

e Federal o unications o ission ro ibits t e edia fro  

broadcastin  infor ation t at it nows to be false on cri e and catastro es, 

stating:

o licensee or er ittee of any broadcast station s all broadcast false 
infor ation concerning a cri e or a catastro e if:

 e licensee nows t is infor ation is false
 It is foreseeable t at t e broadcast of t e infor ation will cause 

substantial ublic ar , and
 roadcast of t e infor ation, in fact, directly causes substantial ublic 

ar
 ny rogra ing acco anied by a disclai er will be resu ed not 

to ose foreseeable ar  if t e disclai er c aracteri es t e rogra  
as ction and is resented in a way t at is reasonable under t e 
circu stances

is is art of t e revention et od to avoid t e s read of dangerous fa e 

news in society  ven t oug  fa e news ay resent a danger to de ocracy, 

its regulation oses a greater t reat  eit er t e US federal govern ent  its 

legislators, courts, or udges  nor t e social edia co anies w o would bear 

t e burden of identifying fa e news are in a good osition to deter ine w at 

constitutes t e sa e

esides t e legal litigation a roac  to tac ling fa e news, t e US as also 

re ared so e tec nology and websites suc  as olitifact co  and factc ec

org, to co bat fa e news  ese fact c ec ers are latfor s to neutrali e fa e 

news, so t at US citi ens can double c ec  t e veracity of content and clai s  

5  rittany o a , Fa e ews: The ommoditi ation of Internet Speech,” alifornia estern International Law 
ournal , no. 1 (2 1 : 15 . 

51 F  roadcast adio Services,  .F. . 3.121  (2 1 . 
52 ina I. rown and onathan Peters, Say This, ot That: overnment egulation and ontrol of Social edia,” 

Syracuse Law Review  (2 1 : 5 2.
53 See, Emily illespie,  of Americans Don t Thin  Trump s order all is a Priority, Poll Says,” Fortune, 

December 13, 2 1 , https://fortune.com/2 1 /12/12/trump-border-wall-poll/, accessed anuary 2 , 2 2 .
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e internet was s ut down  ti es in India in , according to a 

local onitoring organi ation 5  ut orities usually de and internet roviders 

ost one services on t e rete t of u olding ublic order  Under Indian law, t e 

govern ent can direct teleco  co anies to s ut down services or ta e down 

websites, a ong ot er easures  For e a le, t e Indian govern ent directed 

internet restrictions in t e country s only usli a ority state, a u and 

as ir, following student rotests and olitical unrest t ere  

Internet services were s ut down in as ir in ugust , after a local 

organi ation called for a general stri e to rotest rising incidents of ob 

lync ings  n altercation between a television ournalist and ligar  usli  

University students resulted in internet services being switc ed o  in t e city  

Services were restored in February , but t e area as re ained sub ect to 

inter ittent s utdowns, des ite t e Indian govern ent saying it ad already 

secured as ir  erala ig  ourt declared t e rig t to access t e internet 

as a funda ental rig t  e court was earing a etition by a student w o was 

denied access to t e internet in a ostel at nig t  Internet access cannot be 

denied on arbitrary grounds 55

Indian Pri e inister arendra odi in  introduced a new citi ens i  

bill t at e cluded usli  i igrants fro  t ree neig boring countries  e 

iti ens i  end ent ct u set Indian usli s because it e cludes usli  

i igrants fro  fg anistan, anglades  and Pa istan fro  gaining Indian 

citi ens i 5  e law, w ic  ca e into e ect in anuary , resulted in 

nationwide rotests  e rig t of citi ens i  is a funda ental rig t, but t e law 

discri inates against usli s  uring t e de onstrations against t e law, at 

5  Syadab a mi, hy India shuts down the Internet more than any other democracy,”  ews,  December 
1 , 2 1 .

55 Arpan hatirvedi, Indian Internet Shutdown ules eed a eloo : E pert Say,” loomberg, ctober 2 , 2 1 , 
https://www.b prime.com/law-and-policy/indias-internet-shutdown-rules-need-a-reloo -e perts-say, accessed 
April 2 21.

5  Amit hauduri, The P ants to Silence Indian oices. ut e ill only row Louder,” The uardian, December 
22, 2 1 , https://www.theguardian.com/commentisfree/2 1 /dec/22/b p-citi enship-amendment-act-indians, 
accessed anuary 2 , 2 2 .
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least  died in clas es wit  t e olice and odi s followers  e tension raised 

concern over t e otential for civil war between Indian usli s and indus 5

o stabili e t e situation, t e govern ent s ut down t e internet around 

as ir, resulting in criticis  t at it was against t e onstitution, as internet 

access is art of t e funda ental rig t to freedo  of s eec  e case was 

broug t to t e Su re e ourt of India, w ere udges decided t e internet 

s utdown was unconstitutional, Freedo  of internet access is a funda ental 

rig t,  said Su re e ourt ustice  a ana 5

e cases above s ow t at govern ents ave bloc ed internet access for 

security and olitical reasons, wit  t e stated ai  of reventing violence  ourt 

rulings ave tended to regard internet bloc ing and s utdowns as unconstitutional 

in India and Indonesia

IV. I

e Indonesian govern ent erred on two oints w en it bloc ed internet 

access to uell t e s read of fa e news during se arate riots in a arta and 

Pa ua in  First, t e s read of fa e news in a arta and Pa ua could not be 

categori ed as a national t reat because fa e news is t e rice we ay for a free 

society  e only way to counter t e s read of fa e news is by roducing ore 

true news t an t ere is fa e news  Second, t e riots were local cases t at regional 

o cials could resolve eacefully wit out resorting to t e e traordinary action of 

curbing or s utting down internet access  e govern ent did not declare a state 

of e ergency, as suc  a declaration would ave failed to eet standards and 

criteria, and t e local riots were not art of t e e ergency doctrine  erefore, 

t e internet curbs and s utdown, w ic  lac ed su cient legal instru ents and 

strong argu ent, were a failure to u old t e rig ts in erent in de ocracy

5  Suhasini a  and aria Abi-Habib, 2 Dead in Protests over India s eligion- ased iti enship ill,” ew or  
Times, December 12, 2 1 , https://www.nytimes.com/2 1 /12/12/world/asia/india-protests-citi enship-bill.html, 
accessed December 2 , 2 2 .

5  San alp Phartiyal and Faya  u hari, India s Top ourt Says Inde nite ashmir Internet Shutdown is Illegal,” 
euters,  anuary 1 , 2 2 , https://www.reuters.com/article/us-india- ashmir-internet-idUS 1 F , accessed 

on February 1 , 2 2 .
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