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Abstract

Purpose — The purpose of this paper is to analyze the functions of financial intelligent investigations
by the Indonesian financial intelligent unit in conjunction with the participating reporting parties, to
consider the obstacles and challenges to reduce money laundering cases in Indonesia, realizing that the
role of the financial intelligent investigations not only conducted by Indonesian Financial Intelligent
Unit itself but the active participation from reporting parties such as banking institution. The function
of financial intelligent unit in supervising and monitoring cash financial transactions is importance in
fight against economic crimes, particularly in the anti-money laundering regime.
Design/methodology/approach — This paper explores the Indonesian laws on prevention and
eradication on money laundering crime and analyzing the importance role of financial intelligent
investigations and disruption of money laundering crime.

Findings — The financial intelligent investigations will become an important strategy to combating
the economic crime such as money laundering and corruption. The new perspective is needed to
developing the good synergy in the financial intelligent unit and reporting parties to maximizing the
eradication of money laundering cases.

Practical implications — The paper can be a source to explore about the money laundering
eradication based on Indonesia legal perspective.

Originality/value — This paper gives contributions by encouraging the financial intelligent unit in
conjunction with all the financial institutions to disrupt any money laundering activities, which is
associated to other predicate crimes and attempting to conceal the illegal funds derived from illegal
activities that commonly happened in Indonesia.

Keywords Financial intelligent unit, Financial investigation, Money laundering crime,

Reporting parties

Paper type Viewpoint

Introduction

World-wide trade between countries has substantially increased in recent years, and one
consequence of this globalized economic activity is a parallel escalation in economic
crime; this remains a major threat to many countries including Indonesia. As a
developing country, economic crime in Indonesia — corruption, money laundering, tax
evasion and so forth — has grown substantially, which is in turn having a negative
impact both economically and morally. Based on Indonesian Financial Transaction
Reports and Analysis Centre statistics, between January 2014 and July 2014, there were
a total of 11,816 suspicious transaction reports (STR) from the banking institutions and
a total of 7,448 STR from non-banking institutions (Indonesian Financial Transaction
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Report and Analysis Centre, 2014). Several predicate offences were corruption cases,
while others involved embezzlement, bribery, narcotics, banking and terrorism. The
Indonesian Financial Transaction Report and Analysis Centre, while implementing the
National Strategy on Prevention and Eradication of Money Laundering Crime in
Indonesia, revealed that money laundering and other organized crime cases were up by
83 per cent in 2012, compared to the previous year. Moreover, in the same year, public
participation in reporting crimes was up by 60 per cent compared to the previous year,
denoting greater involvement of financial intelligence investigations[1].

The aforementioned report explains the important role of financial intelligence
investigations in Indonesia, both in preventing and eradicating economic crime. In
particular, given Indonesia is a highly (and, in parts, densely) populated country, with a
considerable international flow of global finances, the necessity to tackle criminals
causing financial loss to the nation cannot be overstated. Stessens, as quoted by Neil
Boister, stated that the globalization of the financial system has made it possible to
launder the proceeds of crime globally (Boister, 2012). Moreover, the range of money
laundering methods or typologies is enormous. They include the exchange of cash in
small or large amounts, the smuggling of cash, the purchase of bearer instruments
(bearer bonds, money orders and so forth), the wire transfer of funds through local and
foreign banks, trusts, shell corporations (companies with no substantive business) and
also the use of traditional remittance schemes such as hawala (an ancient Middle Eastern
informal value transfer system where payment to broker in one state can be retrieved
from another in another state without any movement of money) (Boister, 2012).

It follows that the function of the financial intelligence unit in supervising and
monitoring cash and/or suspicious financial transactions is fundamental. This paper
will analyze the role of such investigations, not only to include those conducted by the
Indonesian Financial Transaction Report and Analysis Centre, but the active
participation from reporting parties such as banking institutions, non-banking
mstitutions and other goods and service providers, to consider the obstacles and
challenges faced by the Republic of Indonesia in reducing economic crime, particularly
in money laundering cases.

The functions and authorities relating to Indonesian Financial
Transaction Report and Analysis Centre

The first piece of legislation on money laundering in Indonesia was introduced in 2002
regarding Law concerning Eradication on Money Laundering, which was enacted by
Indonesian Law No. 15/2002. One year later, this was amended by Indonesian Law No.
25/2003. This was followed by an amendment in 2010 by the enactment of Indonesian
Law No. 8/2010, which solely concerns the prevention and eradication on money
laundering crime.

Article 2 Sub-Section (1) Indonesian Law No. 8/2010 has enacted more than 25
predicate crimes to be the subject of financial intelligence investigations. Those crimes
are as follows: corruption; bribery; narcotics; psychotropic substances; labor smuggling;
immigrant smuggling; banking crime; capital market crime; insurance crime; customs;
excise; human trafficking; trade of illegal fire arms; terrorism; kidnapping; burglary;
embezzlement; fraud; money counterfeiting; gambling; prostitution; tax crime; forestry
crime; environment crime; marine and fishery crimes; and other criminal actions, which
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are subject to imprisonment of four years or more for crimes committed in Indonesia and
outside Indonesia’s archipelago; such criminal action is subject to Indonesian Law.

To supervise and monitor financial transactions in Indonesia, in the context of
anti-money laundering, the Indonesian government enacted Article 39 Indonesian Law
No. 8/2010 in which the Indonesian Financial Transaction Reports and Analysis Centre
has the task of preventing and eradicating money laundering crime. The Indonesian
financial intelligence unit has several functions:

» prevention and eradication of money laundering crime;

« management of data and information which is acquired by the Indonesian
Financial Transaction Report and Analysis Centre;

 supervision of the reporting parties’ compliance; and

 analysis and examination of the report and information of Financial Transactions
which indicate money laundering and/or other criminal action as set out in Article
2 Section (1) Indonesian Law No. 8/2010.

In preventing and eradicating money laundering crime, the Indonesian Financial
Transaction Report and Analysis Centre has the authority to do as follows: requesting
and obtaining data and information from government institutions and/or private
institutions that have the authority to manage data and information, including those
from government institutions and/or private institution which receive reports from
certain professions; the Indonesian Financial Transaction Report and Analysis Centre
set the regulatory standard in identifying suspicious financial transactions;
coordinating the effort of prevention against money laundering with the related
institution; providing recommendations to the government on the effort of the
prevention of money laundering; representing the Government of the Republic of
Indonesia in the organization and international forum associated with the prevention of
money laundering; organizing the education and training of anti-money laundering
programs; and organizing the socialization program of the prevention of money
laundering. Further, the Indonesian Financial Transaction Report and Analysis Centre
is authorized to organize the information system to compile management data and
information.

To ensure the Reporting Party’s compliance, the Indonesian Financial Transaction
Report and Analysis Centre has the following powers: stipulating the provisions and
procedure guidelines of the report from the Reporting Party; stipulating the category of
user who potentially commits the criminal act of money laundering; conducting
compliance audits or special audits; submitting the result of audits to the institution
which is authorized to perform supervision against the reporting party; submitting a
warning to the reporting party who violates the report obligation; providing
recommendations to the institution which is authorized to revoke the business license of
the reporting party; and stipulating the provision of the implementation of the Know
The User principle for the reporting party, the latter of which is without a supervisory
and regulatory agency.

On examination of information and those reports of financial transactions which
indicate money laundering and/or other criminal acts, the Indonesian Financial
Transaction Report and Analysis Centre has the following powers: requesting and
receiving information and reports from the reporting party; requesting information
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from the institution or related parties; requesting information from the reporting party
based on any developments following analysis; requesting information from the
reporting party under the law enforcement institution or its foreign partner; forwarding
the information and/or the analytical result to the applicant institution, either
domestically or abroad; receiving reports and/or information from the public concerning
allegations of money laundering; requesting an explanation from the reporting party
and other parties associated with the allegation of the criminal act of money laundering;
making recommendations to the law enforcement institution on the importance of
interception or tapping against electronic information and/or electronic documents in
accordance with the provision of law and regulation; requesting the financial service
provider to fully or partially discontinue the transaction which is known or suspected of
being as a result of criminal action; requesting information on the progress of the
investigation and, where applicable, that conducted by the investigator on any original
criminal action in the context of money laundering; implementing other administrative
activities within the scope of duty and responsibility, in accordance with the provision of
law and regulation; and forwarding the result of the enquiry to the investigation.

The data and information reported from a financial service provider to the
Indonesian Financial Transaction Report and Analysis Centre should be positively used
to reveal any criminal activities in money laundering cases. Having said this, the data
and information gathered may be subject to misuse; for example, the violation to conceal
data and information or the violation of notifying the user. As a preventative measure,
Indonesian Law No. 8/2010 was enacted. Article 11 states that officials or employees of
the Indonesian Financial Transaction Report and Analysis Centre, investigators,
prosecuting attorneys, judges and anyone who obtains documents or information shall
be obliged to conceal such documents or information, unless legally obligated to do
otherwise. Anyone who violates these provisions shall be subject to a term of
imprisonment for a maximum of four years. Similarly, Article 12 of the Indonesian Law
No. 8/2010 also stipulates that directors, commissioners, officials or the reporting party’s
employees shall be prohibited from notifying the user or the other party, either directly
or indirectly, regarding any suspicious financial report which is being prepared or has
been submitted to the Indonesian Financial Transaction Report and Analysis Centre.
Violations shall be subject to imprisonment for a maximum of five years and a
maximum fine of IDR 1,000,000,000 (Indonesian rupiahs) equivalent with GBP 51,282
(pound sterling) as of October 26, 2014.

The criminalization of such acts demonstrates how the government is trying to
eliminate data misuse.

Financial intelligence investigations as an important element and
national focal point on the prevention and eradication of money
laundering crime
Conducting the above functions is difficult, given Indonesia’s geography and its huge
economic growth. To maximize the efficiency of the Indonesian financial intelligence
unit, the Indonesian Financial Transaction Report and Analysis Centre must foster the
relationship of reporting parties, both in banking and non-banking institutions in
addition to other goods and service providers.

The reporting parties as stipulated under Article 17 Indonesian Law No. 8/2010
includes: banks; finance companies; insurance companies and insurance broker
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companies; financial institutions/pension funds; securities companies; investment
managers; custodians; trustees; postal services as the current account service provider;
traders of foreign currency; card-based payment device service providers; e-money and/
or e-wallet service providers; cooperation that perform activities of savings and loans;
pawn shops; companies that deal in commodities and futures; or remittance service
providers. Similarly, with reporting parties, Indonesian Law No. 8/2010 provides there
are extended reporting parties to include goods and/or other service providers such as:
property companies/property agents; motor vehicle dealers; gems, jewelry and precious
metal dealers; antique and art dealers; or auction houses[2].

The Indonesian Financial Transaction Report and Analysis Centre and the reporting
parties have the task of continuing to observe and monitor all cash and suspicious
financial transactions. The aim is to achieve good synergy between the institutions to
overcome the obstacles in the fight against money laundering. The subject of
anti-money laundering in Indonesia is controversial and, despite preventative measures,
results remain unsatisfactory. There are several possible reasons for this:

 thereluctance of reporting parties and/or goods or service providers to report cash
or suspicious financial transactions; the lack of compliance by reporting parties or
goods or service providers can cause ineffective financial intelligence
investigations;

« lack of regulation concerning the limitation of cash transactions in Indonesia is a
loop-hole for criminals who can easily conceal their crimes and launder their
illegal proceeds by participating in cash transactions;

« lack of public participation to come forward and reveal money laundering crimes,
particularly the monetary proceeds of crime relating to corruption cases and
predicate offences, such as bribery, abuse of authority, grafts by certain
state-apparatus, public officers, law enforcement officers and members of
parliament involved in the cases;

« large financial transactions outside banking institutions that use alternative
transactions such as the alternative remittance system (ARS) or informal value
transfer system for reporting and monitoring avoidance; and

« the large involvement of local or even cross-border companies using company
accounts for the purpose of laundering illegal funds which are not easily traceable.

The traditional payments system uses currency, coins and checks. Currency and coins
can be used to mediate transactions by physical exchange. However, even though cash
is legal tender for the payment of debts, it leaves no audit trail (Kidwell and Peterson,
1990). Therefore, any financial intelligence unit including the Indonesian Financial
Transaction Report and Analysis Centre should be alerted to and made aware of any
unusual cash transactions. The financial institutions through which money is laundered
are frequently corporations or some other form of legal entity. If money is laundered
through such an organization, it is often very difficult to identify an individual who is
subjectively aware of what is going on and who can be held criminally responsible.
Moreover, prosecution of low-level employees does not reach into the boardroom
(Boister, 2012, p. 109).

Exploitation of people in poor countries for the enrichment of wealthy capitalist
institutions is a core dimension of globalization, as mentioned by Rothe and Friedrichs
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(2015): globalization is affecting human society in many different ways (Rothe and
Friedrichs, 2015). Many potential criminal activities could be traced and monitored by
financial intelligence investigations. Furthermore, those agencies are required to
monitor any suspicious financial transactions connected to bribery and corruption, the
latter of which has apparently increased in recent times in line with the growth in
international trade, economic development throughout the world and the reliance of
western nations on product and raw materials from developing countries (Brooks ef al,
2013).

Asia-Pacific Economic Cooperation (APEC) (2008) APEC seminar on securing
remittance and cross-border payment from terrorist use referred to some forms of
money laundering activities — for example, through the ARS. During its development,
the ARS service can be abused or misused by some people for money laundering
purposes or financing terrorism; this is because the ARS is undetected by financial
systems and monitoring. Terrorist organizations can use money transfer facilities to
conduct their illegal activities. Consequently, specific recommendations were
sanctioned at the seminar: economies shall consider consultation/coordination
mechanisms among related agencies, as well as stakeholders, before formulating certain
regulations; continue to implement SR VI and VII, but the implementation should take
into account the political, economic and cultural situation and condition of each
economy; continue to make STR and cash transaction reports as a tool to disrupt and
dismantle terrorist networks; continue to make suitable effective strategies to encourage
informal money remittance operators to apply for a license or register with the regulator.
The strategies may include advertising, training courses, dialogue with ethnic groups
and maintaining relations with overseas workers; increased cooperation between law
enforcement agencies, regulators and financial intelligence units (FIUs) to combat
money laundering and terrorist financing. International cooperation and inter-agency
cooperation is key in intelligence sharing; reducing remittance costs and make money
transfers easier, more efficient, effective and secure for the user of remittance and wire
transfers (APEC Counter Terrorism Task Force, 2008).

Considering remittance service businesses were previously not sufficiently
regulated, wire transfers were often conducted without sufficient information on the
transactions, which made it difficult for law enforcement authorities to trace the money.
Efforts have been made to address these concerns in many economies. For example,
following the introduction of FATF Special Recommendation VII, many economies
introduced a requirement that original documentation should be included when sending
a wire transfer. In remittance service businesses, authorities have made an effort to
bring the sector under the supervision and monitoring of competent authorities, as
required by the FATF Special Recommendation VI. However, still many gaps remain in
the regulatory framework as well as in its enforcement. Despite the requirement to
register with or obtain a license from a designated authority, informal operators can still
be easily found in some economies. Despite the requirement to develop and implement
internal anti money laundering (AML)/countering financing terrorism (CFT) control
measures, compliance with the regulatory requirements is still weak. As far as
enforcement is concerned, poor knowledge by the authorities in many economies of the
industry has the effect of making it more difficult to successfully enforce the regulation.

Therefore, there still exists economic crimes within business and criminal markets,
which are embedded at a transnational level as “global industries” of illegal business
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activity. A criminal industry is a collection of criminal enterprises that conduct business
in the same or a similar kind of business area and/or market. That is, criminal businesses
can be grouped according to the type of criminal industry in which they most participate
(Dean et al., 2010). Hence, the importance of encouraging financial institutions is to
collaborate with the Indonesian Financial Transaction Report and Analysis Centre in
disclosing any suspicious financial transactions as they occur.

The FATF Public Statement on 27 June 2014 stated that Indonesia has taken steps
toward improving its AML/CFT regime, including developing Indonesia’s terrorist
asset-freezing regime. However, despite Indonesia’s high-level political commitment to
work with the FATF and APG to address its strategic CFT deficiencies, Indonesia has
not made sufficient progress in implementing its action plan within the agreed
timelines, and certain key CFT deficiencies remain regarding the development and
implementation of an adequate legal framework and procedures for identifying and
freezing of terrorist assets. The FATF encourages Indonesia to address its remaining
deficiencies in compliance with FATF standards by fully implementing UNSCR 1,267
and clarifying the legal framework and procedures for freezing terrorist assets|3].

These obstacles and weaknesses affect financial intelligence investigations in
Indonesia. The Indonesian Financial Transaction Report and Analysis Centre has an
important part to play in the prevention and eradication of money laundering cases and
the financing of terrorism, by developing good relations with financial institutions to
maximize results.

Developing good synergy between Indonesian financial intelligence units
and reporting parties to build integrity

As regulated in Article 18 of Indonesian Law No. 8/2010, the reporting parties have an
obligation to report and apply the know your customer principle and an obligation to
report to the Indonesian Financial Transaction Report and Analysis Centre during:
performing business relationships with the customer; any financial transactions using
IDR and/or foreign currencies whose value is at least, or equal to, IDR 100,000,000
equivalent with GBP 5,128 (as of October 26, 2014; suspicious financial transactions
associated with money laundering and financing terrorism; the reporting parties
questioning and information provided by the customer. The supervisory and regulatory
agency shall be obliged to implement the supervision toward the compliance of the
reporting parties in applying the know your customer principle[4]. The principle of
know your customer includes: customer identification; customer verification; and
monitoring the customer’s transactions. Furthermore, according to Article 23
Sub-Section (1), the financial service provider shall be obliged to report to the Indonesian
Financial Transaction Report and Analysis Centre:

« suspicious financial transactions;

e cash transactions in the amount of IDR 500,000,000,00 equivalent with GBP
25,641 as of October 26, 2014; or in foreign currency whose value is equal, which
is made in a one-off transaction or in several transactions within one working day;
and/or

 fund transfer financial transactions from and/or to the abroad[5].

Good synergy and cooperation between the Indonesian Financial Transaction Report
and Analysis Centre and the financial institutions as reporting parties will promote the
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integrity of both institutions as well as achieve the national goal of the anti-money
laundering regime. This is particularly important, given the role of banking as a
financial institution; it is considered both progressive and the embodiment of trust in
Indonesia. Indonesian legislation states that if no supervisory and regulatory agency
exists for certain reporting parties or goods/service providers, the know your customer
principle and its supervision thereof shall be set within the Indonesian Financial
Transaction Report and Analysis Centre Regulation, placing an additional duty upon
the organization to supervise and regulate all existing reporting parties or goods/service
providers.

In terms of improvement, the number of reporting parties and/or goods or service
providers should be expanded to include several other professions: public accountants,
advocates and public notaries. Their lack of inclusion as a reporting party is a loophole
for financial intelligence investigations. Based on the method used in money laundering
cases, some criminals are using those professions to conceal illegal funds derived from
predicate crimes, for example, with fraudulent receipts disguised as a professional fee
between the provider and the client. It was even suggested a range of actors/agents
provide money laundering services to criminals. Financial institutions and particularly
banks may be involved or be used as instruments by others. Lawyers, financial
advisors, stockbrokers, insurance agents, real estate agents, accounts, car dealers,
money exchangers, jewelers, pawnbrokers, casinos, art dealers and indeed any
business-providing financial services or handling valuable goods, can engage in money
laundering. Frequently, the perpetrators of the predicate offence carry out the task
themselves. States facilitate money laundering by providing legal guarantees of bank
secrecy and weak regulation to create financial secrecy havens that offer many
launderers an array of opportunities. All of these actors are financially motivated; even
states that provide a legal haven for launderers benefit from the licensing of shell banks
(Boister, 2012, p. 101).

Indonesian Law No.8/2010 demonstrates an improvement situation expanding the
reporting parties to include other goods and service providers. Prior to this, reporting
parties only covered banking and non-banking financial institutions. However, this still
remains inadequate, given the low number of reported financial transactions. To
increase financial transaction reports from all the reporting parties and goods or service
providers, the following recommendations have been made: setting up a comprehensive
reporting system between the Indonesian Financial Transaction Report and Analysis
Centre and financial institutions and also goods or service providers, particularly for
those who are not monitored by the supervisory and regulatory agency; creating and
encouraging good synergy and good supervision among financial institutions;
developing a new paradigm on reporting parties and goods or service providers to
encourage active participation in preventing and eradicating money laundering cases;
and a good system of reward and punishment to increase a higher level of compliance
among reporting parties and to reduce the intentionally involvement of financial
institutions or goods or service providers to conceal illicit funds.

An administrative sanction as well as a criminal sanction is a possible option for
reporting parties intentionally involved in any laundered activities with the aim of
concealing illegal funds. The criminal law is used to punish violators and to convey the
message that the behavior in question is harmful, morally repugnant and not to be
tolerated (Benson and Simpson, 2009). The other way to impose sanctions is to impose
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fines. Fines are the most common penalty and provide a meaningful deterrent if the risk
of apprehension is high; they also increase the efficiency of offence processing because
they are simple to administer. However, efficient punishment does not necessarily result
in effective punishment (Bull, 2010).

The criminalization of money laundering through transnational criminal law
means that today there is a growing global acceptance that it constitutes a harmful
criminal activity separate from the predicate offences that produce criminal
proceeds (Boister, 2012, p. 111). In the fight against economic crime, international
cooperation is unavoidable. Gaspar, as quoted by Dean et /. (2010, p. 182), says that
the nature of the globalization of the markets has increased the risk of international
crimes. This has broadened the nature of organized crime and places the
investigator in the position of needing international co-operation in the generation of
information, the design and execution of proactive operations and prosecutions.
Money laundering cases, which are also part of white collar crime, show the
involvement of deception, concealment and the abuse of trust in society. Tracing
illegal funds can also lead to tracing the offender, and this, in turn, is a way by which
financial intelligence investigations can reduce economic crime. Having said this,
Friedrich Schneider (2012) asserts that tracking down the money in money
laundering cases becomes very difficult because getting legal permission to pursue
bank accounts in multiple jurisdictions can take years. Financial intelligence
investigations have an important role to play in the eradication of economic crime
such as money laundering. While their function is to pursue the offender and trace
the assets, it could also function as a strategy to develop assessments on potential
threats and ways to address these threats, by allocating more resources and
providing a more effective response to economic threats. However, financial
intelligence investigation reports should be protected from misuse and misconduct.

Conclusion

The role of financial intelligence units in supervising and monitoring cash and/or
suspicious financial transactions is a necessity. It is important that investigations
conducted by the Indonesian Financial Transaction Reports and Analysis Centre are
assisted by the active participation of reporting parties such as banking and
non-banking institutions, and other goods and service providers. Financial intelligence
investigations remain important in the prevention and eradication of both money
laundering crime and the financing of terrorism; equally important is developing good
synergy with financial institutions to improve efficiency and build integrity.

In supervising and monitoring financial transactions in Indonesia, the Indonesian
financial intelligence unit has several functions: prevention and eradication of money
laundering crime; management of data and information (acquired by financial
intelligence units); supervision of the reporting parties’ compliance; and analysis and
examination of reports and information on financial transactions which indicate money
laundering and/or other criminal acts. Conducting these financial intelligence
investigations is not an easy task, given Indonesia’s geography and the extent of its
economic growth. To maximize the functions of the Indonesian financial intelligence
unit, the Indonesian Financial Transaction Reports and Analysis Centre must foster the
active role of reporting parties, both within banking and non-banking institutions, and
other goods and service providers. All have a continuing duty to observe and monitor
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cash and/or suspicious financial transactions. A further purpose is to discourage
financial institutions from involvement in such criminal activities, but instead
collaborate with the Indonesian Financial Transaction Report and Analysis Centre to
disclose any suspicious financial transactions which may occur. The aim of good
synergy is to overcome the obstacles as well as achieve the national goal of the
anti-money laundering regime.

Notes

1. This paper is based on a presentation that was delivered at The 32nd International
Symposium on Economic Crime, Jesus College, University of Cambridge, UK, 1-7 September
2014.

2. See Article 17 Indonesian Law Number eight Year 2010.

3. Available at: www .fatf-gafi.org/countries/d-i/indonesia/documents/public-statement-june-
2014.html (accessed 8 August 2014).

4. See Article 18 Indonesian Law Number eight Year 2010.
5. See Article 23 Sub-Section (1) Indonesian Law Number eight Year 2010.
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