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A B S T R A C T

The mission of an intrusion detection system (IDS) is to monitor network activities and assess whether or
not they are malevolent. Specifically, anomaly-based IDS can discover irregular activities by discriminating
between normal and anomalous deviations. Nonetheless, existing strategies for detecting anomalies generally
rely on single classification models that are still incapable of reducing the false alarm rate and increasing the
detection rate. This study introduces a dual ensemble model by combining two existing ensemble techniques,
such as bagging and gradient boosting decision tree (GBDT). Multiple dual ensemble schemes involving various
fine-tuned GBDT algorithms such as gradient boosting machine (GBM), LightGBM, CatBoost, and XGBoost, are
extensively appraised using multiple publicly available data sets, such as NSL-KDD, UNSW-NB15, and HIKARI-
2021. The results indicate that the proposed technique is a reasonable solution for the anomaly-based IDS
task. Furthermore, we demonstrate that the combination of Bagging and GBM is superior to all alternative
combination schemes. In addition, the proposed dual ensemble (e.g., Bagging-GBM) is considerably more
competitive than similar techniques reported in the current literature.
1. Introduction

As computer networks, e-commerce, and web services have grown
at a rapid pace; there has been a great demand for cyber security at-
tack prevention and detection measures. An intrusion detection system
(IDS) is one solution that enables monitoring network traffic activities
and identifying whether or not such activities or contents are mali-
cious (Denning, 1987; Sommer & Paxson, 2010). An IDS is also meant
to give alarms and generate information upon detecting malicious
activities (Wang, Fok, & Thing, 2022; Zhang & Liu, 2022). While the
vast majority of intrusion detection systems are meant to identify and
report suspicious network activity, it is notable that advanced solutions
can block potentially malicious network traffic (Scarfone, Mell, et al.,
2007).

An IDS can be broadly broken down into two distinct categories
according to its objectives, i.e., anomaly and signature-based detec-
tors (Alazzam, Sharieh, & Sabri, 2020). An anomaly-based detector
identifies irregular activities by locating discrepancies in normal net-
work traffic. Despite the fact that anomaly-based detectors are more
effective in recognizing new sorts of attacks, they are commonly
disadvantaged by a high level of false alarm rate. Conversely, a signa-
ture-based detector can efficiently differentiate between legitimate
and fraudulent activity based on predefined traffic patterns. While
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signature-based detectors are convincing at recognizing known attacks,
they are incapable of discovering unexpected attacks or variants of
existing ones (Yang, Zheng, Wu, Yang, & Wang, 2020; Zhang, Huang,
Wu, & Li, 2020; Zhong et al., 2020).

A lot of machine learning (ML) algorithms have been developed
with the aim of improving the performance of IDS. They have be-
come the backbone of IDS due to their learning capability (Mishra,
Varadharajan, Tupakula, & Pilli, 2018). However, several prior re-
searches have been focus on the individual classifiers which are still
ineffective in terms of detection rate and false alarm rate. Several
learning algorithms have been taken into account for building IDS,
such as DT (Nancy et al., 2020), SVM (Zhang, Li, Lv, Sangaiah, &
Huang, 2020), genetic algorithm (Sai Satyanarayana Reddy, Chatterjee,
& Mamatha, 2019), particle swarm optimization (Kan et al., 2021),
statistical approach (Amma, Selvakumar, & Velusamy, 2020), and other
swarm intelligence techniques (Nasir, Khan, Khan, & Fatima, 2022).
There was one issue with the original concept of employing ML in
IDS, and that issue was the possibility that a single classifier would not
be powerful enough to construct an effective IDS (Aljanabi, Ismail, &
Mezhuyev, 2020; Chkirbene et al., 2020). As a results, it is unfeasible
for a single classifier to effectively function in all settings and for all.
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List of Acronyms

ACO Ant Colony Optimization
BA Bat Algorithm
CBF Correlation-based Filter
CFS Correlation-based Feature Selection
CM Consistency Method
CNN Convolutional Neural Network
CR Conjunctive Rule
CV Cross Validation
DL Deep Learning
DNN Deep Neural Network
DSSTE Difficult Set Sampling Technique
DT Decision Tree
FCBF Fast Correlation-based Filter
FOS Feature-oriented Stacking
GA Genetic Algorithm
GBDT Gradient Boosting Decision Tree
GBM Gradient Boosting Machine
GRU Gated Recurrent Unit
HGB Histogram-based Gradient Boosting
IBL Instance-based Learning
IFA Improved Firefly Algorithm
k-NN k-Nearest Neighbor
LR Logistic Regression
LSTM Long Short Term Memory
ML Machine Learning
MLP Multilayer Perceptron
MOE Mixture-of-Experts
MOIA Multi-Objective Immune Algorithm
MPV Maximum Probability Voting
MRN Multimodal Residual Network
NB Naive Bayes
NN Neural Network
PA Penalizing Attribute
PCA Principle Component Analysis
PSO Particle Swarm Optimization
RF Random Forest
SMOTE Synthetic Minority Oversampling Tech-

nique
SVM Support Vector Machine

Ensemble learning techniques (Sagi & Rokach, 2018; Zhou, 2021)
ave been introduced to tackle a plethora of ML issues and challenges,
nd IDSs are no exception (Tama & Lim, 2021). Ensemble learning
efers to the idea of incorporating multiple classification algorithms to
ake a decision, particularly in supervised ML tasks. The fundamental

oncept behind ensemble learning is that if multiple classifiers are
ombined, the prediction errors of a single classifier are deemed to
e compensated for by other classifiers. As a consequence, the final
rediction of an ensemble will be superior to that of a single classifier.
his article copes with a new anomaly-based IDS technique based on
dual ensemble learner, where a classic bagging (Breiman, 1996) en-

emble technique is utilized to train other gradient boosting ensembles,
.e., gradient boosting machine (GBM) (Friedman, 2001), LightGBM (Ke
t al., 2017), CatBoost (Prokhorenkova, Gusev, Vorobev, Dorogush, &
ulin, 2018), and extreme gradient boosting machine (XGBoost) (Chen
Guestrin, 2016). In addition, we tested the IDS models on three

ifferent data sets, i.e., HIKARI-2021 (Ferriyan, Thamrin, Takeda, &
urai, 2021), NSL-KDD (Tavallaee, Bagheri, Lu, & Ghorbani, 2009),
2

L

and UNSW-NB15 (Moustafa & Slay, 2015) in order to verify the general-
izability of the proposed model. We finally appraised and benchmarked
the proposed model using accuracy, precision, recall, and Matthew
correlation coefficient (MCC) metrics.

In essence, our paper deals with the following goals:

(a) To develop a dual ensemble technique involving a fusion of two
different strategies, such as bagging and GBDT ensembles, for
detecting network anomalies. A hyperparameter tuning on each
GBDT ensemble model has been applied to prevent overfitting.

(b) To compare various ensemble schemes, whether their perfor-
mances are statistically significant in multiple intrusion data
sets.

(c) Lastly, to benchmark our proposed model with the previous
studies available in the current literature.

We structure the rest of this paper as follows. Section 2 presents
n overview of state-of-the-art techniques for anomaly-based intrusion
etection systems, followed by Section 3, which analyzes the research
ap in the existing works and breaks down the paper’s contribution.
ection 4 introduces the proposed dual ensemble learning. Next, the
ata sets and the performance metrics used for the benchmark are pro-
ided in Section 5. Finally, we compare and discuss the experimental
esults in Section 6, and conclude the paper in Section 7.

. Related work

Numerous studies have applied ensemble learning techniques to
evelop anomaly-based intrusion detection systems (IDS). Ensemble
earners have shown a significant improvement over individual learn-
ng models. Recently, Tama and Lim (2021) provided an overview of
ow various ensemble learning models are utilized in the IDS domain.
n the other hand, Resende and Drummond (2018) presented a more

pecific method (e.g., random forest (RF))-based network intrusion
etection. They surveyed 35 prior publications that utilized RF, ei-
her as a classifier or for other non-conventional tasks (e.g., feature
election). More recently, Chou and Jiang (2021) focused on the high-
evel overview of data-driven network intrusion detection, common
ata sets, and a taxonomy of important research areas. In the following
ection, we summarize existing state-of-the-art ensemble techniques for
etwork intrusion detection that were published between 2019 and
022 (see Table 1). More importantly, we classify each publication with
espect to the architecture of the ensemble, base classifier(s), feature
election, validation technique, and data sets.

The ensemble method can be grouped into two main folks: ho-
ogeneous (e.g., the same types of classifiers) and different types of

lassifiers that lead to heterogeneous ensembles (Zhou, 2012). Existing
nomaly-based IDS techniques have extensively considered different
ypes of classifiers as base learners, while voting is used as a fusion
ethod. Specifically, majority voting (e.g., dictatorship) (Khonde &
lagamuthalvi, 2019; Krishnaveni & Prabakaran, 2019; Krishnaveni,
ivamohan, Sridhar, & Prabakaran, 2021; Salo, Nassif, & Essex, 2019;
haseen et al., 2020), weighted majority voting (Feng & Dou, 2021;
rishnaveni, Sivamohan, Sridhar, & Prabhakaran, 2022; Tian, Han,
sieh, Li, & Castiglione, 2021), average voting (Zhou, Cheng, Jiang,
Dai, 2020), and quadratic ensemble (Yang, Zheng et al., 2020) have

een prevalent in the current literature. Another ensemble architecture
mploying a meta-combination technique (e.g., meta-learning) has also
een implemented. Meta-learning is a process of learning from classi-
iers. A meta-classifier is trained in two or more stages, instead of a
ingle stage for standard classifiers. Stacking (Wolpert, 1992) is likely
he most prevalent meta-learning strategy. Several studies (Folino,
olino, Guarascio, Pisani, & Pontieri, 2021; Jain & Kaur, 2021; Luo
t al., 2020; Rashid, Kamruzzaman, Imam, Wibowo, & Gordon, 2022)
rgue that stacking is able to produce the best performance accuracy,
specially when ’strong classifiers’ are utilized (Nkenyereye, Tama, &

im, 2021; Tama & Lim, 2021; Tama, Nkenyereye, Islam, & Kwak,
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Fig. 1. Proposed dual ensemble model for anomaly-based intrusion detection system.
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2020). It is to be noted that the original goal of ensemble method is
to boost ’weak classifiers’, which can be tree learners, Bayesian algo-
rithms, neural networks, or other kinds of weak learning algorithms.
Previous studies have used the term ’strong classifier’ to emphasize the
concept of an ensemble learner, the base learner of which is another
ensemble (Van der Laan, Polley, & Hubbard, 2007).

Furthermore, homogeneous ensembles have been applied in this dis-
cussed domain. They include random forest (Abdulhammed, Faezipour,
Abuzneid, & AbuMallouh, 2019; Al & Dener, 2021; Gupta, Jindal, &
Bedi, 2022; Liu, Wang, Lin, & Liu, 2020; Nazir & Khan, 2021; Seth,
Chahal, & Singh, 2021; Wei, Chen, Lin, Ji, & Chen, 2020; Wu & Li,
021; Zhang, Li, Liu, & Dong, 2021) and boosting ensembles (Gupta
t al., 2022; Halim et al., 2021; Liu, Gao, & Hu, 2021; Liu et al.,
020; Mazini, Shirazi, & Mahdavi, 2019; Moustafa, Turnbull, & Choo,
019; Seth et al., 2021; Tama & Rhee, 2019; Wang, Liu, & Sun, 2022;
ei et al., 2020; Wu & Li, 2021). Particularly, recent development

f gradient boosting ensembles such as XGBoost (Chen & Guestrin,
016) and LightGBM (Ke et al., 2017) have been deployed to improve
he detection performance of anomaly-based IDS. Besides, classical
oosting algorithms such as Adaboost (Freund, Schapire, & Abe, 1999)
nd gradient boosting machine (GBM) (Friedman, 2001) can be found
n the recent literature.

. Research gap and contributions

As discussed in Section 2, most anomaly-based IDS techniques focus
n using individual classifier ensemble approaches, either utilizing ho-
ogeneous or heterogeneous architecture models. More precisely, re-

ent advancements in gradient boosting ensembles such as XGBoost and
ightGBM have been taken into account. Such ensemble models, how-
ver, are primarily used as a standalone classifier rather than as a base
lassifier in another ensemble. Moreover, Catboost (Prokhorenkova
t al., 2018) has not been seen in this application domain, either as
n individual classifier or as a constituent of an ensemble. Inspired
y such open research issues, we propose a dual ensemble model for
nomaly-based IDS by incorporating two different classifier ensemble
odels, such as bagging (Breiman, 1996) and state-of-the-art gradient

oosting decision tree (GBDT) models (e.g., GBM (Friedman, 2001),
ightGBM (Ke et al., 2017), CatBoost (Prokhorenkova et al., 2018),
nd XGBoost (Chen & Guestrin, 2016)). As far as we know, our dual
nsemble model is the first to be designed in this domain of interest; it
rovides an effective detection model for anomaly-based IDS.

The contributions of this paper can be viewed from the following
ifferent angles:

(a) Rather than using GBDT as a standalone ensemble scheme, we
employ a bagging procedure to improve the performance of
GBDT ensemble models.
3

(b) We demonstrate that the proposed method significantly im-
proves the detection rate on three distinct intrusion data sets
when compared to several state-of-the-art techniques through a
detailed performance evaluation.

(c) Performance differences among various configuration ensemble
models are verified through a two-step statistical significance
test involving the Friedman and Nemenyi tests to illustrate the
performance improvement evidenced by the proposed model.

. Method

This section provides the proposed dual ensemble technique for
nomaly-based intrusion detection system. We propose a dual ensemble
trategy based on a bagging technique for blending strong classification
lgorithms for network anomaly detection (see Fig. 1). In this study,

we take into consideration the following constituents: GBM (Friedman,
2001), LightGBM (Ke et al., 2017), CatBoost (Prokhorenkova et al.,
018), and XGBoost (Chen & Guestrin, 2016). GBM has been utilized
n the previous work (Tama & Rhee, 2019), whereas XGBoost is recog-

nized to be a high-performing classifier in various domains, especially,
the domain that uses tabular data (Borisov et al., 2021; Shwartz-Ziv &
Armon, 2022).

4.1. Training GBDT algorithms via bagging

A bagging approach (e.g., bootstrap aggregating) (Breiman, 1996)
is formulated using 𝛹 gradient boosting ensemble models constructed
from bootstrap replicates (e.g., 𝐵𝑆) of the original training set. By
sampling with a replacement, an instance of 𝛼 training instances will
be formed from a training data set comprising 𝛼 training instances.
Certain unique instances exist multiple times in the sample, while
others are not. The 𝛹 instances of 𝛼 training instances are acquired
by repeatedly iterating the procedure. Next, using the base learning
algorithm (e.g., gradient boosting ensembles (GBDT) in our case),
individual gradient boosting model can be trained on each sample.

Assuming 𝛹 constituents {ℎ1, ℎ2,… , ℎ𝛹 } are given, and the objec-
tive is to blend ℎ𝑖 to predict the class label from a set of 𝜏 potential
lass labels {𝑐1,… , 𝑐𝜏}. Consider the final class prediction of ℎ𝑖 for a
iven instance 𝐱 to be a 𝜏-dimensional vector (ℎ1𝑖 (𝐱),… , ℎ𝜏𝑖 (𝐱))

𝛹 , where
ℎ𝑗𝑖 (𝐱) is the result of ℎ𝑖 for the class label 𝑐𝑗 . Consequently, ℎ𝑗𝑖 (𝐱) ∈ {0, 1}
has the value 1 if ℎ𝑖 predicts 𝑐𝑗 as the class label, and 0 otherwise.
Majority voting allows each constituent to vote for one class label, and
final class prediction 𝐻(𝐱) that obtains more than half of the votes
is elected. Algorithm 1 summarizes the procedure of a bagging-based
gradient boosting ensemble model.
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Table 1
Classification of previous anomaly-based intrusion detectors using ensemble learning, chronologically ordered by year of publication.

Author(s) Ensemble
scheme

Base learner(s) Feature
selection

Validation
method

Data set Remarks

Abdulhammed et al. (2019) RF – – – CICIDS 2017 The proposed system can detect attacks when
handling the imbalanced class distribution with
fewer samples

Khonde and Ulagamuthalvi
(2019)

Voting NN, k-NN, DT,
RF, SVM

Gini index Hold-out NSL-KDD All classifiers operate on a distributed network
where every identified anomaly is transformed
into a signature to prevent subsequent attacks.

Krishnaveni and Prabakaran
(2019)

Voting Naive Bayes,
SVM, Logistic
regression

– Hold-out Honeypot The proposed method is deployed on cloud
environment.

Mazini et al. (2019) Adaboost – Artificial bee
colony

Hold-out NSL-KDD, ISCX
2021

The proposed technique improves detection
performance in terms of accuracy and detection
rate.

Moustafa et al. (2019) Adaboost NN, Naive
Bayes, DT

Correlation
coefficient

CV UNSW-NB15, NIMS
botnet

The proposed features have the potential for
both characteristics of normal and malicious
behavior.

Salo et al. (2019) Voting SVM, k-NN,
MLP

Information
gain, PCA

Hold-out NSL-KDD, Kyoto
2006, ISCX 2012

The proposed technique integrate multiple
feature reduction approaches.

Tama, Comuzzi, and Rhee
(2019)

Rotation forest,
bagging

CR PSO, ACO, GA Hold-out NSL-KDD,
UNSW-NB15

A two-stage ensemble approach is proposed.

Tama and Rhee (2019) GBM – – Hold-out, CV NSL-KDD,
UNSW-NB15, Wi-Fi
intrusion dataset

The performance of the anomaly detector is
obtained through the fine-tuning of a GBM.

Zhou et al. (2020) Average voting C4.5, RF,
forest PA

CFS+BA CV, Hold-out NSL-KDD, AWID,
CICIDS2017

A heuristic-based feature dimensionality
reduction technique is proposed.

Liu et al. (2020) RF, XGBoost – – Hold-out NSL-KDD,
CICIDS2018

A novel DSSTE algorithm is proposed to
overcome class imbalance problem.

Tama et al. (2020) Stacking RF, GBM,
XGBoost

– CV, Hold-out CICIDS2017,
NSL-KDD,
UNSW-NB15

Stacking is built using strong learners.

Wei et al. (2020) RF, XGBoost – MOIA CV NSL-KDD,
UNSW-NB15

Ensemble learners are not considered as the
main classifiers.

Thaseen et al. (2020) Voting LSTM GA CV NSL-KDD,
UNSW-NB15

Homogeneous ensemble of LSTM is proposed.

Yang, Sheng, and Wang
(2020)

Quadratic
ensemble

GBDT, GRU – Hold-out CICIDS2017 Temporal and spatial features are combined.

Luo et al. (2020) Stacking MRN, LSTM,
CNN

– Hold-out CSIC2010 Various DL models are utilized.

Feng and Dou (2021) Weighted voting 11 classifiers – CV KDD99, CICIDS2017 A dynamic selection method is used to select
the base classifiers.

Nkenyereye et al. (2021) Stacking DNN – CV and
Hold-out

NSL-KDD,
CICIDS2017,
UNSW-NB15

An ensemble of deep learning models is
proposed.

Seth et al. (2021) RF, XGBoost,
HGB, LightGBM

– RF+PCA CV CICIDS2018 A hybrid of SMOTE and undersampling is
proposed to address the class imbalance
problem.

Wu and Li (2021) RF, Boosting – FCBF, CBF, CM CV KDD99 Ensemble learners are not considered as the
main classifiers.

Halim et al. (2021) XGBoost – GA CV CIRA-CIC-DoHBrw-
2020, Bot-IoT,
UNSW-NB15

GA-based feature selection with a new fitness
function is proposed.

Nazir and Khan (2021) RF – Gain ratio,
Chi-squared,
Pearson
correlation

Hold-out UNSW-NB15 A hybrid of Tabu search and RF is employed
for feature selection.

Liu et al. (2021) LightGBM – – CV NSL-KDD,
UNSW-NB15,
CICIDS2017

An adaptive synthetic oversampling method is
used to tackle imbalanced data issue.

Al and Dener (2021) RF – – Hold-out CIDDS-001,
UNSW-NB15

SMOTE+Tomek Links are proposed to
overcome the class imbalance issue.

Jain and Kaur (2021) Stacking RF, LR K-means Hold-out NSL-KDD,
CIDDS2017, Testbed

Distributed ML-based ensemble technique is
proposed.

Tian et al. (2021) Weighted voting C4.5, MLP, IBL IFA CV NSL-KDD,
UNSW-NB15

An improved firefly algorithm is proposed for
feature selection.

Zhang et al. (2021) RF – – CV NSL-KDD,
UNSW-NB15,
CICIDS2017

A multi-dimensional feature fusion and stacking
ensemble mechanism is proposed.

Folino et al. (2021) MPV, Stacking,
FOS, MOE

DNN – Hold-out ISCX, CICIDS2017 Data resampling, imbalance aware loss function
are proposed to address the class imbalance.

Krishnaveni et al. (2021) Majority voting SVM, NB, LR,
DT

Filter and
univariate
ensemble

CV Honeypot,
NSL-KDD, Kyoto

Univariate ensemble-based feature selection is
proposed.

(continued on next page)
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Table 1 (continued).
Author(s) Ensemble

scheme
Base learner(s) Feature

selection
Validation
method

Data set Remarks

Krishnaveni et al. (2022) Weighted
majority voting

SVM, LR, NB,
DT

Gain-ratio,
chi-squared,
information
gain

Hold-out Honeypot,
NSL-KDD, Kyoto

An improved weighted majority voting
ensemble is proposed.

Rashid et al. (2022) Stacking DT, RF,
XGBoost

SelectKbest CV NSL-KDD,
UNSW-NB15

A tree-based stacking ensemble is proposed.

Gupta et al. (2022) XGBoost, RF – – Hold-out NSL-KDD,
CIDDS-001,
CICIDS2017

The proposed models is made up of cost
sensitive DL and ensemble learning.

Wang, Liu et al. (2022) LightGBM – DNN Hold-out KDD99, NSL-KDD,
UNSW-NB15

A novel ensemble feature selection-based DNN
is proposed.
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Algorithm 1: A bagging-based gradient boosting ensemble model
for anomaly-based intrusion detection system
Training:
Require: Original training set 𝐷 = {(𝐱1, 𝑦1), (𝐱2, 𝑦2), ..., (𝐱𝛼 , 𝑦𝛼)};
Base learning algorithms, e.g., GBDT; Number of base learning
algorithm 𝛹 ; Sample size 𝜇.

1. 𝜓 ←1
2. repeat
3. 𝐷𝜓 ← a sample of 𝜇 instances from 𝐷 with replacement.
4. Build classifier ℎ𝜓 using GBDT with 𝐷𝜓 as the training set.
5. 𝜓 ← 𝜓 + 1
6. until 𝜓 > 𝛹
Testing:
Require: An instance to be classified 𝐱.
Output: Predicted class label 𝑐
1. 𝐶𝑜𝑢𝑛𝑡𝑒𝑟1, ..., 𝐶𝑜𝑢𝑛𝑡𝑒𝑟𝑦 ← 0
2. for 𝑖 = 1 to 𝛹 do
3. 𝑣𝑜𝑡𝑒𝑖 ← ℎ𝑖(𝐱)
4. 𝐶𝑜𝑢𝑛𝑡𝑒𝑟𝑣𝑜𝑡𝑒𝑖 ← 𝐶𝑜𝑢𝑛𝑡𝑒𝑟𝑣𝑜𝑡𝑒𝑖 + 1
5. end for
6. 𝑐 ← the class label with the largest number votes.
7. Return 𝑐

4.2. Base GBDT algorithms

Next, we describe the constituents of the bagging ensemble as
follows. Gradient boosting ensemble, also known as gradient boosting
decision tree (GBDT), is a classifier ensemble that integrates multiple
individual weak classifiers into a single strong classifier. Typically, it
is an additive model (e.g., linear addition of weak classifiers) that
utilizes the classification and regression tree (CART) algorithm as its
weak model. Let 𝐷 = {(𝐱𝑖, 𝑦𝑖)|𝑖 ∈ {1,… , 𝛼}, 𝐱𝑖 ∈ R𝜂 , 𝑦𝑖 ∈ R} be the
network intrusion data set containing 𝜂 features and 𝛼 instances. Given
a collection of 𝜏 trees, the prediction output 𝑦(𝐱̂)𝜏 for an input 𝐱 is
omputed by summing the predictions from each tree 𝑦(𝐱̂)𝜏 as shown
n the following formula.

(𝐱̂)𝜏 =
𝜏
∑

𝑖=1
𝑓𝑖(𝐱) (1)

here 𝑓𝑖 is the output of the 𝑖th regression tree of the 𝜏−tree ensemble.
o construct the (𝜏+1)-th tree, GBDT minimizes a regularized objective
unction 𝑂𝑏𝑗𝑡 as follows.

in{𝑂𝑏𝑗(𝑓 )𝑡} = min{𝛺(𝑓 )𝑡 + 𝛩(𝑓 )𝑡} (2)

here 𝛺(𝑓 )𝑡 is loss function and 𝛩(𝑓 )𝑡 is a regularization function to
control the over-fitting. The loss function 𝛺(𝑓 )𝑡 measures the difference
between the prediction 𝑦𝑖 and the target 𝑦𝑖. On the other hand, the
regularization function is defined as 𝛩(𝑓 )𝑡 = 𝛾𝑇 + 1

2𝜆‖𝑤‖
2, where 𝑇

and 𝑤 represent the number of leaves and leaf weights in the tree,
respectively.
5

In the following section, additional details concerning the base
gradient boosting ensemble models, their hyperparameter settings to
tune, and the default learning parameters are provided.

4.2.1. Gradient boosting machine (GBM)
GBM (Friedman, 2001) was the first version of gradient boosting-

ased ensemble that adopts a forward learning strategy. Tree are pro-
uced in a sequential fashion, where subsequent trees rely on the out-
omes of the preceding trees. Formally, GBM is accomplished through
he iterative construction of a set of functions 𝑓 0, 𝑓 1,… , 𝑓 𝑡, given a
oss function 𝛺(𝑦𝑖, 𝑓 𝑡). Suppose that function 𝑓 𝑡 has been constructed,
e can optimize our estimates of 𝑦𝑖 by discovering another function
𝑡+1 = 𝑓 𝑡 + ℎ𝑡+1(𝐱) such that ℎ𝑡+1 diminishes the estimated value of the

loss function. Therefore,

ℎ𝑡+1 = argmin
ℎ∈𝐻

E𝛺
(

𝑦, 𝑓 𝑡
)

(3)

Where 𝐻 represents the collection of candidate decision trees being
onsidered for inclusion in the ensemble. In addition, the definition of
𝑡+1 enables us to express the expected value of the loss function 𝛺 in
erms of 𝑓𝑡 and ℎ𝑡+1:

𝛺(𝑦, 𝑓 𝑡) = E𝛺
(

𝑦, 𝑓 𝑡 + ℎ𝑡+1
)

(4)

To determine a rough approximation of the ℎ𝑡+1 that minimizes E
𝛺(𝑦, 𝑓 𝑡 + ℎ𝑡+1), we might look at the direction in which the gradient
of 𝛺 with respect to 𝑓𝑡 is falling the fastest. Given these conditions,
ℎ𝑡+1 can be estimated as:

ℎ𝑡+1 ≈ argmin
ℎ∈𝐻

E
(

𝜕𝛺𝑦
𝜕𝑓 𝑡

− ℎ
)2

(5)

This technique is referred known as the original idea of GBM
ecause it utilizes the partial derivatives (e.g., gradients) of the loss
unction 𝛺 with respect to the function 𝑓 𝑡 to determine ℎ𝑡+1. The learn-

ing hyperparameters of GBM were set as follows. Bernoulli distribution
was used for all data sets, while the other hyperparameters such as
number of trees, interaction depth, and learning rate (e.g., shrinkage) were
obtained through random search technique.

4.2.2. LightGBM
LightGBM (Ke et al., 2017) is one of the efficient gradient boosting

tree implementations that uses histogram and leaf-wise algorithms to
boost both the computational power and prediction accuracy. His-
togram approach is used to fuse features that are mutually incompati-
ble. The fundamental concept is to discretize the continuous features
into 𝑛 integers before constructing an 𝑛-width histogram. The train-
ing data is scanned based on the discretized values of the histogram
to find the decision tree. The histogram approach significantly de-
creases the time complexity. Moreover, in LightGBM, the leaf with the
largest splitting gain was identified and subsequently divided using
a leaf-wise approach. The downside of leaf-wise is that it may yield
overfitting and a deeper decision tree. LightGBM thus adds a maximum
depth restriction to leaf-wise to guarantee high efficiency and avoid
overfitting.
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Typically, the information gain is leveraged to split each node in a
decision tree algorithm. LightGBM, on the other hand, utilizes gradient-
based one-side sampling (GOSS) to calculate variance gain in order to
find the split point. Let  be the training data set on a fixed node
in decision tree. The absolute values of the gradients of the training
examples are first sorted descendingly, and the top 𝑎 × 100% data
samples of gradient values, denoted 𝐴, are chosen. Then, from the
remaining samples 𝐴𝑐 , a subset 𝐵 of size 𝑏 × |𝐴𝑐 | is chosen randomly.

t last, the instances are split via the estimated variance 𝑉 on 𝐴 ∪ 𝐵.
he variance gain of the node’s split feature 𝑘 at point 𝑐 is defined as:

𝑘(𝑐) =
1
𝑛

(

(

∑

𝐱𝑖∈𝐴𝑙 𝑖 +
1−𝑎
𝑏

∑

𝐱𝑖∈𝐵𝑙 𝑖
)2

𝑛𝑗𝑙 (𝑐)
+

(

∑

𝐱𝑖∈𝐴𝑟 𝑖 +
1−𝑎
𝑏

∑

𝐱𝑖∈𝐵𝑟 𝑖
)2

𝑛𝑗𝑟(𝑐)

)

(6)

where 𝐴𝑙 = {𝐱𝑖 ∈ 𝐴 ∶ 𝐱𝑖𝑗 ≤ 𝑐}, 𝐴𝑟 = {𝐱𝑖 ∈ 𝐴 ∶ 𝐱𝑖𝑗 > 𝑐},
𝑙 = {𝐱𝑖 ∈ 𝐵 ∶ 𝐱𝑖𝑗 ≤ 𝑐}, 𝐵𝑟 = {𝐱𝑖 ∈ 𝐵 ∶ 𝐱𝑖𝑗 > 𝑐},  denotes the negative

gradient of the loss function, and 1−𝑎
𝑏 is utilized to normalize the sum

of gradients. We set the hyperparamters of LightGBM that were not
searched by random search as follows. Number of leaves is 2𝑚𝑎𝑥_𝑑𝑒𝑝𝑡ℎ,
maximum_bin = 100, boosting_type: ‘gbdt’, and enabled force_row_wise.

4.2.3. CatBoost
CatBoost (Prokhorenkova et al., 2018) is developed based on sym-

metric decision trees. It is acknowledged as the classification algorithm
that can deliver superior result and ten times prediction speed against
other approaches without symmetric decision trees. Unlike previous
GBDT algorithms, CatBoost can handle gradient bias and prediction
shift to increase the prediction accuracy and generalization ability in
a large data set. In addition, CatBoost is made up of two essential
algorithms: ordered boosting, which computes leaf values during tree
structure selection to prevent overfitting, and an unique technique for
processing categorical features during the training process.

Instead of employing one-hot encoding to encode categorical vari-
ables, CatBoost uses the phrase ‘‘ordered target statistic’’, a value
obtained from the ground truth output values matching specific values
of an absolute attribute in a dataset. CatBoost selects the data to utilize
for fitting ℎ𝑡+1 by placing the elements of 𝐷 in an arbitrary order using
a random permutation 𝜑. Let 𝜑(𝑚) represents the 𝑚th element of 𝐷
under 𝜑, together with 𝐷𝑚 = {𝐱1, 𝐱2,… , 𝐱𝑚−1}, ordered by the random
permutation 𝜑. CatBoost utilizes 𝐷𝑚 to fit the decision tree ℎ𝑡+1, and
the data 𝐷 to figure out if ℎ𝑡+1 is the decision tree that minimizes
E𝛺

(

𝑦, 𝑓 𝑡 + ℎ𝑡+1
)

.
Another unique technique of CatBoost is called indicator function

I, which transforms the values of a categorical feature to a numerical
value. More precisely, the indicator function I𝑥𝑘𝑙 =𝑥𝑘𝑚

returns 1 if the
𝑘th component of the input vector 𝐱𝑙 and 𝐱𝑚 are equal. Hence, 𝑚
denotes the 𝑚th element based on the random permutation 𝜑 applied
to 𝐷, while 𝑘 assumes the integer values 1 via 𝑚 − 1. Table 3 lists
the hyperparameters of CatBoost along with the search space and their
optimal values.

4.2.4. Extreme gradient boosting (XGBoost)
XGBoost (Chen & Guestrin, 2016) is a scalable end-to-end tree-

boosting technique that produces numerous weak learners that are
sequentially learned. Each subsequent learner corrects the errors made
by the previous one, resulting in an effective model used for classi-
fication task. XGBoost not only enhances the GBDT algorithm for its
overfitting issue, but also increases the performance of real operation
through sparsity-aware metrices and multithreading.

Since boosting is an iterative process, we can express the goal of the
current iteration 𝑚 in terms of the prediction of the previous iteration
̂(𝑚−1)𝑖 , with the help of the most recent tree 𝑓𝑘:

𝑂𝑏𝑗𝑚 =
∑

𝛺(𝑦𝑖, 𝑦̂
(𝑚−1)
𝑖 +

∑

𝛩(𝑓𝑘)) (7)
6

𝑖 𝑘
Table 2
The characteristic of intrusion detection data sets used in this work.

Data set Subset 𝛼𝑡 𝛼− 𝛼+ 𝜂 𝜔𝑅
HIKARI-2021 – 555,278 517,582 37,696 83 0.0728

NSL-KDD KDDTrain+ 125,973 58,630 67,343 41 0.8706
KDDTrain+_20% 25,192 13,449 11,743 41 0.8732

UNSW-NB15 UNSW-NB15_Train 82,332 37,000 45,332 44 0.8162

XGBoost uses the weight 𝑤𝑗 for each leaf to minimize the objective
function. The best leaf weight 𝑤𝑗 in a current tree structure is given as:

𝑤𝑗 = −

∑

𝑖∈𝐼𝑗 𝑔𝑖
∑

𝑖∈𝐼𝑗 ℎ𝑖 + 𝜆
= −

𝐺𝑗
𝐻𝑗 + 𝜆

(8)

where 𝑔𝑖 and ℎ𝑖 are the first and second order derivatives respectively of
he loss function for instance 𝑖. Finally, using the best 𝑤𝑗 , the objective

function for finding the best tree structure is defined as:

𝑂𝑏𝑗𝑚 = −1
2

𝑇
∑

𝑗=1

𝐺2
𝑗

𝐻𝑗 + 𝜆
+ 𝛾𝑇 (9)

There are several XGBoost hyperparameters to tune as given in Ta-
le 3 such as 𝑛𝑟𝑜𝑢𝑛𝑑𝑠, 𝑐𝑜𝑙𝑠𝑎𝑚𝑝𝑙𝑒_𝑏𝑦𝑡𝑟𝑒𝑒, 𝑠𝑢𝑏𝑠𝑎𝑚𝑝𝑙𝑒, 𝑒𝑡𝑎, and 𝑚𝑎𝑥_𝑑𝑒𝑝𝑡ℎ.

5. Performance evaluation

The evaluation of the proposed detection model is provided here.
Next, we present in detail regarding the experimental settings and the
performance metrics considered in the benchmark evaluation.

5.1. Intrusion detection data sets

To provide more generalized results, particularly on how the pro-
posed detection technique performs in various scenarios, we take into
account 3 different data sets. The data sets are freely available and
have been extensively used for benchmarking purposes in this domain.
For each data set, a class label attribute is assigned as the prediction
target 𝑦 of the classification algorithm. Since the objective of anomaly
detection task is to solve binary classification problem, the class label
attribute is made up of two distinct classes, namely normal and attack.
A total of 4 classification tasks were specified from 3 original data sets.
Table 2 summarizes the characteristics of the data sets utilized in this
study, such as total number of instances (𝛼𝑡), the number of instances
labeled normal (𝛼−), the number of instances labeled attacked (𝛼+), the
umber of input attributes (𝜂), and the imbalance ratio (𝜔𝑅), which can
e defined as the ratio between the number of minority instances and
he number of majority instances. Typically, data sets with an 𝜔𝑅 < 0.5
re considered as highly imbalanced. It is worth mentioning that the
IKARI-2021 data set is the only one data set having 𝜔𝑅 < 0.5. We
iscuss the data sets in the following section.

(a) HIKARI-2021 (Ferriyan et al., 2021)
We considered this data set as it is one of the most recent
benchmark IDS data set available. It is essential to use the
up-to-date data set since the network traffic is evolving over
time. HIKARI-2021 includes the network traffic with encrypted
traces, and was generated with a mixture of ground-truth data.
A more than 80 features were mimicked from the CICIDS-2017
data set (Sharafaldin, Lashkari, & Ghorbani, 2018), yet 4 more
features were appended, such as a source IP address (𝑜𝑟𝑖𝑔𝑖𝑛ℎ),
source port (𝑜𝑟𝑖𝑔𝑖𝑛𝑝), destination IP address, and destination
port. To evaluate our proposed model on this data set, we
adopted ℎ𝑜𝑙𝑑𝑜𝑢𝑡 validation technique, where the original data
set was randomly split up into a training and a testing set. A
common split of 80/20 was employed for model evaluation.
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Therefore, a total of 444,223 instances were used for training
while the remainder is used for testing.

(b) NSL-KDD (Tavallaee et al., 2009)
This data set was introduced to improve the original version of
KDD 99 data set, and has several merits such as: (i) classifi-
cation algorithms would be unaffected and unbiased by more
frequently occurring instances since the redundant instances
were excluded in the training and testing sets; and (ii) it is
easier to undertake an accurate performance evaluation due to
the fact that the number of instances were proportionally chosen
from each difficulty level group. To make a comparable result,
we trained our proposed classifier on the two different training
sets, e.g. KDDTrain+ and KDDTrain+_20% and tested the model
on the two different testing sets, e.g., KDDTest+ and KDDTest-
21. This evaluation scenario allows us to get more reliable
result since the classification model is validated on real unseen
instances. The KDDTest+ and KDDTest-21 consist of 22,544 and
11,850 instances, respectively.

(c) UNSW-NB15 (Moustafa & Slay, 2015)
The data set was produced in the Cyber Range Lab of the
Australian Centre for Cyber Security using a commercial pen-
etration tool, which enables to develop a combination of ar-
tificially modern normal traces and emerging attack behaviors
from network traffic logs. Furthermore, a total of 100 GB 𝑝𝑐𝑎𝑝
files had been collected using a 𝑡𝑐𝑝𝑑𝑢𝑚𝑝 tool, while class label
and features were produced using the Bro-IDS tools. The data
set provides predefined training and testing instances, such as
UNSW-NB15_Train and UNSW-NB15_Test to evaluate the perfor-
mance of machine learning algorithms. In this work, a total of
175,341 testing instances was taken into account.

.2. Performance measures

The performance of dual ensemble model is evaluated based on four
arious metrics, such as accuracy (𝐴𝑐𝑐), precision (𝑃𝑟𝑒𝑐), recall (𝑅𝑒𝑐),

F1, and Matthews correlation coefficient (𝑀𝐶𝐶). Next, we formally
explain those metrics in the following section. A machine learning
algorithm typically predicts the class for each data instance and assigns
a label (e.g., normal or attack) to each sample based on this prediction.
At the end of the classification procedure, each sample belongs to one
of these four categories:

• 𝑇𝑃 : attack instances that are (truly) predicted as attack (True
Positives).

• 𝑇𝑁 : normal instances that are (truly) predicted as normal (True
Negatives).

• 𝐹𝑃 : normal instances that are (falsely) predicted as attack (False
Positives).

• 𝐹𝑁 : attack instances that are (falsely) predicted as normal (False
Negatives).

he categorization is commonly visualized in a contingency (e.g., con-

usion) matrix 𝑀 =
(

𝑇𝑃 𝐹𝑁
𝐹𝑃 𝑇𝑁

)

, which summarizes the outcome of

network anomaly detection (see Fig. 2). Let us define 𝐹𝑁 + 𝑇𝑃 = 𝛼+

and 𝐹𝑃 + 𝑇𝑁 = 𝛼−, hence, a perfect score of a classifier’s performance

is achieved when 𝑀 =
(

𝛼+ 0
0 𝛼−

)

. From the contingency matrix 𝑀 ,

ther performance metrics can be inferred as follows.
𝐴𝑐𝑐 is the ratio between all truly predicted instances and the total

nstances (i.e., 𝛼𝑡) in the dataset:

𝐴𝑐𝑐 = 𝑇𝑃 + 𝑇𝑁
𝛼𝑡

(10)

𝑃𝑟𝑒𝑐 is calculated as the proportion of true positives (𝑇𝑃 ) and all
attack identifications (𝑇𝑃 + 𝐹𝑃 ):

𝑃𝑟𝑒𝑐 = 𝑇𝑃 (11)
7

𝑇𝑃 + 𝐹𝑃 v
Fig. 2. A contingency table that is generally used to illustrate the outcome of
anomaly-based IDS models.

𝑅𝑒𝑐 measures how well a classification algorithm detects actual
ttacks correctly. Formally, it is defined as:

𝑒𝑐 = 𝑇𝑃
𝛼+

(12)

F1 is denoted as the harmonic mean between 𝑃𝑟𝑒𝑐 and 𝑅𝑒𝑐. More
precisely, it is determined by:

𝐹1 = 2 × 𝑃𝑟𝑒𝑐 × 𝑅𝑒𝑐
𝑃 𝑟𝑒𝑐 + 𝑅𝑒𝑐

(13)

Lastly, Chicco and Jurman (2020) argues that 𝑀𝐶𝐶 is more in-
formative than 𝐹1 and 𝐴𝑐𝑐 in balanced and imbalanced data sets.
In addition, 𝑀𝐶𝐶 is shown to be more appropriate than balanced
accuracy, bookmaker informedness, and markedness metrics (Chicco,
Tötsch, & Jurman, 2021). 𝐹1 and 𝐴𝑐𝑐, however, yield reliable estimates
when applied to balanced data sets, but may give misleading results
when applied to imbalanced data sets. Hence, we also utilize 𝑀𝐶𝐶
metric in our validation scenario to provide a more realistic estimates of
the proposed technique. Mathematically, 𝑀𝐶𝐶 is calculated as follows.

𝑀𝐶𝐶 = 𝑇𝑃 × 𝑇𝑁 − 𝐹𝑃 × 𝐹𝑁
√

(𝑇𝑃 + 𝐹𝑃 ) × 𝛼− × (𝑇𝑁 + 𝐹𝑁) × 𝛼+
(14)

. Result and discussion

In this section, the performance results of the proposed model with
arious schemes are provided, followed by an in-depth discussion.

.1. Performance results

We use statistical significant tests to compare the performance of
he proposed model to that of the base models (e.g., GBM, LightGBM,
atBoost, and XGBoost). We first analyze the performance obtained
y the proposed models and the base models based on four perfor-
ance metrics determined in the previous section. A random search

lgorithm (Bergstra & Bengio, 2012) is used to tweak the hyperpa-
ameters of every constituent learner. Table 3 contains a description
f the search space for hyperparameters and the optimal settings for
raining each constituent learner on each dataset. We used default
etting for the other parameters that are not mentioned in the table.
or the implementation, we employ the 𝑚𝑙𝑟3 machine learning frame-
ork (Lang et al., 2019), which provides a 𝑅 interface for conducting

he experiment.
Fig. 3 compares the performance of individual GBDT models and

arious proposed model schemes across different intrusion data sets
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Table 3
The description of hyperparameters search and their optimal values on each data set.

Base models Hyperparameters Search space Optimal values

HIKARI-2021 NSL-KDD UNSW-NB15

GBM
interaction.depth {3,4,5, . . . ,12} 10 11 10
n.trees {100,200,500,1000} 500 200 1000
shrinkage {0.3, 0.1, 0.05, 0.01, 0.005} 0.005 0.1 0.1

LightGBM

max_bin {100,255} 100 100 100
max_depth {3,4, . . . ,20} 4 16 3
data_in_leaf {100,200, . . . ,1000} 800 700 700
learning_rate {0.01,0.02, . . . ,0.3} 0.02 0.13 0.2
lambda_l1 {0,10,20, . . . ,100} 0 30 10
lambda_l2 {0,10,20, . . . ,100} 0 70 100
num_iterations {100,200,500,1000} 1000 100 500
feature_fraction {0.5,0.9} 0.5 0.9 0.9
bagging_fraction {0.5,0.9} 0.5 0.5 0.9
path_smooth {1E−8, 1E-3} 1E−8 1E−3 1E−8
min_gain_to_split {0,1, . . . ,15} 0 0 0

CatBoost

iterations {100,500,1000} 1000 1000 1000
depth {1,2, . . . ,10} 8 6 6
learning_rate {0.01,0.02, . . . ,0.3} 0.01 0.3 0.3
l2_leaf_reg {1,3,5,10,100} 1 3 5
border_count {5,10,20,32,50,100,200} 20 32 50
boosting_type {Ordered,Plain} Ordered Plain Plain

XGBoost

nrounds {100,500,1000} 100 100 1000
colsample_bytree {0.5,0.9,0.1} 0.8 0.6 0.6
subsample {0.5,0.8,0.1} 0.6 0.7 0.8
eta {0,0.1,0.2, . . . ,1.0} 0.3 0.3 0.2
max_depth {3,4, . . . ,12} 9 12 11
a
a
c
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r
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Table 4
Average performance ranking of individual (e.g., base) classifiers based on the Friedman
rank. Best values are denoted in bold.

Metrics CatBoost GBM LightGBM XGBoost

Accuracy 2.125 2.625 2.75 2.5
Precision 1.625 2.125 4 2.25
Recall 2.625 2.375 2.5 2.5
MCC 2.125 2.375 3.25 2.25
F1 2.125 2.625 2.75 2.5

and performance metrics. Each proposed model scheme is denoted as
Bagging- , where  represents an ensemble size (e.g., the number of
onstituent models used). The bagging ensemble shows its superiority
ver individual model when GBM is used as the constituent model,
rrespective of the performance metrics. The performance improvement
f bagging-GBM is more evident on NSL-KDD data set. Similarly, the
erformance increased can be also obtained when we train CatBoost
n a bagging manner. For instance, in terms of recall, F1, and MCC
etrics, bagging-CatBoost performs better than individual CatBoost
hen applied to the Hikari and UNSW-NB15 data sets.

To better understand the behavior of each algorithm in various data
et, we adopt the Ward.D hierarchical clustering algorithm (Murtagh &
egendre, 2014) to cluster the algorithms and data sets (see Fig. 4).
or horizontal observations (e.g., data sets) and vertical observations
e.g., algorithms), we picked 𝑘 = 2 and 𝑘 = 5, respectively, as the
umber of clusters to be created. Using precision and recall metrics as
xamples, there are two distinct groups of data sets, with UNSW-NB15
nd Hikari comprising one group while NSL-KDD and NSL-KDD_20%
omprising the other. On the other hand, considering MCC as an
xample, the clustering approach successfully groups the classifiers ac-
ording to the algorithm family they originally belong to. For instance,
ndividual LightGBM and Bag-LGB- share the same proximity (see
iolet dendogram in Fig. 4d).

We further investigate whether the performance differences are
tatistically significant. Two statistical tests (e.g., Friedman and Ne-
enyi test (Demšar, 2006; Friedman, 1940)) are considered in this

ppraisal procedure. Friedman test is a non-parametric statistical pro-
edure where the rank of each algorithm on each intrusion data set
8

c

Table 5
Average performance ranking of various ensemble schemes based on the Friedman rank.
Best values are denoted in bold.

Classifier schemes Accuracy Precision Recall MCC F1

Bag-CB-10 8.5 11.5 9.5 8.5 8.75
Bag-CB-20 8 8.5 8.75 8 7.75
Bag-CB-30 10.5 11.5 11.5 10.5 10.25
Bag-CB-50 7.75 8.75 9 7.75 8.25
Bag-CB-100 6.5 8.25 9 6.5 6.5
Bag-GBM-10 7.25 8.25 6.875 6.5 7.25
Bag-GBM-20 8.375 8.375 6.5 7.625 8.375
Bag-GBM-30 8.5 8.25 7.875 7.5 8.5
Bag-GBM-50 6.25 6.75 6.375 5.75 6.25
Bag-GBM-100 7.125 7.375 6.375 6.375 7.125
Bag-LGB-10 16.5 18 13 16.75 16.5
Bag-LGB-20 16 16.25 13.75 15.25 15.75
Bag-LGB-30 16.25 18.25 14.5 18.25 16.25
Bag-LGB-50 14.875 16.125 13.625 16.125 14.375
Bag-LGB-100 14.625 16.375 13.625 15.625 14.625
Bag-XGB-10 10.75 6.25 11.5 10.5 11
Bag-XGB-20 12.25 7.75 10 12.25 9.25
Bag-XGB-30 10.375 7.75 12.25 10.25 10.75
Bag-XGB-50 10.25 8 13.75 10.25 12
Bag-XGB-100 9.375 7.75 12.25 9.75 10.5

is calculated not based on the explicit performance metrics (Japkow-
icz & Shah, 2011). Table 4 shows the mean Friedman rank of each
lgorithm as an individual classifier. CatBoost performs better than any
lgorithms as indicated a lower rank value, specifically in terms of ac-
uracy, precision, and MCC metrics, while GBM be the best performing
lgorithm in terms of recall metric. Moreover, Fig. 6 depicts the average
ank of numerous ensemble schemes with varying ensemble sizes and
ase algorithms. The best bagging scheme can be obtained by 50 GBMs,
emonstrating the superiority of the ensemble scheme against other
ivals across the board, particularly with respect to accuracy, recall, F1,
nd MCC metrics. In addition, an improved performance can also be
btained when training XGB classifier in bagging, particularly in terms
f precision metric (see Table 5).

We extend our analysis by conducting another statistical signifi-
ance test based on Nemenyi test (Demšar, 2006). Figs. 5 and 6 depict
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Fig. 3. Performance benchmark between the proposed models (e.g., Bagging-) and their individual models over various intrusion data sets with respect to accuracy, precision,
recall, MCC, and F1 metrics.
the application of significance test derived by combining the signifi-
cance threshold (e.g., critical difference (CD)) from Nemenyi test with
the average ranking from the Friedman test. We plot two horizontal
lines denoting the CD values obtained at each significance level (𝛼 =
0.05 and 𝛼 = 0.01). Therefore, if the rank of an algorithm surpasses the
threshold lines, it has performed poorly. Fig. 5 reveals that LightGBM
performs worse than the rest algorithms with respect to accuracy, MCC,
and precision metrics at all significance levels. However, regarding the
recall metric, there are no significant performance differences between
algorithms. Similarly, Fig. 6 indicates that LightGBM gains no benefit
when it is trained in bagging fashion. For all ensemble schemes con-
taining LightGBM as a base learner, it is evident that they are inferior
to any ensemble schemes across the board.

To demonstrate that our proposed model is superior to previously
published works, we present a comparative analysis using the same
validation method (e.g., holdout) and a complete feature set (e.g., no
feature selection task is performed) on each data set. Table 6 and 7
confirm the effectiveness of the proposed model in comparison with
other similar works. In particular, our anomaly detector reduces the
9

false alarm rate (FPR) significantly by 1.3% on the KDDTest+ set, while
maintaining an excellent precision and F1 scores of 98.67% and 0.915,
respectively. In addition, our detection method is the most effective
detection model to date on the KDDTest-21 set, as measured by all
performance metrics. On the UNSW-NB15_Test set (see Table 8), the
proposed model is superior in all performance metrics with the excep-
tion of the FPR metric, where (Zhang et al., 2021) slightly outperforms
our detection model by 2.11%.

6.2. Discussion

An anomaly-based intrusion detection system (IDS) is a binary
classification problem in which a classification algorithm is designed
to identify computer and network intrusions by monitoring system
activity and characterizing it as either normal or anomaly. The main
contribution of this study is the development of dual ensemble learning,
in which a classical bagging (Breiman, 1996) technique is employed
to enhance the performance of gradient boosting decision tree (GBDT)
algorithms. We proposed a novel dual ensemble learning to improve
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Fig. 4. The result of hierarchical clustering of data sets (horizontal, denoted in two distinguish colors) and algorithms (vertical, denoted in five distinguish colors) with respect
to accuracy (a), precision (b), recall (c), MCC (d), and F1 (e) metrics. The corresponding performance score is depicted in blue in each cell (the darker the color the higher the
score).
Table 6
Performance comparison between the proposed ensemble model and the existing works on KDDTest+. Best values
are denoted in bold.

Ref. Method Accuracy
(%)

FPR (%) Precision
(%)

Recall
(%)

AUC F1

Tama et al. (2019) Two-stage ensemble 85.80 11.7 88.0 – – –
Alzubi, Anbar, Alqattan,
Al-Betar, and Abdullah
(2020)

SVM 81.58 – – – – –

Zhou et al. (2020) Voting ensemble 87.37 3.19 87.4 – – –
Liu et al. (2020) AlexNet 82.84 – 83.94 82.78 – 0.817
Tama et al. (2020) Stacking 92.17 2.52 – – – –
Ieracitano, Adeel,
Morabito, and Hussain
(2020)

Autoencoder 84.21 – – 87.00 – –

Liu et al. (2021) LightGBM 89.79 9.13 – – – –
Zhang et al. (2021) MFFSEM 84.33 24.82 74.61 97.15 – 0.841
Krishnaveni et al. (2022) Weighted majority

voting
85.23 12.8 90.3 – – 0.855

This study Bagging-GBM 91.57 1.3 98.67 86.18 0.981 0.915
Table 7
Performance comparison between the proposed ensemble model and the existing works on KDDTest-21. Best values
are denoted in bold.

Ref. Method Accuracy
(%)

FPR (%) Precision
(%)

Recall
(%)

AUC F1

Tama et al. (2019) Two-stage ensemble 72.52 18.00 85.0 – – –
Zhou et al. (2020) Voting ensemble 73.57 12.92 73.6 – – –
This study Bagging-GBM 82.35 6.09 97.83 79.79 0.893 0.867
10
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Fig. 5. Critical difference plot of individual classifiers based on the Nemenyi test with two different significance thresholds, e.g., 𝛼 = 0.05 and 𝛼 = 0.01.

Fig. 6. Critical difference plot of ensemble classifiers based on the Nemenyi test with two different significance thresholds, e.g., 𝛼 = 0.05 and 𝛼 = 0.01.
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Table 8
Performance comparison between the proposed ensemble model and the existing works on UNSW-NB15_Test. Best
values are denoted in bold.

Ref. Method Accuracy
(%)

FPR (%) Precision
(%)

Recall
(%)

AUC F1

Tama et al. (2019) Two-stage ensemble 91.27 8.90 91.60 – – –
Tama et al. (2020) Stacking 92.45 11.3 – – – –
Zhang et al. (2021) MFFSEM 88.85 2.27 – 80.44 – –
Nazir and Khan (2021) RF 83.12 3.7 – – – –
Liu et al. (2021) LightGBM 85.89 14.79 – – – –
Wang, Liu et al. (2022) LightGBM 88.34 12.46 – – – 0.881
This study Bagging-GBM 94.66 4.38 92.21 92.94 0.991 0.926
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the intrusion detection performance and tested the effectiveness of the
model on three different data sets, such as NSL-KDD, UNSW-NB15,
and HIKARI-2021. We also tested different GBDT algorithms such as
gradient boosting machine (GBM), CatBoost, LightGBM, and XGBoost
as base learners. The hyperparameters setting were carefully optimized
through a random search. The implications of our findings are discussed
as follows.

This study discovered that, among the base algorithms, CatBoost
performed the best when evaluated as a single algorithm. CatBoost was
the algorithm with the highest accuracy, precision, and MCC metrics.
This conclusion slightly contradicts Liu et al. (2021), who suggested
that LightGBM was the most effective approach for anomaly-based IDS.
Even though Liu et al. (2021) asserted that LightGBM was superior to
earlier methods, it should be noted that Liu et al. (2021) relied on
a metric (e.g., accuracy) to benchmark the results. This renders the
result reported in Liu et al. (2021) less unsuitable, particularly with
regard to the usage of such a metric in a binary classification problem.
Our analysis, however, considered a more reliable metric (e.g., MCC)
that was found to provide more realistic estimations for the proposed
model (Chicco et al., 2021). Consequently, our study argues that future
works, especially in anomaly-based IDS, should incorporate MCC metric
as an evaluation criterion.

Furthermore, our study suggested that a dual ensemble comprised
of bagging with 50 GBMs was superior to other combinations. Through
an extensive comparison using statistical significance tests, the final
dual ensemble scheme could be obtained. The most essential aspect
of the statistical significance tests is to demonstrate that there exist
performance differences across various schemes and data sets. This
analysis helped to improve the generalizability of the proposed model
in diverse data sets as the proposed model was deemed to performs
consistently in varied environments (Bhuyan, Bhattacharyya, & Kalita,
2013).

Lastly, unlike in other application domains, reducing false positive
rate (FPR) in an anomaly-based IDS is challenging when evaluating
the classifier’s performance. An intrusion detection technique should
ideally avoid a high rate of false positives. Nevertheless, it is almost
impossible to completely avoid false positives in an anomaly-based
IDS (Ahmed, Mahmood, & Hu, 2016; Bhuyan et al., 2013; Fernandes,
Rodrigues, Carvalho, Al-Muhtadi, & Proença, 2019). When it comes to
reducing false positives, our proposed dual ensemble model achieved
significant improvement over existing works such as (Tama et al., 2020;
Zhou et al., 2020), among others, on the NSL-KDD data set. On the
other hand, our model’s performance was still comparable compared
to Nazir and Khan (2021), Zhang et al. (2021) on UNSW-NB15 data
et.

. Conclusion

In this study, we developed a dual ensemble technique to address
he problem of network anomaly detection tasks. The proposed detec-
ion model was built by combining two ensemble strategies, such as
agging and gradient boosting decision tree (GBDT) algorithms. In gen-
ral, the proposed dual ensemble model outperformed a single GBDT
12

odel with fine-tuned parameters. The results of our experiments on
ultiple intrusion detection data sets demonstrated that bagging with
ifty fine-tuned gradient boosting machine (GBMs) performance was
uperior to other dual ensemble schemes. Compared to other ensemble
olutions such as voting, stacking, and two-stage ensemble models, a
ual ensemble (e.g., Bagging-GBM) was significantly competitive.

This study has several limitations that can be further addressed
n the future. Specifically, only a few data sets were used to val-
date the proposed model, meaning that the results for other data
ets are still questionable. Consequently, future research should con-
ider a wider variety of intrusion data sets in various scenarios and
nvironments. Significant progress has been made in applying deep
earning models to tabular data, with research frequently claiming
hat these models outperform ensemble models, i.e., XGBoost, in some
ircumstances (Borisov et al., 2021; Shwartz-Ziv & Armon, 2022). In
his context, additional study is undoubtedly required, particularly
o evaluate if deep learning models perform statistically better on
ntrusion data sets.
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SJR

The SJR is a size-independent prestige indicator that

ranks journals by their 'average prestige per article'. It is

based on the idea that 'all citations are not created

equal'. SJR is a measure of scientific influence of

journals that accounts for both the number of citations

received by a journal and the importance or prestige of

the journals where such citations come from It measures

the scientific influence of the average article in a journal,

it expresses how central to the global scientific

Total Documents

Evolution of the number of published documents. All

types of documents are considered, including citable and

non citable documents.

Year Documents

1999 60

2000 52

2001 47

2002 59

Citations per document

This indicator counts the number of citations received by

documents from a journal and divides them by the total

number of documents published in that journal. The

chart shows the evolution of the average number of

times documents published in a journal in the past two,

three and four years have been cited in the current year.

The two years line is equivalent to journal impact factor

™ (Thomson Reuters) metric.

Cites per document Year Value

Cites / Doc. (4 years) 1999 0.461

Cites / Doc. (4 years) 2000 0.491

Cites / Doc. (4 years) 2001 0.529

Cites / Doc. (4 years) 2002 0.818

Cites / Doc. (4 years) 2003 1.349

Cites / Doc. (4 years) 2004 1.862

Cites / Doc. (4 years) 2005 2.375

Cites / Doc. (4 years) 2006 2.486

Cites / Doc. (4 years) 2007 2.568

Cites / Doc. (4 years) 2008 3.506

Total Cites  Self-Cites

Evolution of the total number of citations and journal's

self-citations received by a journal's published

documents during the three previous years.

Journal Self-citation is defined as the number of citation

from a journal citing article to articles published by the

same journal.

Cites Year Value

f

External Cites per Doc  Cites per Doc

Evolution of the number of total citation per document

and external citation per document (i.e. journal self-

citations removed) received by a journal's published

documents during the three previous years. External

citations are calculated by subtracting the number of

self-citations from the total number of citations received

by the journal’s documents.

% International Collaboration

International Collaboration accounts for the articles that

have been produced by researchers from several

countries. The chart shows the ratio of a journal's

documents signed by researchers from more than one

country; that is including more than one country address.

Year International Collaboration

1999 8.33

2000 3 85

Citable documents  Non-citable documents

Not every article in a journal is considered primary

research and therefore "citable", this chart shows the

ratio of a journal's articles including substantial research

(research articles, conference papers and reviews) in

three year windows vs. those documents other than

research articles, reviews and conference papers.

Documents Year Value

Cited documents  Uncited documents

Ratio of a journal's items, grouped in three years

windows, that have been cited at least once vs. those not

cited during the following year.

% Female Authors

Evolution of the percentage of female authors.
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Documents Year Value

Uncited documents 1999 180

Uncited documents 2000 149

Uncited documents 2001 136

Year Female Percent

1999 18.69

2000 22.92

2001 22.58

Documents cited by public policy (Overton)

Evolution of the number of documents cited by public

policy documents according to Overton database.

Documents Year Value

Overton 1999 2

Overton 2000 0

Overton 2001 0

Overton 2002 0

Overton 2003 0

Documents related to SDGs (UN)

Evolution of the number of documents related to

Sustainable Development Goals defined by United

Nations. Available from 2018 onwards.

Documents Year Value

SDG 2018 80

SDG 2019 95

SDG 2020 118

SDG 2021 245

Estimated APC

It estimates the article processing charges (APCs) a

journal might charge, based on its visibility, prestige, and

impact as measured by the SJR. It does not reflect the

actual APC, but rather a calculated approximation based

on journal quality.

Year Est. APC (USD)

1999 2653

2000 2768

Estimated financial value

It represents the potential financial worth of a journal. It

is obtained by multiplying the journal's Estimated APC by

the total number of citable documents published over

the past five years. This value reflects the hypothetical

revenue a journal could generate based on its estimated

publication costs and scholarly output.

Year Est. value (USD)
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