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Abstract  

Managing shared bicycle usage within a university campus can be challenging, 
especially when relying on manual systems that are slow, difficult to track, and offer 
limited security. This paper proposes the development of an IoT-based Bicycle 
Access and Monitoring System designed to make borrowing bikes easier for users 
and more manageable for campus administrators. The system allows users to borrow 
bicycles independently through a mobile application developed for Android devices. 
Each bicycle is equipped with a QR code, which users scan to initiate the borrowing 
process. After scanning, the application generates a One-Time Password (OTP), 
which is entered into a keypad embedded on the bicycle. After successful 
verification, the electronic lock on the bicycle is automatically unlocked. To ensure 
bicycles remain within the designated campus boundaries, the system includes a 
geo-fencing feature that continuously monitors the bicycle’s GPS coordinates. If a 
bicycle crosses the predefined boundary, the system triggers an alert and logs the 
event to a cloud-based database. All borrowing data, including time, user ID, and 
location, is recorded in real-time and accessible to campus administrators via a web 
interface. According to the experimental results show that the system functions 
reliably, with successful access control, accurate event logging, and an average GPS 
horizontal error of 1.48 meters under both Line of Sight (LOS) and Non Line of Sight 
(NLOS) conditions. The proposed system provides a scalable, secure, and user-
friendly platform that integrates IoT communication, location monitoring, and also 
improves the bicycle sharing system in university areas,  enhancing both operational 
efficiency and student convenience. 
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I. Introduction  

In recent years, bicycles have gained widespread 
attention as a practical and sustainable solution for urban 
mobility. The development of bicycle-friendly cities has 
been widely associated with the implementation of well-
structured cycling infrastructure and interconnected 
bicycle networks, as demonstrated in various theoretical 
models and empirical studies [1].  The integration of 
Internet of Things (IoT) technologies into bike-sharing 
systems has emerged as a global trend, such as in the 
Bicipuma delivery system at UNAM-Mexico [2]. IoT also 
supports cycling safety  through smart devices that 
monitor biking conditions [3] and intelligent locking 
systems using multi-sensor configurations [4]. IoT-based 
bike-sharing systems have been deployed in numerous 
cities [5], with innovations such as cloud-connected traffic 
signals to support urban planning [6] and motorcycle 
monitoring solutions for safety enhancement [7]. IoT 
applications extend to simulation-based smart city 
initiatives using bicycles, such as in Bogotá [8], and rental 
systems like GlideX that utilize IoT for operational control 
[9]. Smart city transportation is increasingly supported by 
IoT-enabled bicycle services [10] and remote security 
systems for electric bikes [11]. Community-based e-bike 
transportation models have also been proposed to 

enhance shared mobility [12], with university-based 
implementations such as the E-WheelShare prototype 
[13]. In addition to monitoring, prediction models like 
Recurrent Neural Networks are used for rental forecasting 
[14][15], and intelligent scheduling has been developed 
based on spatiotemporal data [16]. Further studies 
propose shared cycle monitoring systems and energy-
optimized bike-sharing frameworks that improve resource 
efficiency and localization accuracy [17][18][19][20]. 
Assessments of cycling infrastructure using portable 
sensor-based lights have also been introduced [21]. 
However, one of the major challenges in these systems is 
preventing bikes from being taken outside of predefined 
usage zones, leading to potential misuse or theft. Geo-
fencing technology has been proposed as a solution to 
define virtual boundaries and restrict movements based 
on geographic location. This has been applied in mobile 
attendance systems [22][23][24], speed-limiting 
mechanisms for vehicles based on zone detection [25], 
and anti-theft systems utilizing GPS tracking and alert 
mechanisms [26]. Additionally, geo-fencing has found 
uses in COVID-19 hotspot alerts [27], religious area 
management [28], smart route condition alerts for cyclists 
[29], and open-source urban mobility services [30]. 
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Despite extensive developments in IoT-based bike-
sharing systems and geo-fencing technologies, very few 
studies have combined these two approaches into an 
integrated solution that is applied to university 
environments. At Universitas Surabaya (UBAYA), the 
current manual bike-borrowing system relies on paper 
logs, which are inefficient, prone to data loss, and 
challenging to manage, especially given the dynamic 
nature of campus mobility. Manual bicycle management 
systems often suffer from several limitations, such as 
inadequate security mechanisms, inefficient tracking of 
usage, and a lack of automated control. These issues can 
lead to unauthorized access, difficulties in monitoring user 
activity, and operational inefficiencies, particularly in large-
scale deployments. Addressing these challenges requires 
a secure, scalable, and automated solution that not only 
improves accessibility but also ensures data integrity and 
user accountability in environments such as university 
campuses.  

Therefore, this paper proposes an IoT-Enabled 
Bicycle Access and Monitoring System with Geo-Fence-
Based Location Restriction. The system integrates a 
mobile application for Android, QR code-based bike 
identification, OTP (One-Time Password) access control, 
and real-time geo-fencing. Users initiate the borrowing 
process by scanning a QR code on the bike, after which 
an OTP is generated and entered into a keypad on the 
bicycle to unlock it. A geo-fencing mechanism monitors 
the GPS location of each bike, and an audible buzzer 
alarm is triggered if the bicycle is taken outside the 
allowed zone, providing both physical and digital 
deterrents to misuse. All activity is logged in real time to a 
cloud database and can be monitored by campus 
administrators via a web dashboard. 

The main contributions of this papers are: (1) the 
design of an integrated and user-friendly IoT-based bike-
sharing system specifically adapted for university settings, 
(2) the implementation of a geo-fencing mechanism 
combined with a physical buzzer for immediate feedback 
when bikes exit permitted zones, and (3) a complete 
backend infrastructure enabling secure access, real-time 
monitoring, and data transparency for administrative 
oversight. The remainder of this paper is structured as 
follows: Section 2 details the materials and methods used 
to design and implement the system, including the 
hardware components mounted on the bicycle, such as 
the microcontroller, GPS module, buzzer, keypad, and 
locking mechanism, as well as the development of the 
Android application and cloud infrastructure. Section 3 
presents the experimental results, evaluating system 
performance in real campus scenarios, including access 
accuracy, GPS tracking precision, and user interaction 
flow. Finally, Section 4 concludes the paper by 
summarizing the key findings and discussing future 
enhancements for scalability and user experience. 

 

II. Materials And Methods  
This section presents the design of an IoT-based Bicycle 
Access and Monitoring System consisting of three primary 
components: (1) the electrical and hardware design, 
which utilizes an ESP32 microcontrollerintegrated with a 

GPS module, keypad, buzzer, and electronic lock, all 
mounted securely on the bike and docking stand; (2) the 
geo-fencing security system, which defines restricted 
usage areas and activates an audible buzzer alarm if the 
bicycle exits the permitted zone; and (3) the software 
infrastructure, comprising an Android-based mobile 
application that enables QR code scanning and OTP-
based bike unlocking, and a cloud-based backend using 
Firebase for real-time data synchronization, logging, and 
system monitoring. These integrated components ensure 
a secure, efficient, and fully automated bicycle borrowing 
process intended for campus environments, as illustrated 
in the system overview shown in Fig.1. In addition, the 
system employs UART communication for GPS data 
transmission to the ESP32. At the same time, Wi-Fi with 
HTTPS protocol is utilized for secure synchronization with 
the Firebase cloud backend, ensuring reliable and 
transparent data flow across all components. 

 
Fig. 1. An Overview of Bicycle Access and Monitoring 

System  
 
A. The Electrical and Hardware Design of Bicycle 

Access and Monitoring System 
The electrical system of the bicycle access and monitoring 
system is centered around the ESP32 microcontroller, 
integrating several key components: a 4×4 matrix keypad 
for OTP input, a solenoid lock for securing the bicycle, a 
GPS module (Neo-6M) for geo-fencing, red and green 
LEDs for visual indicators, and a buzzer for audible alerts, 
as shown at Fig. 2. To ensure reliable system 
performance, the ESP32 microcontroller was selected 
because it integrates Wi-Fi and Bluetooth connectivity 
within a low-cost, low-power platform, offering better 
efficiency compared to alternatives such as Arduino Mega 
or Raspberry Pi for continuous IoT communication. 
Similarly, the Neo-6M GPS module was chosen due to its 
high accuracy, fast satellite acquisition, and affordable 
cost, which makes it more practical than other GPS 
modules like SIM808 or Ublox NEO-M8 when applied to 
mobile bicycle monitoring systems. These selections 
balance performance, energy efficiency, and cost-
effectiveness, making them well-suited for this proposed 
system. 
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Fig. 2. The electrical wiring configuration of the 
bicycle access and monitoring system  
 
The ESP32 is powered by two 18650 batteries connected 
in series. Since the total voltage from the batteries can 
reach up to 10V, a DC-DC step-down converter module 
(LM2569) is employed to regulate the input down to a 
stable 5V, thus preventing overheating of the ESP32’s 
internal voltage regulator. The use of two 18650 batteries 
is essential, as the solenoid lock requires a voltage of 7–
12V to function correctly. At voltages below 7V, the 
solenoid is unable to retract the plunger mechanism that 
disengages the lock. Similarly, due to outdoor operation 
requirements, the buzzer is also driven at approximately 
8V to ensure adequate sound volume. Both the solenoid 
lock and buzzer operate at voltages higher than the 
ESP32’s GPIO levels; therefore, they are controlled 
through a 2-channel relay module. The relays receive 5V 
from the ESP32 and are driven by GPIO pins 13 and 27 
for the solenoid and buzzer, respectively. The positive 
wires of the solenoid and buzzer are connected to the 
normally open (NO) terminals of the relays. In contrast, 
the common (COM) terminals are linked to the positive 
output of the battery pack. The negative terminals of both 
the buzzer and solenoid are directly connected to the 
battery’s ground. 

 
 

 

 

 

 

 

 

 

 

Fig. 3. The locking setup of the bicycle access and 
monitoring system  

 
The 4×4 matrix keypad consists of 8 pins, 4 for rows and 
4 for columns, which are interfaced with the ESP32 
through GPIO pins 19, 18, 5, and 17 (rows), and 16, 4, 0, 
and 2 (columns). These pins are sequentially assigned to 
simplify the routing on the PCB layout. For user feedback, 
two LEDs serve as visual indicators: a red LED connected 
to GPIO 25 indicates error or rejection, and a green LED 

connected to GPIO 26 indicates successful 
authentication. The locking system employs a robust 12V 
2A metal solenoid lock with a holding force of up to 150 
kg, providing secure physical immobilization of the bicycle 
when docked. This solenoid is triggered via a relay 
controlled by the ESP32 and is directly powered by the 
battery pack to ensure sufficient current delivery during 
operation. The solenoid is mounted securely on the left 
side of the control module casing using bolts, with the 
locking hook aligned precisely to engage with a fixed 
anchor point on the stand. A visual depiction of the locking 
setup is shown in Fig. 3. 

 

Fig. 4. The holder stand of the bicycle access and 
monitoring system  

To complement the electronic locking system, a custom-
designed bicycle stand has been fabricated using 4×2 cm 
hollow steel tubing. The stand features a secure 
anchoring point for the solenoid plunger, welded at a fixed 
offset to accommodate the lateral placement of the locking 
module. Although implemented as a prototype, the stand 
is stabilized using a concrete base formed via wooden 
formwork to simulate permanent ground installation. The 
physical structure and placement details of the stand are 
presented in Fig. 4. 

B. The Geo-Fencing security system 

A geo-fencing mechanism is integrated into the bicycle 
system to restrict its operational area based on GPS 
coordinates. This security system operates using the Neo-
6M GPS module, which continuously transmits latitude 
and longitude data to the ESP32 microcontroller via its RX 
and TX pins, powered at 3.3V. The ESP32 performs real-
time calculations to determine the distance between the 
bicycle’s current location and a predefined central point. If 
the computed distance exceeds a set threshold, the 
onboard buzzer is activated to alert the user and enforce 
the boundary limit. This approach aligns with recent 
implementations of GPS-based area monitoring in 
mobility systems [22], [25], [28]. 

The boundary enforcement is defined using a circular 
geo-fence model centered at a reference location. 
Distance calculation is performed using the Haversine 
formula, which accounts for the Earth’s curvature and 
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provides high accuracy for geospatial computations. The 
formula is given by (Eq. (1) and Eq. (2)): 

𝑑 = 2𝑟. 𝑎𝑟𝑐𝑠𝑖𝑛 (√𝑠𝑖𝑛2 (
∆𝜙

2
) + cos(𝜙1). 𝑐𝑜𝑠(𝜙2). 𝑠𝑖𝑛2 (

Δ𝜆

2
))   (1) 

𝑑 = (𝑃, 𝑃𝑐); ∆𝜙 = 𝜙 − 𝜙
𝑐
;  Δ𝜆 = 𝜆 − 𝜆𝑐                             (2) 

where 𝜙 and 𝜆 are the respective latitudes and longitudes, 

and 𝑟 is the Earth's radius. When the computed distance 

𝑑 exceeds the allowed limit, the system triggers an audible 

buzzer, serving as a passive alert mechanism for location 
violations. An overview of the implemented geo-fencing 
concept, including the allowable circular boundary and 
system behavior upon zone exit, is presented in Fig. 5. 

 

 

Fig. 5. Geo-Fencing radius implementation for bicycle 
access and monitoring system  

The decision of whether a bicycle is located inside or 
outside the defined geo-fence region is formulated 
mathematically as a binary classification problem. The 
system first computes the distance between GPS position 
P = (𝜙, 𝜆) and the geo-fence center PC = (𝜙𝑐  , 𝜆𝑐) using the 

haversine formula in Eqs. (1), (2). Based on the computed 

distance, the decision rule is expressed as (Eq. (3)): 

𝐼𝑛𝑠𝑖𝑑𝑒 (𝑃) = {
1, 𝑑(𝑃, 𝑃𝑐) ≤ 𝑅
0, 𝑑(𝑃, 𝑃𝑐) ≥ 𝑅

              (3) 

where 𝑅 denotes the geo-fence radius. A value of 

Inside(P)=1 indicates that the bicycle is located within the 
permissible boundary, while Inside(P)=0 denotes that the 
bicycle has moved outside the geo-fence area. This 
decision rule provides a simple yet rigorous mathematical 
criterion that is computationally efficient for real-time 
implementation in resource-constrained IoT devices. 

Furthermore, by employing the Haversine formula, 
the distance between the bicycle's current GPS 
coordinates (latitude and longitude) and the predefined 
central point of the geo-fence can be accurately 
calculated. If the computed distance is less than the 
defined geo-fence radius, the system remains in a normal 
state and the alarm remains inactive. Conversely, if the 
bicycle moves beyond the allowable boundary, i.e., the 
calculated distance exceeds the geo-fence, radius an 
audible alarm is triggered to notify the user of a location 
limit area. Nevertheless, the accuracy of this decision rule 

is highly dependent on the precision of the GPS 
measurements, which are inherently affected by 
environmental noise and multipath effects. To mitigate 
these inaccuracies, an error tolerance factor ε is 
introduced into the distance calculation, such that the 
effective distance can be modeled as (Eq. (4)): 

𝑑𝑒𝑓𝑓 = 𝑑(𝑃, 𝑃𝑐) ± 𝜀            (4) 

where ε represents the average deviation obtained from 
experimental observations. The value of ε is not arbitrarily 
chosen but derived from the standard deviation of 
positioning error obtained during measurement under 
different conditions. Specifically, for LOS environments, ε 
is set equal to the observed standard deviation of GPS 
error in open areas, while for NLOS environments, ε 
corresponds to the standard deviation measured in 
obstructed areas. This adaptive tolerance setting reduces 
the probability of false boundary violations while 
accounting for environmental variations in GPS accuracy. 
This adjustment ensures that the geo-fence mechanism 
remains robust against minor fluctuations in GPS 
readings, thereby reducing false alarms and improving 
overall system reliability. 

C. Android-Based Mobile Application System 

An Android-based mobile application was developed 
using Kodular as the front-end interface to facilitate the 
bicycle borrowing process securely and efficiently. The 
application features three main user interfaces: (1) a login 
page where users authenticate using their institutional 
Google accounts; (2) an instruction page providing usage 
guidelines and important notices for borrowers; and (3) a 
main dashboard where users can scan a QR code 
attached to the bike stand to request a one-time password 
(OTP) for unlocking. Upon a successful scan, the system 
returns the OTP, bike number, and borrowing timestamp. 
To prevent misuse, the application enforces a 120-second 
cooldown between OTP requests and disables scanning 
for 30 seconds if an invalid QR code is detected. The main 
dashboard also displays available bike station locations 
on an interactive map, allowing users to select the 
preferred terminal visually. 

On the login page, as shown in Fig. 6, users are 
required to authenticate using their institutional Google 
email accounts (e.g., students and staff). The system 
utilizes Firebase Authentication to enable seamless login 
through the existing Google account on the user’s 
smartphone. This method ensures both convenience and 
verification of valid email credentials. However, its 
implementation involves additional steps, such as 
uploading the google-services.json file into the assets 
directory in Kodular and registering the SHA-1 certificate 
fingerprint from Kodular into Firebase using tools like 
Keystore Explorer. The second screen displayed after a 
successful login is the usage instruction page. This page 
is designed to help first-time users understand how to 
access and operate the bicycle system properly. It 
provides a step-by-step guide along with important notes 
users should be aware of during the borrowing process. 
As illustrated in Fig. 7, the inclusion of diagrams and 
images enhances user understanding and reduces the 
likelihood of operational errors. 

https://ijeeemi.org/
https://portal.issn.org/resource/ISSN-L/2656-8624
mailto:rafina@staff.ubaya.ac.id
https://doi.org/10.35882/ijeeemi.v7i4.123
https://creativecommons.org/licenses/by-sa/4.0/


 Indonesian Journal of Electronics, Electromedical Engineering, and Medical Informatics 
 Homepage: https://ijeeemi.org/; Vol. 7, No. 4, pp. 619-629, November 2025  

e-ISSN: 2656-8624 

 

Corresponding author: Rafina Destiarti Ainul, rafina@staff.ubaya.ac.id, Department of Electrical Engineering, Universitas Surabaya, Jl. Raya 
Kalirungkut, 60293, Surabaya, Indonesia. 
Digital Object Identifier (DOI): https://doi.org/10.35882/ijeeemi.v7i4.123 
Copyright © 2025 by the authors. Published by Jurusan Teknik Elektromedik, Politeknik Kesehatan Kemenkes Surabaya Indonesia. This work 
is an open-access article and licensed under a Creative Commons Attribution-ShareAlike 4.0 International License (CC BY-SA 4.0).  

623 

 

 

 

 

  

 

 

 

 

 

 

 

 

Fig. 6. Login page using institutional Google 
accounts 

Placing this page immediately after login ensures that 
every user is informed of the correct procedures before 
accessing the system. This approach improves system 
usability and supports a smoother user experience, 
especially for new or unfamiliar users. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7. Instruction page of Android Application 

On the main interface, users initiate the bicycle borrowing 
process by scanning a QR code attached to the bicycle, 
as illustrated in Fig. 8. Upon successful scanning, the 
application generates a One-Time Password (OTP) and 
displays relevant information, including the OTP code, 
bicycle ID, and the current date and time. To prevent 
abuse and ensure proper data management, the system 
enforces a 120-second cooldown period before another 
OTP can be requested. If the user scans an incorrect QR 
code, the system imposes a 30-second delay to reduce 
repeated invalid attempts. 

After the OTP is generated, user credentials such as 
the username and email address are uploaded to the 
database along with the bicycle number and the 
borrowing timestamp. Additionally, users can select their 
desired terminal location through an interactive map 
interface when a terminal such as the Engineering 
Building is selected, a marker appears on the map to 
visually indicate its position. This feature enhances 
navigation and helps users locate the intended terminal 
more efficiently. The combination of OTP-based security 

and real-time location selection contributes to a secure 
and user-friendly access system. In the proposed system, 
once an OTP is issued, the associated user credentials, 
including username, email address, bicycle number, and 
borrowing timestamp, are securely stored in the database. 
Simultaneously, the user is provided with an interactive 
interface to select the desired terminal location, where a 
visual marker is displayed on the map for enhanced 
navigation. To ensure that only authorized users can 
proceed, an OTP based access control mechanism is 
employed. The mathematical formulation of this 
mechanism is presented in Eq. (4), where the exact 
character string matching between the user-provided 
code and the server generatedserver-generated code 
determines OTP validity. 

𝑂𝑇𝑃𝑉𝑎𝑙𝑖𝑑 = {
1, 𝑂𝑇𝑃𝑢𝑠𝑒𝑟 =  𝑂𝑇𝑃𝑠𝑒𝑟𝑣𝑒𝑟

0, 𝑂𝑇𝑃𝑢𝑠𝑒𝑟 ≠  𝑂𝑇𝑃𝑠𝑒𝑟𝑣𝑒𝑟
             (5) 

The backend system integrates Firebase Realtime 
Database and Firebase Authentication to handle data 
storage and user verification. Firebase Authentication 
restricts access to approved institutional email accounts, 
allowing the administrator to manage login permissions 
manually. Once a user is authenticated, borrowing data 
such as username, email, time, and bike number is stored 

in the database under unique identifiers. Each successful 
transaction is logged with an OTP and metadata, while 
invalid attempts are marked with a “WARNING!” tag to 
distinguish them from valid records. Firebase also allows 
the administrator to add, remove, or deactivate user 
accounts as needed. 

 

III. Results  
In this paper, three main tests were conducted to evaluate 
the system's performance: GPS accuracy, geo-fencing 
security, and OTP authentication functionality. The GPS 
accuracy test involved comparing the distance readings 
obtained from the Neo-6M GPS module with ground truth 
measurements taken using a digital wheel meter. The 
geo-fencing security test was performed by intentionally 
moving the bicycle outside the predefined safety 
boundary to observe the system’s response. Finally, the 
OTP authentication test was carried out by inputting both 
valid and random OTP codes to evaluate the system’s 

    

Fig. 8. Scan QR code page and enter OTP for 
unlocking bicycle. 
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ability to accept correct inputs while rejecting 
unauthorized access attempts. 
A. GPS Accuracy  

The accuracy of the GPS module was measured by 
comparing its positional readings with actual distance 
measurements obtained using a digital wheel meter. This 
evaluation was carried out under both Line-of-Sight (LOS) 
and Non-Line-of-Sight (NLOS) conditions to determine 
the module’s performance in varied environments. 
Distance sampling was conducted at intervals ranging 
from 1 meter to 60 meters from the geo fence center. GPS 
coordinates were obtained via the Arduino IDE serial 
monitor, while ground truth distances were measured 
simultaneously using the digital wheel meter. This method 
provided a reliable basis for quantifying GPS accuracy 
under realistic operational scenarios. The measured 
discrepancies between the GPS result and ground truth, 
as the real distances are summarized in Table 1, illustrate 
the accuracy of the GPS module under LOS and NLOS 
scenarios. 

To assess the reliability of the geo-fencing feature, a 
series of tests was carried out to evaluate the accuracy of 
GPS readings under both LOS and NLOS conditions. The 
goal was to determine how precisely the GPS module can 
detect the bicycle’s location relative to the defined 
boundary. Under LOS conditions, measurements taken at 
1 m and 2 m distances showed shifts exceeding 1 m, 
attributed to the inherent horizontal accuracy limitations of 
the Neo-6M GPS module. However, at distances ranging 
from 3 m to 60 m, the GPS readings were considerably 
more stable, with an average positional deviation of 
approximately 1.4 m, which is acceptable for most outdoor 
monitoring applications.  

 

Table 1. Distance Measurement at LOS and NLOS 
Scenarios 

NO 

LOS Scenarios NLOS Scenarios 

Real 
Distance 
(meters) 

GPS 
Distance 
(meters) 

Real 
Distance 
(meters) 

GPS 
Distance 
(meters) 

1 1 2.1 1 3.1 

2 2 3.16 2 3.44 

3 3 3.6 3 5.68 

4 5 5.68 5 9.13 

5 10 8.85 10 12.4 

6 20 21.97 20 21.97 

7 30 33.35 30 33.35 

8 40 45.5 40 45.5 

9 50 49.89 50 49.89 

10 60 61.74 60 61.74 

 

In contrast, under NLOS conditions, the GPS data 
became highly unstable. At distances below 5 m, the 
positional error increased significantly, reaching 
deviations of up to 2 m. Beyond 5 m, the average shift was 

recorded at around 2.52 m. As shown in Fig. 9, the 
statistical analysis confirms that GPS positioning is 
generally more reliable under LOS conditions, where the 
mean error was 1.74 m with a standard deviation of 1.6 
m. In contrast, NLOS conditions produced a larger mean 
error of 2.54 m, indicating reduced accuracy even though 
the variability was of similar magnitude (standard 
deviation of 1.5 m). This demonstrates that obstructions 
in the environment significantly degrade GPS 
performance, making LOS preferable for applications 
requiring precise localization. These results also revealed 
the presence of blind spots within the UBAYA campus, 
where GPS signals were inconsistent or degraded. This 
level of inaccuracy may pose challenges when deploying 
the system in areas with narrow geo-fence margins or 
near obstacles such as trees, canopies, or high buildings, 
all of which can interfere with satellite signal reception. 

 

Fig. 9. Statistical Analysis of GPS Error Performance 
in LOS and NLOS Conditions 

 

B. Geo-Fencing Security 

This evaluation focused on determining the consistency 
and responsiveness of the implemented geo-fence 
security mechanism. Two separate tests were conducted: 
the first examined the system's ability to detect when the 
bicycle exceeded the designated safe zone reliably and to 
activate the onboard alarm; the second assessed the 
response delay of the bicycle access and monitoring 
module. For the reliability test, the bicycle was moved 
beyond the boundary in 10 different locations, each tested 
twice, to observe whether the alarm was triggered. For the 
response time test, the bicycle was placed approximately 
2 meters outside the geo-fence for a duration of 3 seconds 
at each of the same 10 locations (repeated twice). The 
response delay was measured from the last known 
position inside the safe zone to the moment the system 
recognized the out-of-bounds status and activated the 
buzzer, as monitored via the serial console. The results of 
these tests are presented in Table 2. Then, to enhance 
the reliability of the geo-fencing mechanism under GPS 
measurement uncertainty, the buffer margin (𝑚) was 
derived using a probabilistic formulation based on the 
Rayleigh error distribution of horizontal GPS positioning. 
In this context, the positional error magnitude (𝐸) of a GPS 
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receiver affected by isotropic Gaussian noise in the 
horizontal plane follows a Rayleigh distribution with scale 
parameter (𝜎). 

Table 2. Geo-fence system reliability and response 
time test results. 

Testing 
Number 

Result Number 

Active (V), Non-Active (X) 
Time 

(s) 
Result-1 Result-2 

Test-1 V V 1.408 

Test-2 V V 2.043 

Test-3 V V 2.050 

Test-4 V V 1.498 

Test-5 V V 1.577 

Test-6 V V 2.057 

Test-7 V V 3.024 

Test-8 V V 2.067 

Test-9 V V 2.036 

Test-10 V V 1.534 

 

The probability operator, denoted by Pr(⋅), represents the 

likelihood of an event occurring. Thus, the probability that 
the GPS error exceeds the buffer margin can be 
expressed as: 

𝑃𝑟(𝐸 > 𝑚) = exp (−
𝑚2

2𝜎2)           (6) 

For a specified target false-alarm probability (𝛼), the 

acceptable probability that GPS error alone will produce a 
spurious geo-fence violation, the required buffer margin 
is: 

𝑚 = 𝜎√2 ln (
1

𝛼
)              (7) 

In practice, 𝜎 is estimated from empirical positional-error 

statistics obtained by comparing GPS coordinates with 
simultaneous ground truth distances recorded by a digital 
wheel meter. Under LOS conditions, the measured mean 
positional deviation was 𝐸𝐿𝑂𝑆 = 1.74 𝑚 while under NLOS 

conditions, the mean deviation increased to 𝐸𝑁𝐿𝑂𝑆 =
2.54 𝑚 For a Rayleigh-distributed magnitude, the 

relationship between the mean error and the Rayleigh 
scale parameter is: 

Ē[𝐸] = 𝜎√
𝜋

2
 →  𝜎 =  

Ē[𝐸]

√𝜋/2
            (8)  

Using the measured means yields 𝜎𝐿𝑂𝑆 = 1.6 𝑚 and 

𝜎𝑁𝐿𝑂𝑆 = 1.5 𝑚 substituting these values into the buffer 

equation produced required margins of 3.92 m, 4.83 m, 
and 5.93 m for LOS with false-alarm probabilities of 5%, 
1%, and 0.1%, respectively, while the corresponding 
NLOS margins were 3.68 m, 4.53 m, and 5.55 m. These 
results illustrate that NLOS conditions require 
substantially larger buffer margins to achieve the same 
false-alarm probability, consistent with the increased 
mean error (2.54 m) and the presence of blind spots 
observed on campus. Practically, we used selecting 𝑚 

according to deployment priorities: choose a smaller 𝛼( 

larger 𝑚) where false alarms are costly, or accept a larger 

𝛼 (smaller 𝑚) if tighter geo-fence margins are mandatory. 

Additionally, temporal smoothing strategies (e.g., N out of 
M voting) and hysteresis should be implemented to 
mitigate transient GPS spikes and reduce the operational 
impact of brief outliers, particularly under NLOS 
conditions. 

C. OTP authentication functionality 

OTP verification reliability was tested by entering incorrect 
codes and monitoring the system's ability to reject 
unauthorized access attempts. a total of 15 access 
attempts were conducted using randomly generated 
alphanumeric codes, each consisting of three numeric 
digits followed by one uppercase letter (e.g., 123A). 
These codes were entered into the Bicycle Access and 
Monitoring System to assess its rejection accuracy. The 
results showed that 13 out of 15 invalid OTP entries were 
correctly rejected, with the locking mechanism remaining 
engaged and the buzzer activated after every three failed 
attempts. However, in two cases, the system erroneously 
accepted the incorrect codes and unlocked the bike. This 
was attributed to the coincidental match between the 
randomly generated codes and preprogrammed valid 
OTPs stored in the ESP32 module. These results 
highlight the overall reliability of the OTP validation 
process, while also emphasizing the need for enhanced 
code randomization or dynamic key generation to prevent 
unintended matches. 

D. Battery Lifetime Evaluation 

To evaluate the battery lifetime of this proposed IoT-
enabled bicycle access and monitoring system with geo-
fence-based location restriction, a series of tests was 
conducted by continuously operating the module until 
complete power depletion, with timestamps recorded from 
activation to shutdown using the serial monitor. During 
testing, the system remained stationary within the safe 
zone to ensure consistent power consumption. Under 
ideal conditions, the 18650 lithium-ion battery has a 
nominal capacity of 1200 mAh, while the system draws an 
average current of 190 mA during idle operation and up to 
2.1 A momentarily when actuating the solenoid lock. 
Since the current spike is transient, it isn't very important 
for lifetime calculations. Using the following theoretical 
formula: 

𝑇𝑖𝑚𝑒 =  
𝐵𝑎𝑡𝑡𝑒𝑟𝑦 𝐶𝑎𝑝𝑎𝑐𝑖𝑡𝑦 (𝑚𝐴𝐻)

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝐶𝑢𝑟𝑟𝑒𝑛𝑡 (𝑚𝐴)
               (9) 

According to the theoretical calculation, the battery 
endurance is estimated to be approximately 6 hours and 
31 minutes. However, experimental testing revealed 
shorter operational durations, with the first trial lasting 161 
minutes, the second 153 minutes, and the third 157 
minutes. These results indicate an average lifetime of 
approximately 157 minutes (≈2 hours and 37 minutes). 
The discrepancy between theoretical and measured 
outcomes is primarily due to battery degradation caused 
by repeated charge-discharge cycles, which reduce the 
effective capacity below its nominal rating. This 
observation emphasizes the critical role of energy 
management in maintaining the reliability of the IoT-
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enabled bicycle system under real-world operating 
conditions. 

IV. Discussion  

The evaluation of GPS accuracy under both LOS and 
NLOS conditions reveals significant implications for the 
reliability of the geo-fence-based area restriction system. 
As illustrated in Fig. 10, the measurement error under 
LOS conditions remains relatively low, typically below 3 
meters, supporting the use of GPS as a viable positioning 
method for enforcing spatial boundaries. In contrast, 
NLOS scenarios result in higher positional deviations, 
especially within short distances (1–10 meters) due to 
signal obstruction, which may affect the precision of geo 
fence detection and lead to potential misclassification of 
in-zone or out-of-zone locations. 

 

Fig. 10 GPS Error Analysis for Geo-Fence Accuracy in 

LOS and NLOS Conditions 

 

Fig. 11 Accuracy of GPS-Based Distance 

Measurements at LOS and NLOS Scenarios 

Fig. 11 further supports this finding by showing that 
GPS accuracy during LOS scenarios consistently 
exceeds 90%, while under NLOS it drops as low as 69% 
at 1 meter and only stabilizes beyond 20 meters. These 
deviations are critical, as the geo-fence system relies on 
accurate location input to activate or deactivate access 
control mechanisms. Therefore, geo-fence boundaries 
should ideally be implemented in open environments with 
minimal obstruction, or coupled with dynamic buffer zones 
to account for signal noise and urban interference. 

In addition to location accuracy, the responsiveness 
of the geo-fence system plays a crucial role in ensuring 
effective security enforcement. As shown in Table 2, the 

average response time between detecting an out-of-
bounds location and triggering the alarm was 1.893 
seconds across 10 different trial locations. This response 
latency includes both GPS signal processing and 
communication delays to the bicycle access and 
monitoring system module. While the system consistently 
activated the alarm in all trials (100% reliability), 
minimizing the response time remains essential, 
especially in scenarios where rapid unauthorized 
movement outside of geo-fenced areas must be promptly 
mitigated. A response time below 2 seconds is considered 
acceptable for real-time applications, but future 
improvements could involve optimizing the polling 
frequency or employing edge-based GPS preprocessing 
to reduce furtherto reduce latency further. 

Moreover, the system's OTP authentication mechanism 
plays a vital role in ensuring secure bicycle access. The 
test results show that the module correctly rejected 13 out 
of 15 incorrect OTP entries and triggered an alarm after 
three consecutive failed attempts, demonstrating strong 
access control functionality. However, two unauthorized 
codes unintentionally matched pre-programmed valid 
codes, leading to unauthorized unlocking. This highlights 
a potential vulnerability in the static storage of OTP codes, 
indicating a need for dynamic OTP generation and server-
side validation in future iterations. 

The proposed system, an IoT-Enabled Bicycle 
Access and Monitoring System with Geo-Fence Based 
Location Restriction, is designed specifically for outdoor 
environments, particularly under LOS and NLOS 
conditions. In this system, users can independently 
borrow bicycles through a mobile application equipped 
with an OTP feature to unlock the bicycle. While the 
current OTP implementation is limited to a simple four-
character combination, future improvements will consider 
more advanced data security schemes. Furthermore, the 
monitoring subsystem integrates a geo-fencing 
mechanism based on GPS to enforce area restrictions. 
Although a delay of up to 2 seconds in alarm activation 
was observed when the bicycle moved outside the 
designated area, this limitation will be addressed in future 
work by incorporating alternative wireless localization 
technologies such as LoRA. Despite these current 
constraints, the proposed system demonstrates several 
advantages over related works, as summarized in Table 
3. As summarized in Table 3, prior works have explored 
IoT-enabled bicycle or vehicle sharing with features such 
as location monitoring, smart locks, and anti-theft 
mechanisms. However, most do not incorporate a geo-
fencing restriction mechanism integrated with IoT, or are 
limited to specific hardware implementations. For 
instance, [5] provides LoRaWAN-based bicycle tracking 
without usage restriction, while GlideX [9] offers IoT-
based rentals with multiple sensors but no geo-fencing 
capability. Similarly, [17] focuses on availability monitoring 
without access control, and [19] emphasizes 
accelerometer-based theft detection rather than location 
restriction. The study in [26] introduces geo-fencing with 
Arduino and GSM, yet remains hardware-specific and 
vehicle-oriented rather than IoT-integrated. In contrast, 
the proposed system uniquely combines GPS tracking, 
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OTP authentication, and geo-fencing enforcement, 
thereby enhancing both security and practical applicability 
for campus-based bicycle sharing scenarios.  

 

V. Conclusion  

The implementation of the IoT-enabled bicycle access 
and monitoring system successfully facilitates secure and 
efficient bicycle lending by integrating hardware-based 
controls, mobile application interfaces, and cloud-based 
data storage. The system allows real-time uploading of 
user activity and lending records to a central database, 
improving management and traceability. Experimental 
results demonstrate that the Neo-6M GPS module 
achieves an average accuracy of 1.48 meters under Line-
of-Sight (LOS) conditions and 2.52 meters under Non-
Line-of-Sight (NLOS) conditions, which is sufficient for 
outdoor geo-fencing enforcement. However, its 
performance degrades in indoor or obstructed 
environments, limiting its reliability in small or enclosed 
areas. Despite these limitations, the overall system 
demonstrates effective geo-fence triggering and OTP 
based access control, validating its functionality in a smart 
campus deployment. Future development of the IoT-
based bicycle access and monitoring system will focus on 
several key aspects. First, geo-fence accuracy will be 
enhanced by integrating alternative localization 
technologies such as Wi-Fi positioning, Ultra Wideband 
(UWB), or LoRa-based tracking, which can improve 
robustness in both indoor and outdoor environments and 
reduce false alarms caused by GPS inaccuracies in LOS 
and NLOS conditions. Second, the security of the OTP 
mechanism will be strengthened by replacing the current 
simple random codes with dynamic approaches such as 
time-based tokens, one-time cryptographic hashes, or 
even public-key infrastructure (PKI) schemes, thereby 
mitigating vulnerabilities to brute-force or replay attacks. 
Third, system scalability and long-term operation will be 

explored, including multi-user support, maintenance 
requirements, and update strategies for sustainable 
deployment in campus-scale or city-wide 
implementations. Additionally, mobile application 
functionalities will be expanded to include real-time 
alerting, historical route tracking, and tighter integration 
with institutional IoT frameworks. Finally, hardware 
robustness and privacy-preserving mechanisms will also 
be investigated to ensure dependable, secure, and user-
centric adoption in future smart mobility and smart city 
initiatives. 
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